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O003HaYCHHA U COKPALLCHUA

Coxkpaiuenue PacmmdpoBka coxpamienus

APM ABTOMAaTH3UPOBaHHOE pabouee MeCcTo

B baza ganaeix

BII EIIBB Buewmnuit nopran Ennnoil ninatgopmel BHEITHETO B3auMoaeiicTBus banka
Poccun

I'oCT lNocynapcTBeHHbll cTaHAPT

NoC W3Bemenre B BUe 3J€KTPOHHOTO COOOIIEHMUSI, TOITBEPIKIAIOIIEe 3arpy3Ky
WM coepxaiiee nHpopmanuio o6 omunodkax 3arpyzku IC B JIK

KO KpenutHas opranusanus

JIK JluunbIif KAOUHET

JIKM JleBast KHOTIKA «MBIIITN»

HCAU HopmarusHo-cnipaBouHast uHpopManus

oC OrnepanmonHas cucreMa

1o [Iporpammuoe obecnieueHue

11 [IporpaMMHBIi TPOTYKT

[ [Ipuknagaeie mporpaMMHbIC HHTEPHEHCHI

I[15BM [TepconanbHas 3MEKTPOHHO — BBIYUCIUTEIbHAS MalllMHA

PM Ponesasg monenn

CBK YuudumupoBaHHas TpaHCHOPTHAs cpela AJIEKTPOHHOTO B3aWMOJICHCTBUS
TeppUTOpUAIBHBIX YupexkaeHui banka Poccun ¢ knnentamu banka Poccun

C31 CpenctBa 3amuThl HHGOPMAITUU

CK3U Cucrema kpunrorpaduyeckoil 3amuThl HHGOpMaLUN

CKAQ Cucrema kpunrorpaduyeckoil aBTopuzalii JOKyMEHTOB

CYBJ Cucrema yrpaBieHus 0a3aMu JaHHBIX

TA JIK Tpancnopthbiiil apxus i otiipaBku B JIK YO BII EIIBB

TK TpaHcOpPTHBINA KOHBEPT

YHNO YyactHUK UHPOPMAIIMOHHOTO OOMEHa

L3I10 Hentp 3arpy3ku [10 banka Poccun

e)i| ONEKTPOHHBIM TOKYMEHT

2C DNEKTPOHHOE COOOIIeHHE

20 OkpanHas popMma
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TepMHuHBI U onIpee/IeHUA

Tepmun

Ornpenenenue

O6omouyka «Pabouee
MECTOY

Yacte [T «/lenpray, npencraBistonias co00i cpemy HCIIOTHEHUS
paclIMpeHu ¢ BO3MOKHOCTBIO YIIPABJICHUSI TUMHU PACHIUPEHUSAMU
(ycTaHOBKa, perucrpanus, yiajieHue, u T. I1.)

Pacmmpenue Yacrts I1IT «/lenpTa, npencranistomnias co00i HHKANCYIMPOBAHHYIO B
OJIMH MOAYJb ()YHKIIMOHAJILHOCTH TI0 IOJATOTOBKE U (POPMHUPOBAHUIO
O0TUéTHOM MH(pOpPMaLlMU WIN APYrUX JOKYMEHTOB MOJHAA30PHBIMU
OpraHu3ausIMu

Texanueckue CooOuienus, cozgaBaemble armuHuctparopom EIIBB, o npoBenennn

omnosenienusn JIK

TEXHUYCCKUX pa60T, MOSIBJICHUY OOHOBJICHHH CUCTEMEI U T. .

Xa1r-cymma
(KOHTpOJIbHASL CYyMMa)

YHukanbHbell uAeHTH(UKaTOp ((daiina, KOTOPHIA NpU TOMOIIU
CHEIHAIbHOTO  MPOTPAaMMHOIO  00ECHe4YeHUs]  BBICUMTHIBAETCS
KOMITBIOTEPOM myTeM OTpeeIEeHHBIX MaTeMaTHYEeCKUX
npeoOpazoBaHuii HHPOPMAIIUH, COACPKAIICIHCST B HEM
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1 OO01ue cBeaeHus

1.1 Ooaacts npumenenus III «leabTa»

[IT «/lenbra» mpumeHsieTcsl UIsl aBTOMAaTH3allMM IMOATOTOBKM K OTIIPaBKE, OTIIPaBKU
c(OpPMHUPOBAHHOW B paMKaxX MOJIKIIOUEHHBIX Pacmmpenunii oTué€THON MHDOpMAK UM JPYrux
JNOKyMeHTOB B bank Poccun u nmpréma OTBETHBIX KBUTAHIIHA.

[T «/lenbTa» peanu3oBaH B BUJIE MOAYIBHOIO MPUIIOKEHHUS, B COCTAB KOTOPOTO BXOJAT
Ob6onouka «Pabouee MecTo», mnpexacrapisionias cobOoil cpeny ucnoiaHeHus Pacmupenuii, u
noakimoyaemele  Pacmmpenus, peanusyromue (YHKIMOHAJIbHOCTh IO MOJITOTOBKE U
(dbopMHpOBaHHIO OTUETHOM MHGOPMAIIUK WK JPYTUX JOKYMEHTOB Ul IpenocTaBieHus B bank
Poccun.

1.2 Kparkoe onucanue Bo3moxnocreii I «deabra»

[IT «/lenpTay peanr3oBaH B BUJE BEO-ITPUIIOKEHUS, JOCTYI K KOTOPOMY OCYIIIECTBIISIETCS
yepes Opaysep OC noabp3oBarens.

[T «/lenpTa» mnpenHasHauyeH a1 WHCTPYMEHTAIBHON MOIACPKKUA JIEATEIbHOCTH
opranu3anuii — Y®P B mponecce MoAroToBkM W HampasieHuss B bank Poccum oTu€THOM
nHpOpMallUd WM JPYTUX JOKYMEHTOB IyTe€M MPEAOCTaBICHHS MOJIb30BATEISIM CEPBUCHBIX
GyHKIME U QYHKIIMOHATIBHBIX BO3MOXHOCTEH, PEalM30BaHHBIX B paMKax MOAKIIOUAEMBIX U
JTMHAMUYECKH 3arpy’KaeMbIX KOMIIOHEHTOB — PaciinpeHui.

1T «/lenbra» MoxeT GYyHKIHMOHUPOBATH B OJTHOM M3 TPEX PEKUMOB:

a) OJHOIOJIb30BATEIHCKOM;

0) MHOIOIOJB30BATEIBCKOM;

B) CETEBOM.

Pexxum paboTs! I1I1 «/lenbra» onpenensiercst Hactpoitkamu O6onouku 11 «/lenbray. 1o
ymomuanuio [1I1 «/lenpTay paboTaer B 0AHOMOIB30BATEIBCKOM PEKUME.

1.3 YpoBeHBb NOAT0TOBKH aIMUHHUCTPATOPOB

s pabotsr ¢ [I1 «/lenpTa» aaMUHUCTPATOP AOJKEH 00MaaTh CIECAYIOMUMU 3HAHUAMU
Y HaBBIKAMMU:

a) 3HaHHWe cTaHaapTHBIX Bo3MoskHocTel [1IT «/lenbray;

6) ymenue pabotats c [1I1 «JlenpTay s BIOIHEHUS padOT MO aIMUHUCTPUPOBAHHUIO.

Hus pa6oter ¢ IIIT «JlenpTay aaMUHHUCTPATOP MOHKEH 001anaTh 0a30BHIMH HaBBIKAMU
pabotsl ¢ OC cemeiictB Microsoft Windows, Windows Server u Linux.

Ycranoka HactonsHOTO niprtokenus [1I1 «JlenbTay 1 3amyck GyHKIIMOHUPOBAHHS 33124
MIPOBOJIUTCSI B COOTBETCTBMU C PYKOBOJCTBOM aJMHHHMCTPAaTOpa W HE JOJDKHA TpeOOBaTh OT

aJIMUHUCTPATOPA CIEHUATBHBIX 3HAHUN B 00JIACTH TEXHUKHU U MPOrPAMMHPOBAHHUS.
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Anvmunuctpatop I «/lenpTay  moDKeH  cOOMIOAATH  YCTAHOBJICHHBIE — IIpaBUIIA
OKCIUTyaTallM CHUCTEMBI, B TOM 4YHCIE TpaBWia 10 oOecreuyeHu0 UHPOPMALMOHHOM
6ezonacuoctu cuctembl. Anmunuctparop 111 «/lenbTa» momkeH ObITh 00ydeH MeXaHU3MaM U
MpaBHJaM OJKCIUTyaTallkd CPEICTB 3alIUThl MH()OPMALUH, HCIOJIB3YEMbIX Uil OOecredeHus
nHpopmannoHHoi 6ezomacHocTH I1IT «JlenbTay.

1.4 TlepedeHb IKCIIYaTAIIMOHHOM JOKYMEHTALUM

[Tepen mauanom padotsi ¢ I1I1 «enbray agmunuctpatopy I «/lenpTa» pekomenmyeTcs
M3Y4YUTh HACTOSIIMI JOKYMEHT U JOKYMEHT «PyKOBOJCTBO IOJIB30BATENN» HA YCTAHOBIICHHBIE B
IIT «lenpTa» Pacmupenus. Hanpumep, B ciyyae ycraHoBku Pacmmpenust «OtdetHocts KO»

PEKOMEHyeTCsl H3y4UTh TOKyMeHT [1].
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2  Ha3naveHus M yCJ10BUSI IPUMEHEHUSA
2.1 Buabl [AeATEJbHOCTH, QYHKIMH, I AaBTOMATH3ALHH KOTOPBIX

npeanasHayden I «/leabTa»
1T «/lenpra» npenHazHaueH A1 BHITIOTHEHUS CIICAYIOMNX (DYHKITHIA:

a) ymnpasienue Pacuiupenusamu;

0) BeneHUE MepedHsl JOKYMEHTOB, CO3[aBacMbIX B pe3yibTaTe pabOThl BCEX IIEJIEBBIX
Pacmmpennii;

B) YIpaBlIeHHE NPO(UISIMU HACTPOEK MOIb30BATENS;

r) mnoxaroroBka OJ[ mns ornpaBku B bank Poccum, B Tom umcne ymakoBka OC u
comyrcTByronux J1okKyMeHToB B ¢opmat TK (s ormpasku yepe3 CBK) mubo TA JIK (nns
otrnpasku B JIK YUO BII EIIBB), 3amudpoBanue u noanucanue IC;

n) B3aumozeiicTeue ¢ JIK YUO BII ETIBB u ¢ CBK B yacTu oTripaBk# OAr0OTOBJICHHBIX
D]1, mosrydeHusi OTBETHBIX KBUTAHIMHK U TexHndeckux onosenienuii JIK YO BII EIIBB;

€) yIpaBJieHUE YBEIOMIICHHUSIMU;

K) KypHaTUPOBAHUE COOBITHI;

1) KBUTHPOBAHUE.

2.2 YciaoBusi, npu co0JII0IeHUM KOTOPbIX o0ecrne4ynBaeTcsi NMpUMeHeHHe

I «deabTay»

CoctaB W mapamMeTpbl TEXHHMYECKHX W IMPOTPAMMHBIX CPEICTB, HCIOJIB3YEMBIX IPH
skcruryaranuu 11 «/lenpTay, J0DKHBI OIpeAeIsIThCs 00beMaMu 00padbaThIBAeMOM B KOHKPETHOM
00BEKTE aBTOMATH3AIMH WHPOPMAIINH.

MuHHMasbHBIE TPEOOBAHUS, TIPEABSIBISIEMbIC JUIs PAOOTHI:

a) mpoueccop — Core 15 2.2 I'Tx;

0) omneparuBHas namsath — 4 ['0;

B) 00beM cBOOOJHOTrO IUCKOBOTO mpocTpancTBa — 500 I'0;

I') BHJEOKapTa U MOHUTOP C pasperaromielt cnocodoHocThio — 1280*1024;

1) CeTeBOi ajanTep;

€) KIaBuarypa;

) MaAHHITYIATOP TUIA «MBIIIbY;

u) OC Astra Linux CE Bepcuu 2.12 u Beime wim Astra Linux SE Bepcun 1.7 u Bblie;

IIpumeaanne — oonyckaemes samena na OC cemeticme Microsoft Windows wau Ubuntu eepcuu 20.04

K) aHTHUBUPYCHOE CPEICTBO.
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MuHMManbHbIE TPEOOBAaHUS TMPHUBEACHBI JJIS OJHOTO IMPOTPAMMHOTO KOMIIOHEHTa M
JOJKHBI OBITH IPOCYMMHUPOBAHBI B YaCTH ONIEPATUBHOM MAMSTH, P U TUCKOBOTO MTPOCTPAHCTBA
¢ TpeboBanusamMu aApyrux komrnonenTos [1IT «JlenbTay.
st cereBoro pexkuma padotsl 11 «/lenpTa» HEOOXOUMBI:
a) cepsep npuiioxkeHuit aist ycranosku 1T «/lenpray;
0) cepBep ayrentudukanuu. CepBep ayTeHTH(PUKAIUU JIOJDKEH YIOBICTBOPATH
CJIEYIOIUM TpeOOBaHUM:
1) mommepkka mpoTokosa asropuszanuu Oauth2;
2) mnoanepxka JWT-TOKeHOB;
3) mpemocTaBieHHE POJICH aBTOPU30BAHHOTO MOJIL30BATENS B 001acTH Scope.
B) cepBep b/, mpu Heobxoaumoctn xpaHeHus daHHbIx OOonouxu IIIT «/leapTay» Ha
BBIZIEIEHHOM cepBepe. Pacmmpenuss Moryt ObITh HAacTpOE€HBI Ha OTHeNbHBbIE cepBepbl b/l

Ocuosnoii cuntaercs CYB/I: PostgreSQL (Bepcun 12.2 u BpIe).

Ilpumeganne — oonyckaemes 3amena ochosnoi CYB/ na Oracle (sepcuu 12¢ R2 u evuue), MS SQL-
Server (sepcuu 2012 u sviute).

Munumanbable  TpeOoBanust st cepBepa [l «/lempra»  aHajmoruyHel B
OJIHOTIONIb30BATEIbCKOM,  MHOTOIIOJIB30BAaTEIbCKOM M CETeBOM pexume. Jlomyckaercs
COBMEIIEHUE CepBepa MPUIOKEeHHM, ayreHTHuKauu U b/ Ha onHoit mammue. TpeGoBaHuii K
OC cepBepa ayreHTudukanuu W cepBepa bJl He NpenbABIAIOTCSA, BaXXHO COOJOJICHUE

TpeOOBaHMH, YKa3aHHBIX B MyHKTAX MMEPEUMCICHH 0) U B).
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3  Onmucanme onepanuii aAIMHMHUCTPATOPA

Anmunuctpartopy I «/lenpTa» npegocrapieHa BO3MOKHOCTb BBIITOJHEHUS CIIETYIOIINX
OIepanuii:

a) ycraHoBka, ynaieHue u oonosnenue 11 «/lempray;

0) ycraHOBKa, yjaajieHue u oOHoBleHue Pacmmpenui;

B) HAcTpoOiKa CUCTEMHBIX U OOIIMX IapaMeTpPOB;

I) YyIOpaBleHHEe npoduIsamu;

1) yhpaBlIeHHE HacTpolkamu Pacrmpennit;

e) ympaBieHue MeragaHHBIMU;

) MOHUTOPUHT (PYHKIIMOHHPOBAHUSI IPUIIOKEHHSI HA OCHOBE JKypHasia COOBITUH, B TOM
quclie apXUBUPOBAHKE )KypHaja COOBITUI;

1) TPOCMOTP U BBITPY3Ka poJjieil (TOJIBKO B MHOTOTIOJIb30BATEIBCKOM PEKUME);

K) TpocMOTp WH(GOPMAINH, BBEIEHHOH MOJIb30BATEISIMH,

J) MOHMTOPHHI aKTUBHOCTHU IOJIb30BaTENEH (TOJIBKO B CETEBOM PEKUME).

3.1 Ocobennoctu padorsl IIIl «eabTa» B MHOIromoJib30BaTejJbCKOM H

C€TEBOM BapuaHTE

OmnpeneneHsl TpU pexXUMa pabOTHI:

a) OJIHOTIOJIb30BATEIIbCKU;

0) MHOTrOIOJIL30BATEIbCKUH;

B) CETECBOM.

B onnomnonb3oBatensckom pexxume I «/lempra» ycraHaBiaMBaeTcs Ha  OJHOM
KOMITbEOTEPE, MOJIB30BATEb UMEET JOCTYI KO BceM (QYHKIUSAM (poiib «CyHepIioyib30BaTesby).

B wmuoromnonezoBarensckom pexume 111 «/lenpray ycTaHaBiMBaeTcs Ha OJHOM
KOMITbIOTEPE, MOJIb30BaTE b UMEET MpaBa B cOOTBeTCTBUU ¢ PM (11.3.2).

B ceresom pexume IIII «/lempray ycTaHaBIMBAaeTCS Ha CepBEpe IPUIOKEHUH U
MHTErPUPYETCs B KOPIIOPATHBHYIO CpPENy.

Jns ycranoBku [T «Jlenmpra» mis paboThl B JMIOOBIX peXHMMax HMCHOIB3YETCS OIMH
IUCTpUOyTUB. PexxrM paboThI onpenensercs: JalbHEeHITMMU HACTPOHKAMH.

Pexxumel onipesienstoTes 3HaueHneM napamerpa delta.security.authentication, 3anaBaemoro
B KoH(purypaunonnoM odaiine «delta.config» (monusrii coctaB Hactpoek ¢aitna «delta.config»
npuBeaEH B npwiiokeHHH A). JlaHHBIH mapaMeTp MOKeT NMpUHHMATh 3HaueHHs: «Singleusery,

«multiusery, «oauth2y.
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3HaueHue «Singleuser» o3HauaeT OHOIOJIL30BATENLCKHI PEXUM PaboThI, «Multiusery —
MHOTOTIOJIb30BaTENbCKUH, «0auth2» — cereoit. Ecnu mapamerp He 3aman, To IIIT «/lenbran
paboTaeT B OHOTIOIH30BATEIBCKOM PEKUME PaOOTHI.

[Tpu nepBoHauvanbHo ycTaHoBKe 111 «/IenpTh» M0 yMOJIYaHHUIO UCIIOIB3YETCA JIOKAIbHAS
BHyTpeHHss1 BJ] H2 mst moGoro pexuma padoTel. s ncnosib3oBanus B kadecTBe bl 06omouku
apyrux B/l (B T.4. m PostgreSQL mis 0IHOMOIB30BaTEIBCKOTO PEXMMa), HEOOXOAUMO TOCTe
YCTaHOBKH Tiepeitu K HacTpoiike b/l O6omoukwu (11.3.9).

3.2 PoaeBasi MmoeJsb

PM npumensiercs mpy MHOTOIIOJIb30BaTENbCKOM U CETEBOM PEKUME PAOOTHI.

B IIIT «/lenbTa» UCMOJIBb3YIOTCA CIECIYIOMINE POJIH MOJIb30BATEIICH:

a) AUB (Delta.Shell. AIB, Delta.<ums pactmpenus>.AlB);

0) ammunuctparop (Delta.Shell. Admin, Delta.<ums pacuruperus>.Admin);

B) omnepatop (Delta.Shell.Operator, Delta.<ums pacmupenus>.Operator);

r) TOoJb30BaTeb 000J04KH ¢ orpanudeHHbIMU ostHOMoumsiMu (Delta.Shell.Reader);

n) cymepronb3oBarens (Delta.Shell.Root, Delta.<ums pacimmpenus>.Root).

Jlis  MHOTOIIOJIB30BATENLCKOTO  PEKHMMa pOJIM  [OJIb30BATENeH  yCTaHABIMBAIOTCS
CpEICTBAaMH OIEPAIMOHHOM CHUCTEMbl BKJIIOYEHHEM IOJB30BaTENsl B OJTHOMMEHHBIE JOMEHHbBIE
TPyNIbI, KOTOpble HeoOXxoauMo co3naTh. Jlng ceTeBoro pexuMa Ha3zHAueHHE poJied
OCYILIECTBIISIETCSl CpeAcTBaMH cepBepa ayreHTudukanuu. [Ipumep HacTpoiiku cepepa
ayreHTHUKanuu 1 noaxaodeHus k LDAP mosxuo HaiiT B pazaene «I1IT «/leapTa». O6omoukay
Ha ctpaHuIie caiite banka Poccuu mo amgpecy https://cbr.ru/lk uio/fcsm/t2. Ilo cceuike noctymneH
apxuB «uaa-ldap-apache-tomcat», comepskarumii (haitn onrcanust HacTpoek «readme.txty.

s O6osouku AO0JDKHBI ObITH HaszHaueHbl posu Delta.Shell. Admin, Delta.Shell. AlB,
Delta.Shell.Operator, Delta.Shell.Reader. B oaHOMOIB30BaTENILCKOM pPEXHMME IOJIE30BATEID
paboTaer ¢ mpaBaMH CyIepIoJb30BaTels, Ha3HAYaTh MM0Jib30Batelio posib Delta.Shell.Root B atom
pekume HerT HeoOxomumocTH. IlpoBepka posm Delta.Shell. Root mpoucxomur Ttonbko B
MHOTOTIOJIb30BATENbCKOM U CETEBOM PEKUME.

ITpu 3amycke IIII «/lenbTay ¢ ompeneneHHON poJibl0 OyIyT AOCTYHHBI OIpee/ieHHbIe
¢bynkuuu IIT «/lenbray.

Crucku poneil pacmiupeHuid W JOCTYHNHBIX JUIsi HHUX (YHKIUH, TPUBEICHBI B
COOTBETCTBYIOIIUX PYKOBOJACTBAaX IMOJb30Barens. UToObl MOMYy4UTh JOCTYN K (PYHKIHUIM
paciiupeHusi B MHOTOIIOJIb30BAaTEIbCKOM U CETEBOM pEXKUME, TOIB30BATENI0 00s3aTeIbHO
JIOJIKHBI OBITh HA3HAYEHBI POJIM PACHIUPEHUS. B MPOTUBHOM Cilydae MEHIO pacHIMpeHus He OyaeT

AOCTYITHO IIOJIb30BATCIITO.
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Jnst paboThl B peXMME aJIMUHHCTPATOPOB IMOJB30BATENb JOJDKEH 00J71alaTh PpOJIBIO
Delta.Shell. Admin (s o600ukn) u Delta.<ums pactumpenus>. Admin (s pacmupenwuii). Pomm
no cBouM (GYHKIUSAM HE Tepecekarorcs. Hampumep, [uis moip30BaTenss ¢ IpaBamMH
aJIMUHUCTPATOpa 000JIOUKH JIOCTYIEH PEKUM PEAAKTUPOBAHUS MPOQWIIA MOJB30BATENs, a s
anMuHHUCTparopa pacmupenuss «OtderHocth KO»  AOCTYmHO — ynpaBieHHE — TEKYIIUMHU
ACMHXPOHHBIMH TPOIIECCAMHU.
Bce onepannm B cereBoMm pexume BbnosiHsgeT agmubHuctpatop IIII «/leastan. Poib
anmuHuctparopa OC OTCYTCTBYET U JEMCTBHUI HE TPETyCMOTPEHO.
3.3 CepsBep ayTeHTU(PUKATHMHU U HLTI03
Cepsep ayTeHTHHUKAIMH JOIDKEH YAOBIETBOPSTH CIEAYIOIIUM TPEOOBAHUSIM:
a) ToJJEepKKa MPOTOoKoja apTopu3ainuu Oauth2;
06) mnomuepxka JWT-TokeHOB;
B) TMpeIOCTaBJICHUE POJIC aBTOPU30BAHHOTO IOJIL30BATENS B 001IacTh Scope;
I') HaJIW4yHle B JAHHBIX aBTOPHU3AIUH 00s3aTEIBHBIX aTPUOYTOB:
1) user_id — uaeHTH()HUKATOP MMOJIH30BATEIS;
2) User_name — uMs y4ETHOM 3aKMCH (JIOTHH) TOJIb30BaTEIIS;
3) email — agpec snekTpoHHOM MOUTHI (e-mail) moaB30BaTEIS.
[Ipumepamu cepBepoB ayTEeHTHU(HUKAIMHU, YAOBIETBOPSIOUIMMHU JaHHBIM TpeOOBaHMSIM,
moryt ciyxuth UAA, Keycloak, Okta.
B kauectBe mmro3a ITIT «/lenpTay» mcmois3yeT kommoneHT Spring Security Gateway,

moIpoOHast JOKYMEHTAIMS 0 KOTOPOM IpeJICTaBlieHa Ha caiire https://docs.spring.io/spring-cloud-

gateway/docs/2.2.10.BUILD-SNAPSHOT/reference/html/. Hactpoiika mutro3a 3akirodaeTcs B

usmeHenun (aitna koudurypanuu backend/gateway/config/application.yml, mapamerpsr B
KOTOPOM YCTaHABJIMBAIOTCS B 3aBUCHMOCTH OT BEIOPaHHOTO CepBEpa ayTeHTH(DUKALIH.
[To ymMoOJ4aHHIO CHCTEMHBIC HACTPOMKH cieidaHbl moj ciaykObl ceppepa UAA (User

Account and Authentication, https://github.com/cloudfoundry/uaa) wu3 dpeiimBopka Cloud

Foundry (https://www.cloudfoundry.org/). Eciu ucriosis3yercst Apyroi cepep ayTeHTH()UKAIIH,
TO Y HaCTPOMKH JIOJDKHBI OBITh HM3MEHEHBI B COOTBETCTBUU C JIOKYMEHTAIIMEH Ha ATOT CepBep.

3.4 TloaroroBka K padore

Jins BemmonHeHus: (yHKIMM ycraHoBkH OOonoukn «Pabodee MecTo» HE0OXOIMMO
NPEABAPUTENIFHO 3arpy3uTh AWUCTPUOYTHB, CcOJep)Kaluid Bce HeoOXoaumble (aitmbr s
YCTaHOBKH M Pa3apXHBHUPOBATh B BBIOPAHHYIO TUPEKTOPHIO.

Tak ke s obecnieueHus paboTOCIOCOOHOCTH (DYHKUMH MOANUCAHUS U 3alIH(PPOBAHUS

JAHHBIX HEOOXO0IMMO HACTPOUTH JOMOJHUTENBHO 110!


https://docs.spring.io/spring-cloud-gateway/docs/2.2.10.BUILD-SNAPSHOT/reference/html/
https://docs.spring.io/spring-cloud-gateway/docs/2.2.10.BUILD-SNAPSHOT/reference/html/
https://www.cloudfoundry.org/
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a) B Cllydae B3aWMOJCWCTBHS OpraHU3alMd — YYaCTHUKAa (UHAHCOBOTO PBHIHKA,
nogHaa3opHoit banky Poccum, uepe3 B3aumojeiictBue ¢ CBK Heo0XoaumMo yCTaHOBUTH M
napamerpusupoBath (HacTpoutb) CKAJl «Curnarypa». ductpubyrus ycranoBku [T CKAJ]
«Curnarypa - 6» st aropMel Java pacrnoiockeH Ha opuIMaibHOM caiite banka Poccum B
paznene «Texandaeckue pecypeb» — «MHGopmanmst LleHTpa SKcrTyaTauu miaTe:KHON CHCTEMBD)
— «HpOopMaITis 0 HOBBIX BEPCHUSIX IPOTPaMMHOT0 oOecrieueHus» — «[I[pukiaHbIe TPOrpaMMHBIC

unrepdeiicer CK3W»: https://www.cbr.ru/development/mcirabis/itest/prikladnye-programmnye-

interfeysy-skzi/. lns cereBoit Bepcuu I «JlenpTa» ycTaHOBKA MPOU3BOAMUTCS Ha CEepBep, IS

MHOTOTIOJIb30BaTEIbCKOM M OJTHOTIONB30BaTEILCKOM Bepcuu — Ha APM, Ha KOTOpPOM YCTaHOBJICH
[T «/lenbTay;

0) B cioyyae B3aMMOJEWCTBUS OpraHH3al — YydYacTHUKAa ()MHAHCOBOIO PBIHKA,
nogHam3opuoit banky Poccum, uwepes JIK YO BII EIIBB HeoOxomuMo ycTaHOBUTH H
napametpusupoath (Hactpoutb) CK3U «Kpunrollpo».

3.5 VYmnpasiaenue O60s0ukoii «Padouee mecto» I «/leabTar

3.5.1 ¥Ycranoka O6o10ukn «Padouee mecto» IIII «/leapTa» B OC Windows

Ycranoska IIT «JleapTa» mpoBOUTCS ¢ MOMOIIBIO 3ammycka ¢aiina Delta — setup — <aomep
BEPCUM>.EXE M0J1 yYETHOMU 3aMHUChIO C MTpaBaMH JIOKAJIbHOTO aJIMUHUCTPATOPA.

B cereBOoM pexunme ycTaHOBKa OCYLIECTBIISIETCS HA CEPBEP MPUIIOKEHUI.

B nexortopeix Bepcusix OC Bo3MokHa OJlokMpoBKa 3amycka (aiina. B atom ciyuae

HeO6XOI[I/IMO JaTh paspCICHUC HA BHCCCHUEC W3MCHEHUH B KOMIIBIOTEP 3TOMY HU3AaTCIIIO.

Buumanne! Ilpu nosmopmoii ycmanoexe IlII «/lenbmay pexomenoyemcsa yoamums I «/lenvmay 6
coomeéemcmeuu ¢ nynkmom 3.5.6, npu smom dannvle npedvidywei eepcuu no Obonouxe u Pacuupenuro 6yoym
yoanenvl. B npomusnom cuyuae I111 «/envmay ycmanogumcs 6 umMerowyiocs nanky, OanHvle npeobloyuel 6epcuu no
Obonouke u Pacwupenuro coxpanamcs.

B nauane yctaHoBKM HEOOXOTUMO BBIOPATH SI3bIK, KOTOPBIA OYyAET HCIOJIL30BATHCS B
npouecce ycraHoBku. D® Bwibopa s3bika npu ycraHoBke IIIT «/lenpTa» oToOpaskaercss B

COOTBCTCTBUU C PUCYHKOM 1.

BoiBepuTe A3BIK yCTaHOEKK by

BeibepuTe AsbIK, KOTOPEIM BYAET MCNONE30BaH B NPOLECCE
o T YCTAHOBHKM,

Pycomil R

Pucynox 1 — O® BrI6opa s3b1ka npu ycraHoske 111 «/lenpTa»


https://www.cbr.ru/development/mcirabis/itest/prikladnye-programmnye-interfeysy-skzi/
https://www.cbr.ru/development/mcirabis/itest/prikladnye-programmnye-interfeysy-skzi/
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Jlanee moJb30BaTEN0 HEOOXOAUMO yKa3aTb IPOU3BOJIBHBIM KaTanor, B KOTOpBIA Oyner
ycranosneH [1IT «/lenbTa». 9P BbIO0Opa KaTajora sl yCTaHOBKH, 0TOOPa)KaeTCsi B COOTBETCTBUH
¢ pucynkom 2. [To ymomuanuro I1IT «/lenbray ycranaBiauBaercs B karaimor C:\Delta — <nomep
BEpCUN>.

Y ¥eranoeka — JeneTa, eepounn 1.4.7 — >

Boibop nanku yCTaHOBKH
B KakyHD Nanky Bel XOTWTE YCTaHOBWTE AeneTa?

MporpaMMa YCTAHoBWT JensTa B CNed yHLLyk Nanky.

Hammure «lanee:, yTobbl Npogom#Te. Ecni Bel xoTUTE BRIDpaTE APYryHD NanKy, HammMuTe «Dbsop:,

| = \Delta-1.4. OBsop. ..

TpebyeToA Kak MuHIMMYM 919, 2 MO ceobonHoro AWCKOBOro NPOCTREHCTES.

Janee > OTmeHa

rn n

Pucynok 2 — D@ BriOopa meneBoro katayora ajis ycranoBku 11T «Jlembray

Ha crnenyromem mare ycTaHOBKH ClieZlyeT BbIOpaTh JONOIHUTENbHBIC 33/1a4H, HAIPUMED,
co3gaHue 3Hauka (spibika) Ha Paboyem ctone. J[is 3TOro HEOOX0AMMO aKTHBHpPOBATH (hiar B
cOOTBeTCTBYMOMIEH cTpoke. DD BbIOOpa MOMONHUTENBHBIX 3a4a4 npu ycrtaHoBke I1IT «/lenbra»

0T06pa>KaeTc;[ B COOTBCTCTBHUU C PUCYHKOM 3.
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Y ¥Yeranoeka — Jeneta, sepena 1.4.1 — >

BuifepuTe QONONHUTENbBHBIE 3A0a4N
KaKne oononHUTENEHEIE 3AA&4YM HEOOX0AMMO BEINOMHKTE?

BbIEEDHTE O0MoNMHUTENbHBIE 33434, KOTOPbIE A0MKHEI BEINGAHKWTECA NPW yCTaHoBke [lensTa, nocne
3TOro HakMuTe <Janeess::

[ ononHUTENBHLIE 3HEYKM!

Co30&8Te 3HE40K Ha Pabouem cTone

Lanes = OTHeHE

Pucynok 3 — D@ BeiOopa monoIHUTENbHBIX 3a1a4 ipu yctaHoBke [T «/lenpTay

Jlanee HEOOXOIMMO HaXKaTh KHOTIKY «Y CTAHOBUTHY JJI aKTUBAILIMH IPOIIECCa YCTAHOBKH.
O® aktmBanuu tnpouecca ycranoBku IIIT «Jlenptay oToOpakaeTcsi B COOTBETCTBHHM C

pUCYHKOM 4.
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Y ¥Yeranoeka — Jeneta, sepeoua 0.23.4 — >

BCE roToBO K YyCTAHOBKE
MporpaMmMa YCTaHOBKK roToBa HEYaTh YCTaHOBKY [enbTa Ha Ball KoMNbkoTep.,

HamMuTe ¥ CTaHoBMTE =, 4ToDEI MPoAomEKTE, MK <Hasaq®, eCcnM Bbl XOTUTE NPOCMOTPETE MK
H3MEHWTE ONUMK YCTSHOEKHM.

Manka ycTaHoBKK:
C:\Delta

AononHKUTENEHBIE 3a0E4M:
LononHUTENBHEIE SHEYKM:
C0303Th 3HaY0K Ha Pabodem cTone

Hazan YCTaHOBUTE OTMeEHa

Pucynok 4 — D@ aktuBanuu nporecca ycranoBku I1IT «/lempTa»

[Tponecc ycranoBku I1IT «Jlenbra» BO3MOXKHO TipepBath. J{jis 3TOro HE0OX0IMMO HaXaTh
kHOMKy «OtMena». D® mponecca ycranoku IIIT «JlenpTay oTOOpa)kaeTcs B COOTBETCTBHH

PUCYHKOM 5.
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Y ¥Yeranoeka — Jeneta, sepona 1.4.1

YCTaHOBKA...
Mo¥ANYACTE, NOAOKANTE, NoKE [ensTa YCTEHOBMTCA HE BALL KOMMBKITER,

PacnakoBka hainos. ..
C:'\Delta-1.4. 1\backend\delta. jar

OTMeHEa

Pucynok 5 — D@ nponecca ycranoBku I1IT «Jlembra»

Hns 3aBepmienust yctaHoBku [IIT «/lenbTa» ciienyeT HaxkaTh KHONKY «3aBEpIIMTH» B
COOTBETCTBUU € pUCYHKOM 6. IIpu aktuBHOM (niare B yek — Ookce «3amyctuth JlenbTay mocie
3aBepuIeHUs] ycTaHOBKU Oyner aBromartuuecku 3amymieH [IIT «/lenbra»n. He pexomenmyercs
yCTaHABJIWBATh JAaHHBIA (uiar MpU PEIICHUH HWCIOJb30BaTh He BHyTpeHHIo0 bJl H2 mns

O6070uKkH (B 1I000M peKHME).
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3aBepuieHne Macrepa ycraHOBKM [lenbta

Mporpamma [lenbTa yCTaHOBNEHa Ha Ball KoMnbtoTep, MNpunoxeHne
MOXHO 38NYCTUTE C MOMOLLBIO COOTBETCTEYIOWENO 3HaYKa.

HaxmuTe «3aBeplumTb», 4TobbI BEIATH U3 NPOrpaMMbl YCTaHOBKM,

3anyctuTb AensTa

SaBepuwnTh

Pucynok 6 — D@ 3aBepmenus ycranoBku 111 «/lembray

[Ipy BO3HMKHOBEHUM YBEAOMJICHHS O OJIOKMPOBKE JOCTYIa CO CTOPOHBI 3alllUTHUKA
Windows cienyeT akTHBUPOBATh Uek — OOKC B CTpoke «HacTHbIE CeTH, HAITPUMED, JOMAIITHSSA W
pabouast ceThb» M Haxarb KHONKY «Paspemuts noctym». D@ paspemieHds AOCTyHa Mocie

ycranoBkH 111 «/lenpTa» oToOpaxaercs B COOTBETCTBUU C PUCYHKOM /.
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bpanamay3p 3awmTHuka Windows 3abaokmpogan HekoTopble
GYHKLUWMIW 3TOTO MPUAOXKEHWA

BpaHamaysp 3awnTHuka Windows safnokuposan HekoTopeie @yHkw JavalTM) Platform SE
binary B0 Brex oflECTEEHHBIX M YaCTHEIX CETAX,

& Ama: Java(TM) Platform SE binary
=
e MznaTens: Oracle Corporation
MyTe: C:\deltabackend'jdkbinjava.exe

PaspewnTe Javal{TM) Platform SE binary cBAst B 3THX CETAX:
YECTHREIE CETH, HANPDMMED, AOMLWHAR WK paloyan ceTe

[ ] OBwecTsenHsIe ceTH, HaNpHUMep B a5ponopTax W kade (He pexomeHayeTcn,
TaEK KaK TEKME CETH 334aCTYHD SalUMLLEHE] HEAOCTATOYHD MM HE 33LMILEHE] EOBCE)

HTO MOMET CAYYMTECA, BCNM DASPEWNTE E3AMMOAEACTEME C MDMNOHKEHWEM YEpes OpEHAMEYaD?

E;‘Pa3pemmb aocTyn OTMeHa
Pucynok 7 — D@ pazpemenust noctymna mocie yctaHoBku [T «/leapTan

Jlnst uckmouenus noxkHBIX cpabdateiBanuii C3M ot BBK pekomenmyeTcs aupekTopuio
yctanoBk# 1IT «/lenpTay 106aBuTh B HckimoueHus aHTuBUpycHOTO [10.

3.5.11 OaHOMOJIL30BaTEIbLCKUH PeXKUM PadoThI

B cnydae oqHOTI0/1b30BaTENBCKOTO PEXKUMA U PEIIEHUS UCIIOIB30BaTh BCTpoeHHY0 bJ] H2
ClIeIyeT MePEeUTH K 3aIyCKy MPUIOKEHHUS.

B cnyyae oaHOMONB30BATENBCKOTO peXUMa M PEIICHUs UCMOJIb30BaTh JOKalbHYI0 B/l
PostgreSQL,  HeoOxommmo  ckayath ¢ caita  bamka  Poccum  mHCTAmisTop:
pg-delta-12.2.exe. Ckavyanubiii ¢aiia momeniaercs B nanky ¢ ycranosieHHbM [T «J/lenbray u
3amyckaetcs. [lepen 3anyckoMm cienyer yoeauthes, uto [1I1 «/lenbra» He 3amyrieH.

Ecnu nokanenas BJI PostgreSQL yxe Oblna paHee ycTaHOBJIEHA (MPUCYTCTBYET Mamka
backend\sgldb), To OyaeT BbIAaH 3ampoc Ha MOATBEPIKICHUE MTEPE3ATHCH.

[Ipn BO3HMKHOBEHUHM YBEIOMIJICHHS O ONOKHMPOBKE 3alycka CO CTOPOHBI 3allUTHUKA

Windows B otkpsiBieiics 9P, B COOTBETCTBUH C PUCYHKOM 8, HaxaTth KHOIKY «[logpoOHeey.
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Cucrema Windows 3awmtmna Ball
KOMMbIOTEP

Punstp SmartScreen 8 M fender NpeaoTBpaTHA 3anycK
HaHHOTO NDWACKEHKA, KOTOPOE MOKET NOABEPTHYTH KOMMEHOTED

He BLINOAHATL

Pucynok 8 — Coo6menne Windows o OJ10KHpOBKe

B oTkphiBIICHCS B COOTBETCTBUM C PHUCYHKOM 9 D® HaxkaTh KHONKY «BBIIOJHUTH B

000M CITydae.

Cucrema Windows 3awmtmna Baul
KOMIbHOTEP

PUCKY.

MNpwnoxerwe: upd_1.5.7_to
Mzpatens: HeW3BecTHLIA M3AaTEN

BrinonHwuTe B Nnrobom cayuae He BLINoAHATE

PI/ICYHOK 9- HOI[TBCp)KI[eHI/Ie BBIIIOJIHCHHUA YCTaHOBKHU
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B otkpeiBIIeMcst B COOTBETCTBUH ¢ pUCYHKOM 10 D@D MeHIO YCTaHOBKM Ha)XXaTh KHOIIKY

«W3Bneup» n AOKIAATHCA OKOHYaHHWA YCTAHOBKHU.

1% ycranoska PostgreSQL 12.2 - x

YcTaHoBKa 1 noaknodenue PostgreSQL 122 s 101
"Oenvta". BHVIMAHWE! JanHele n3 ctapoi Daskl He
nepeHoCcATCA.

AN

Manka HazHauyeHHs
| C:\Delta-2.0. e 0bzop...

Xog u3enedeHuA

| Wzeneus | OTMeHa

Pucynok 10 — D® «Ycranoska PostgreSQL 12.2»

ITo oxonuanuu nporiecca B manky ¢ I1I1 «Jlenpra» Oyaer ycraHosieHa portable-sepcus
CVYB/JI PostgreSQL 12.2, a 111 «/lenbra» OyaeT mepeHacTpOSH Ha €€ UCIIOIb30BaHHUE.

3.5.1.2 CeteBoii peskuM padoThl

Jliist IepeKIIoueHus B ceTeBOM pexxuM B (aiine «delta.config» neobxomaumo:

a) ykasaTh THI ayreHTH(uUKaImu «0auth2» B mapametpe «delta.security.authenticationy:
delta.security.authentication=oauth2;

0) HaCTPOWTH COTMPSDKEHHE C CepBepoM ayTeHTH(uKaluu B daiiie «delta.configy:
delta.jwk.url=<aapec cnyx0bl KpunTOrpaQUIECKUX KIt0Ye TOKEHOB>;

B) yKasaTh IMyTh K (ailiry HacTpoek nuto3a (o ymosdanuto config/application.yml):
delta.gateway.config=<myTb Kk (aiiny HacCTpOeK ILTI03a>;

r) TMPOM3BECTH HACTPOWKY B COOTBETCTBMM C JOKYMEHTalMeil Ha cepep
ayreHTU(UKaIMK 1 pykoBoacTBy k Spring Cloud Gateway;

1) TPOU3BECTH NpH HeoOxoaumocTu comnoctasienue pojei I «/lenbray rpynnam
LDAP Ha cepBepe ayTeHTH(UKALIUH.

B cnydae pemenus ucnosib3oBatk BcTpoeHHY0 bJ[ H2 nactpamBate noctyn k B/I

O0605109KH HE HYXKHO.
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B cnydae pemienusi ucnosb3oBath BHEmHWOK b/ mis naraeix O007109KH HEOOXOAMMO
NPOBECTH CJEyIOIUe HacTpoiku B (aitne «delta.configy:

delta.db.url=<ctpoka nmoakmouenus k bJ1>

delta.db.username=<ums mons3osarens bJ1>

delta.db.password=<napouis nosn3oBarens bJ1>

delta.db.driver=<ums knacca apaiisepa>

delta.db.startpostgresql=no

ITonms3oBaTenb, ykazaHHBIH B mapamerpe «delta.db.user», momken oO6magath
MOJTHOMOYHMSIMUA Ha co3nianue o0wrekToB BJI, mockonbpky mpu mepBom 3amycke [T «Jlempra»
MPOUCXOTUT aBTOMATHIECKOE CO3TaHNE CTPYKTYPHI.

Jlns BJ1 tuna Oracle moas3oBartens goipkeH o0s3aTenbHo HasbiBaThess UNCL _CORE.

Jns 3ammdpoBaHus MOJB30BATENBCKOrO mMapoiisi B (daiine «delta.config» (mapamerp
«delta.db.passwordy») mnpemxycMoTpeH crenuanibHbIi cepBUC. UTOOBI MM BOCIOJB30BAThCA,
HE00X0IMMO Ha CepBEpe C YCTAHOBJICHHBIM W 3alyIIEHHBIM B OJHOIOJH30BATEIHCKOM PEXKHUME
[T «/lenpTay BBITIOJTHUTh KOMaHJy http://127.0.0.1:<mopt>/profile/encrypt-

password?plainPassword=<mmudpyemblii mapoyip>.

Ilpumep - curl http://127.0.0.1:8080/profile/encrypt-password?plainPassword=secret

Omeemom 6ydem coobuenue ¢ popmame JSON, none «datay xomopoeo codepoicum 3auiugposanmbiii
napoJjib 6 Kagbl4Kax.

Ilpnmep -
{"resultCode":0,"message":null,"data":"ENC(vJavdz0hX4b89PKkryghfY GNoQIQSuu0CXSTMh011XQuéaWLVE6(q
g6feHXtrf+52)"}

[Tapons «secret» Obu1 3amuppoBaH B CTPOKE:
ENC(vJavdzOhX4b89PKkryghfY GNoQIQSuu0CXSTMh011XQu6aWLVE6qg6feHXtrf+52).
DTOM CTPOKON MOYKHO 3aMEHUTH MapoJib B mapameTpe «delta.db.passwordy, 4ro0sl He XpaHUTD
€ro B OTKPBITOM BHJIE.

3.5.2 ¥Ycranoska u 3amyck III «Jeabra» B OC Linux

Jnst ycranoBku u 3amycka IIIT «Jempra» B OC LinUX HeoOXOJMMO BBINOJHUTH
CIEAYIOIIUE [Iaru:

a) ckauarh auctpudytus «delta-linux-x64 - <nomep Bepcum>.tar.gzy;

0) 3amycTUTh B KOMaHIHOM cTpoke KoMaHuy tar -xzpf delta-linux-x64 - 2.6.4.tar.gz;

B) 3amycTuTh (aiin «Start_delta.sh», pacrnonoxkeHHbII B KOPHEBOM KaTayiore
IIIT «JlenbTay.

3.5.3 3amyck III «/leabTa» B OC Windows

I[J'IH 3aIlyCKa III1 «HCHBTa» B OJHOIIOJIB30BATCJIBCKOM M MHOTI'OIIOJIB30BAaTCIIBCKOM

pPeKUMaAX, a TAaKXKEC JI 3alTyCKa CEpBCpa HCO6XO,Z[I/IMO BBITIOJIHUTB CJICOYROIIIUC JIENCTBU:


http://127.0.0.1:%3cпорт%3e/profile/encrypt-password?plainPassword=%3cшифруемый
http://127.0.0.1:%3cпорт%3e/profile/encrypt-password?plainPassword=%3cшифруемый
http://127.0.0.1:8080/profile/encrypt-password?plainPassword=secret
https://delta.sh/
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a) 3amycTUTh Ha BhInoJiHeHue (aitn delta.exe, pacmnonoxeHHbIH B KaTajaore, BRIOpaHHOM
rpu ycraHoBke III1 «/lenpray;

0) depe3 sApIbIK, CO3MaHHBIN Ha Pabodyem cTose mosib30BaTelNsl MPU YCTaHOBKE.

PaboTa B ceTeBOM pekrMe OCYyIIECTBISIETCS Yepe3 Opays3ep, B aIpeCHOI CTpOKe KOTOPOTO
YKa3blBaeTCs  CIEAylIIMi  agpec  cepBepa ¢ ycra”HoBieHHbIM  IIII «/lenprax:
http://ip_cepBepa:mopt/delta.

1T «/lenbTa» moanepKuBaeT Opay3ephl:

a) Sunexc.bpaysep Bepcuu 23.5.1.721 u BoItIIE;

0) Google Chrome Bepcuu 100.0.5481.77 w BbIie;

B) Mozilla FireFox Bepcun 100.0 u Bbimie;

r) Microsoft Edge Bepcun 95.0.1020.44 u Bbiie.

OcHOBHBIM NOJIepKkUBaeMbIM Opay3epoM siBnsiercst SAunexc.bpaysep Bepcun 23.5.1.721 u
BBIIIIE.

3.5.4 T'naBuas ¢opma I «deabTa»

I'maBrass D@ III1 «/lenpTa» B COOTBETCTBUU C PUCYHKOM 11 COCTOWT M3 ClEmYIOITUX
pabouYnx MPOCTPAHCTB:

a) CTpPOKa MEHIO C AIeMEHTaMU:

1) Briaaka «YTpaBicHHEY,

2) BKJIaJKH C HAUMEHOBAHHWEM YCTAHOBJICHHBIX Paciimpenuit (pu HAIMYKK);

3) HauMEHOBaHHE AKTHBHOTO MPOQMIS HACTPOCK IMOJb30BATENs, IMOJ KOTOPHIM
MIPOU3BOJIUTCS pabOTa B TEKYILEM CEaHCE;

4) BIIEMEHT MaHelu YBeJOMIICHUIA;

0) mMmaHenb UHCTPYMEHTOB;

B) pabouas 001acTh;

I'maBHOe MeHIO oOecrmieunBaeT JOCTym K (YHKIHMSAM MPHIOKEHUS, PEATU3YIOUIIM
ousnec — npouecc 1T «/lempTay.

Howmep Bepcuu pacnonoxeH BHu3y 9@ «CrpaBka» B COOTBETCTBUHU C pUCYHKOM 112,

Crpoka meHro obecrieunBaeT ObIcTpblil foctyn K ¢yHkuusaMm [T «JlenbTa» U coaepxut
BKIAAKy «YmpaBieHue». Ilocme ycTaHOBKM M akTHBaluu PacmupeHuil B CTpOKE MEHIO
N00aBIISAIOTCS BKJIAJKM C HAaWMMEHOBAHUSAMHM YycTaHOBIEHHBbIX Pacmmpennit. Kaxnmas Bkianka
UMeeT CBOM HabOp MHCTPYMEHTOB.

Ha Bknanke MeHio «YmpaBieHue» s aJMUHUCTpAToOpa JOCTYIHBI CIEAYIOIIHNE
WHCTPYMEHTHI:

a) «KomnoHeHTb»;
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0) «lloaroroka D/1»;

B) <«OKypHanbl»;

r) «llonp3oBarenu u posin» — IPU UCIOJIB30BAaHUU MHOIOIIOJIb30BATEIBCKOTO PEXKUMA;
N) «AKTHBHOCTb)» — IIPH HUCIIOJIb30BAHUU CETEBOIO PEKUMA;

e) «lIpodummy;

x) «CrpaBkay;

I/I) <<BBIXO)I» — IIPH UCIIOJIB30BAHUHN CETCBOTO PCXKUMA.

VYL i — ' » C’Pw —— [?P.. -
=] 22 (1)
a 2 Manem ynpessennn D 3/
——— - - — . -
- _rocaeren,
i Y insmmmbvochisnspepephostyre
Fahuvan ofnar e
]
———
ey ——
Pacuas CARATIRS ¥ CXIN. 8
A «©
o l Pacusgmnss 4+ Orad e KO-
B ©°e

Pucynoxk 11 — I'maBrast D® O6omouku «Padouee mecto» 11T «Jlempra»
[Ipu MCHONB30BAHWUU CETEBOTO PEKMMA B COOTBETCTBUM C PUCYHKOM 12 Ha maHenu

N =

YIPaBJIECHUS BKJIAJAKU «YTPABICHUE» MPUCYTCTBYET MUKTOIpPAMMA AxTveHocTe [ KHOIKA ~"°%

3

MMUKTOIpaMMa 9= si=im it o TCYyTCTBYET.

TV (-t e

=
5 Bttty i e [ rroncrn ]

VO miemania e

s emtinsiops A © 8

l"_; Fcuarcwe « OTaTIaCT KD O
= 8]

B L T e

LAk y— (4190 11

Pucynox 12 — I'maBnas 3@ O6ono0uku «Padouee mectoy» I1I1 «/lenpTa» B cereBoM pexnume
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HpI/I HCIIOJIb30BAHHUU MHOI'OIIOJB30BATCIBLCKOI'O PCIKUMA B COOTBCTCTBHUU C PUCYHKOM 13

Ha TaHEIU yIPABIEHHS BKIAIKU «YIPABIEHHE» MPHUCYTCTBYIOT MUKTOTpaMma = s

MUKTOIPAMMBI AxTHEHOSTs | ** OTCYTCTBYIOT.
=
D -«

e g e

Pucynoxk 13 — I'maBnas D@ O6osnouku «Pabouee mecto» 111 «Jlenbra» B

MHOT'OITIOJIB30BATCIILCKOM PEXKHUME

3.5.5 OounoBaenne Ooogouku III «/leabTa»

B IIIT «/lenpTay, HaunHas ¢ Bepcuu 3.0, ¢yHkiuu oOHOBIeHHs OOOJIOYKH, a TaKKe
3arpy3kd W ycTaHOBKU Pacmimpenuii peanusyrorcs uepe3 LeHTp oOHOBIeHHs, Vcmosib3oBaHue
LEHTpa OOHOBJIGHUH MO3BOJIAET MONTy4aTh HHGPOPMALUIO O MyONMKAIMd HOBBIX BEpCU Ha

pecypce banka Poccun.

Hoctyn Kk QyHKUMU ynpaBiaeHus OOHOBiIeHMSAMH OOOJOYKM OCYIIECTBISETCS MpU

{3

onHokpaTHOM Hakatuu JIKM Ha muKTOrpammy “°MmeRe#m=  meHio «YmpaBlieHHE»—> BKJIaJKa

«O060504Ka» 0TOOpaXKaeTcs B COOTBETCTBUH C pUCYHKOM 14.
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ﬁ npoaepka AOCTYNA K penusam m OENOB’IEHHﬂM C cants Gal-ma FOCCH"
OCT NHbl OOHOBNEHUA
-5 Y NPOBEPUTH

K—a V' Bpems nocnegHen nposepau: 10.03.2023 g 08.22

OGonoyxa Pacumpesng Knaccudunraropbl

NN «Oenstas © TEKYL4aR Bepoua
gepcus: 3.5.5 Dara ssnycxa: 07.04.2023

MNporpassmedt MpoayxT «fdensTar NPeaHAINEYEN R ANCTRYMEOMTANLHOA NODASEKKA ASHTENEMOCTH YNITTHMROR HHAMCODBOrO

PEMKS D NpOoUeCCe NOQrOTORCA U HaNpasNerMs B BAMK POCCHM OTHETHOCTH M MO 1» *DODMALLM

~

s
OonoBNOMUE OGNOM@HMR, roTosbLIe K CKavYnBauno

Bepcus Q@ahn Dara Xyw-cymma

3.6.0 @ Obwoanauwe «lensta Odonouxas 07.04.2023 | yTOT ITMEMUTY VCTanonky Readme

JIOKYMEHTHE M HHC T PY I

ADCTYNHEA ANA CHAVMBAHWUA AOKYMEHTAUMA

Bopcws 3.3.0

Pucynok 14 — D@ «O60m09Ka»

Ha Bkiagke O6on0uka AAMHUHUCTPATOPY AOCTYIHBI CIEAYIOUINE (PYHKIIUH:

a) Tmojy4yeHue penns3os/o0HoBiIeHUN O6010uKH C caiita banka Poccuu;

0) 3arpy3ka oOHOBJICHHH C AMCKAQ,

B) ycTaHOBKa 0OHOBieHHI O00JI0UKH;

r) ckauuBaHue JoKyMeHTaruu O00104Ky;

n) yaanenue gokymeHTanuu O00JIOUKH MPEAbIaYyIIero pein3a.

Ha Bknagke «O060104Ka» IPUCYTCTBYIOT CIIEAYIOIINE SKpaHHbIe 001acTH:

a) «lIII «/lenbrany — COOEPKUT CIEAYIOIINE TaHHbIE:
1) wuHbOpMaNHUsA O TEKYIIIEM pen3e: BEPCHUs U J1aTa BBITYCKa,;
2) penu3bl ¢ BEPCUSIMH BBIIIIE TEKYIIEH, 3arpyKeHHbIe ¢ caiita banka Poccuu;

0) «OOHOBIEHUS» — COJEPIKUT CIEAYIONINE TaHHBIE:
1) o6uosnenus OO6oOUKH, MOJNyUeHHBIE ¢ caiita banka Poccuu/3arpyxeHHbie C
JIOKaJIbHOTO JucKa (BBINIE TeKyIied Bepcuu). Y OOHOBICHHS MPUCYTCTBYIOT
CleyonIe aTpuOyThl: HOMEP BEpCHUU, HAUMEHOBaHUE OOHOBIICHHS, JaTa BBIMTyCKa

BEPCHH, XBII-CYyMMa,
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2) ccouiky «CkauaThy — Oy/IeT BBITIOJHEHA 3arpy3Ka apXuBa 0OHOBIICHHS C pecypca,
oToOpakaeTcs B Cllydae HaJIM4Usl OOHOBIICHHS, MH(OPMAIMS O KOTOPOM IOJIydeHa C

caiita banka Poccum (B pesynbrare oOpamieHuss K web-cepBepy IO KHOIIKE

MPOBEPUTL .

3) ccpuika «Readme» — 1o JaHHOM CCBUIKE B COOTBETCTBHHM C PHCYHKOM 15
oTkpbIBaeTcs DD co cienyromei nHpopMaluei:
— HOMCP U JaTa BEpCUU O6HOBJ'IeHI/I$I, TOTOBOI'O K YCTAaHOBKC;

— onucaHue 0OHOBJIEHUH Npeapayux Bepcuu O00104KY;

O6HoBAeHWe «[JenbTa O6onoyka». Readme
Bepcwa: 3.2.2 Hata epinycka: 08.11.2022

Bepcua: 3.2.1
Aara sebinycka: 08.11.2022

1. loBaBneH MOHUTOP aKTMBHLIX NOAbL30BaTeNel ANA CETEBOrO PEXMMA.
2. Boinywena HoBasa Bepcua paclwmpenwns "Agantep CK3K1" 1.6.0.

HeobxoaWMMo YCTaHOBWTbL HOBYHD) BEpCHKD pacliKpeHna "Agantep CK3K" 1.6.0.

Bepcua: 3.1.2
Qara sbinycka: 20.10.2022

1. lobaeneHa Hoeasa poab obonoukwn Delta.Shell.Reader ¢ orpaHuuyeHHbIMK
MOAHOMOUYMAMM.

2. Peanv3oBaHa BO3MOXHOCTE NOAYYEHWA NakKeTa MeTaAaHHbIX Yepes LeHTD OBHOBASHKMIA.

3. NoeblweHa MHOOPMETUBHOCTE COOSLEHMA 06 OWWMEKaX NPKU NOAYYEeHWUM OSHOBASHKWA.

4. VicnpaeneHbl 06Hapy*eHHbIE OLWKWBKA.

[laHHOe 0BHOBAEHWE MOXET BbiTh YCTAHOBAEHO Ha OBOAOUKY, HauWHan ¢ Bepcui 3.0.8.

Pucynok 15 — 3® «O6noBnenue «Jlensra O6on0uka». Readme»

4)  ccpuiky  «OTMEHUTH yCTaHOBKy»1 — OyHmer BBIMOJHEHO YyIaJCHUE
3arpy)KeHHOTo (aiija, OTOOpakaeTcsi TOCie CKaYMBaHHS/3arpy3kd C JIMCKa
ooHoBIeHNUS O00IOUKH;

5)  cchuIKy «3arpy3uTh C AUCKa» — MpeaHa3HadeHa IS 3arpy3Kd OOHOBIICHHS C

JIOKAJIbHOT'O AMCKaA.

! O1meHa YCTaHOBKHU BO3MO’KHA [0 MMEpE3aIlryCcka TII1 «I[CJ'ILTa».
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«/IOKyMEHTBI U MHCTPYKLHMW» — COIEPKUT JOKYMEHTALUIO MPEIbIAYIIEH BEPCUHA U

YCTaHOBJIEHHOW HOBOM Bepcuu O00JI0UKH.

Topsinok moayueHus peaus3oB ¢ canta banka Poccuu:

a) Ha BkIamke «O005I0YKa» HaXaTh HAa KHOIK (e . B akpanHoii

obmactu «I1IT «/lenmpTa»» B COOTBETCTBUH C pUCYHKOM 14 0TOOpa3uTCs penus, JOCTYIHBIA IS

CKauMBaHHUS,

Ha)kaTh Ha cChlUIKy «CkadaTh)» HaAmpoTHB HeoOXxoauMoro penusa. Pemus Oyner

CKayaH B ManKy Ha paboyeM cToJjIe 0 yMOIYaHHo .

Baamanmnme! [{ns nonyuenus peauszos ¢ cauma banka Poccuu neobxooumo ykazame nyms 6 noie «L{enmp
0OHOBIEHUILY 8 CUCTEMHBIX HACMPOUKAX 6 coomeemcmeuu ¢ nn. 1) n. 3.8.1.

Topsmok ycTaHOBKH OOHOBJICHUIA:

a) Ha BKiIagke «O00JI09Kay MOJyduTh OOHOBJIICHUE OJHUM U3 JIBYX CITIOCOOOB:

1)  HaxaTh Ha KHOIIKY (IPOBERATE . B axpanHoii o61actu «OGHOBIECHUS»

B COOTBETCTBUU C pPHUCYHKOM 14 o0TOOpa3sitcsi OOHOBIEHUS, OOCTYNHbIE IS
ckaunBaHus. Haxxath Ha cchuiky «CKayaTh)» HalPOTHUB HEOOXOAMMOTO OOHOBIICHHMS.
[ToaTBepauTh coobmeHne B cooTBeTCTBUH ¢ pucyHkoMm 16. T1IT «/lenpray, HaunHas ¢

Bepcun O6omouku 3.6.1 mepeBenéH Ha HOBBIM cepBuc oOHoBieHus — L[3I10.

O6HoBneHNs 3arpyxarorcs ¢ aapeca: http://download.cbr.ru. TIpu stom, aapec

nientpa ooHoryenus B [1I1 «/lenbTa», yKka3aHHBIA B pa3jieie CUCTEMHBIX HACTPOCK B
COOTBETCTBUU C mim. «H)» 1. 3.9.1 He H3MEHWJICSA, OH OCTaeTCs NPESKHUM —

https://portal5.cbr.ru/documents/delta/. Cneanyer oOpaTHTh BHHMAHHE, 4YTO IS

3arpy3Kd apXuBOB OOHOBIIEHUH Hcmonb3yercs nporokon HTTP, a ana momydenus
undopmanuu o Hamuuuu oOHoBineHuit — HTTPS. Heobxomumo 310 yuecTh B
HacTpoiikax ¢aiepBoia;

2)  HaxaTh Ha CCBUIKY «3arpy3uTh C aucka». B oTkpsiBiiciics D® BbiOpath (haiin
oOHoBNeHHs B popmare «delta update <aomep Bepcum™.zip» U Haxath «OTKPBITHY.
[ToaTBepauTh COOOIIEHUE B COOTBETCTBHH C pUCYHKOM 16. OOGHOBIeHue OyneT

IIPUMEHEHO IpH cienyromiem 3amycke I1I1 «/lenbra.

1 Penmnsz O60109kH BO3SMOYKHO TOIBKO CKadaTh. JlampHeHIas ycTaHoBKa ocyinecTBisiercs cpeacramu OC B

COOTBETCTBUH ¢ myHKTamu 3.5.1, 3.5.2.
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@ MogroToexka K oGHOEMSHMKD ERINONHEHE YoNewHo, N8
3aBepweHWs oOHOBNEeHMA 3aKpoiTe MM "Oensta” 1
BEINOMHKTE NOBTOPHLIA 3anyck. BHUMAHME! MNepeg
3aMyckoM PEKOMEHOYETCH CASNaTh PE3SPEHYID KOMMI!

Pucynox 16 — MadopmanmonHoe cooOmienne

Ha skpannoit popme OOOIOUYKH MOSBUTCSA NPEAYNPEKICHHE O TOTOBHOCTH K YCTaHOBKE

HOBOM BEpCUU
[Ipn moBTOpHOI 3arpy3ke yxke 3arpyKe€HHOWl BepcuH OyAeT BbIAAHO COOOILIEHUE B

COOTBETCTBUU C PUCYHKOM 17.

@ Owmbka obfHoeneHMA: OwKnbka NOOroToOBKKM 0GHOBNEHMA:
BEPCUA YCTaHABNWBaeMOro oGHOBNEHWA MEHBLIE MMM DaBHA
TEKYLLERA,

Pucynok 17 — Coo0mienre mpy MOBTOPHOM 3arpy3Ke BEPCUU C JTHUCKA.
[Tpu HEOOXOIMMOCTH BO3MOXKHO OTMEHHUThH YCTAaHOBKY IO HAKATHIO CCHUIKH «OTMEHHTH
YCTAaHOBKY» B CTPOKE CO CKAayaHHBIM/3arpyKEHHBIM OOHOBIEHHEM' B COOTBETCTBMH C

pucyHkom 18;

Mnn «densta» ©
Bepcua: 3.7.5 [ara sbinycka: 12.05.2023

ﬂporpaMMthﬁ npooykT «feneta» npegdHasHa4yeH onsa MHCprMEHTSFbHOﬁ NOAOEPXKW OeATENbHOCTH YyYaCTHUKOE duHaHCoBOro
PbiHKa B Npouecce NOATOTCOBKUK U HanpasneHUa B BaHK POCCHM OTYETHOCTH U MHON uHdopMaLnun.

§ Ob+HosneHue go Bepcuu 3.7.6 o1 12.05.2023 roTOBO K yCTAHOBKE, nepesanycTuTte fdenbTy
OBHoBNEHUA
Bepcus Daunn Nara Xaw-cyMMa
3.7.6 @ O6HoBeneHue «ensta 06ono4Ka» 12.05.2023 OTCyTCTBYET OTMEHUTDH YCTEHOBKY lReacm‘:%

JLOKYMEHTbI U MHCTPYKUMIN

3arpysuTh C ANCKAE
Pucynok 18 — D® «O6nOBIEHUEY». OTMEHa OOHOBICHHUS

6) mnepe3amyctuts 111 «/lenpTay n ydeauTbcs, 4To Mocie MOBTOPHOTO BX0/a B SKpaHHOK
obmactn «IIIT «/lenbTan» oTOOpaxaercs Jara W HOMEp YCTAHOBJIEHHOTO OOHOBJIEHUS B

COOTBETCTBUU C pUCYHKOM 19.

IIpumegannme — npu ckauuganuu OCywecmeisemcs nposepkd YeloCMHOCMU 3a2PYICEHH020 gaina
penusa/obHo6nenus BbluUCIeHUEM KOHMpOabHoU cymmbl no aneopummy MDS wiu SHA3-512 u cpaenenue eé c
CYMMOU, YKA3aHHOU 8 KoHuypayuonnom ghailne obnoenenus Obonouku. Tun ancopumma 8blMUCIeHUsL KOHMPOTbHOU

! O1meHa YCTaHOBKHU BO3MO’KHA TOJIBKO B paMKaX TCKYLICTO CCaHCa.
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cymmol (MDS5 unu SHA3-512) onst kasicooil gepcuut co0episcumcsi 8 macax KonpueypayuoHuoeo gaiina 00HosIe s
Obonouku.

nn «dlensra
wi: 3.3.8 laTe y 05.12.2022

LOKyMesuTu ¥ MHCTDYX UMM

Pucynok 19 — Bkiagka «O06omo4uka». Y craHOBICHHOE 00HOBIIEHUE Bepcun O00I09KH
JUig ckauMBaHMS JOKYMEHTAlMM HEOOXOJMMO B ASKpaHHOW oOmactu «J{oKyMeHTBl H
HHCTPYKIUM» HAXKATh HAa CCBUIKY C JOKYMCHTOM B COOTBETCTBUH C PUCYHKOM 20 I[J'If[ YAQICHUA

MpebIayIel BepCHH TIOKYMEHTA CIIeIyeT HaXaTh Ha CChUIKY « Y JaTUTh.

[OKYMEHTbI U MHCTPYKLMK

Bepcusa 3.3.6

PykoBOACTBO afiMUHMCTpaToOpa

PykoBoACTBO agMUHUCTRaTOPa UHGOPMaLIMoOHHOW 6e3onacHOCTH
PykoBoacteo nonsb3osarend

Bepcuga 3.3.5
IEyKDBD,ﬂ,CTBO aflMUHUCTpaTopa Ynanutb
PykoBoACTBO agMUHUCTRaTOpa UHGOPMaLMOHHOW 6e30NacHOCTK Yoanutb
PykoBOACTBO NONb30BaTENd Yoanutb

Pucynoxk 20 — Bkmanka «O060i0uka». YcTaHOBJICHHOE 0OHOBIIeHHE Bepcun O00JI0UKH

[Ipu o6noBnenun ObGonouku «Pabouee mecto» Il «/leapTa» HEOOXOAMMO MEpEHECTH
JIUpeKTOpuH XpaHeHus yrmakoBok u kButanuuii (TK, TA LK, Receipt, Reports), xpausiiuecs B
nanke %USERPROFILE% \ okymentst (Documents) B xpanwiuiie (aisioB genbta (1Mo
ymomuanuio %USERPROFILE% \ .delta ). Hauunas ¢ Bepcun 2.5.8 qupeKTopuio XpaHEeHHsI STHX
(aitioB MOKHO HACTPOUTH U MepeHecTH Tyna nanku xpaHeHus Qaiinos TK, TA LK, Receipt u
nanky Reports (mosiButcs B 310l Bepcun): Ynpasnenue —> [Ipoduin —> HacTpoliku npuiioxeHus
—> XpaHeHHe HaHHBIX —> JIUpeKkTopus XpaHEHUs MO yMojiuaHuio. B cimydae oTCyTCTBUS
nupextopuu Receipt \ TA nx He0OX0AUMO CO3/1aTh BPYYHYIO.

3.5.6 ¥Yaanenme O6os10uxku «Padouee mecto» ITII «deabTay»

VYnanenue OOOJIOUKM OCYIIECTBIISICTCS MOJ YYETHOM 3alMChI0 ¢ MpPaBaMH JIOKAJIBHOTO
anmuHucTparopa. [nga ynanenus OO6onouxu «Pabouee mecroy Il «/lenbra» Ha manenu
yIpaBJIeHUs] HEOOXOIUMO BBIOpaTh «YCTAaHOBKA M yAaJeHHE MPOTpaMMy», 3aTeM HalTu Qaiin

Delta — setup — <Homep Bepcum>.exe U YIAJIUTh €ro.
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3.6 Ynpasiaenue PacummpenusiMu

[Tonp30BaTento AOCTYMHBI (YHKINU YCTAaHOBKH, OOHOBJICHHUS, TPOCMOTpa MHPOPMALIUU
110 YCTAaHOBJICHHBIM PacuimpeHusiM, akTHBAIWH, ICaKTHBAINY U yianeHus: Pacmupenuii.

JlocTyn K mapaMmerpaM HacTpoek PacmmpeHnii HaXOoIUTCS B 30HE OTBETCTBEHHOCTH
COOTBETCTBYIOIIETO Pacmmpenus, B COOTBETCTBUM C MCNOJb3yeMoi PM.

3.6.1 YcranoBka/o0HOBIeHne Pacipenust

B IIIT «[enbray, HaunHas ¢ Bepcuu 3.0, QyHkiuu oOHOBIeHUs OOOJOYKH, a TaKKe
3arpy3Kd W YCTaHOBKM PacmmpeHwii peanu3yrorcs depes HeHTp oOHOBIeHHH. Vcnosip3oBaHue
LIEHTpa OOHOBJIEHUH MO3BOJIAET MOIYy4aTh MHPOpPMALMI0 O MyOJIMKAalMU HOBBIX BEpCUM Ha
pecypce banka Poccun.

Joctyn x ¢GyHKIUM yOpaBiieHHs PacHIMpeHHsIMH OCYIIECTBISETCS MPH OJHOKPATHOM

3

Hakatuu JIKM Ha mukTorpammy KoMieRseTs Menio «YmpaBieHue»—> BKIanka «PacimpeHus».

Bxnanka Pactmpennst otoOpakaeTcst B COOTBETCTBUH C PUCYHKOM 21.
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obHosnenua ¢ cauta barka Poccun

£ Docrynme obHosnenus
Bpems nocneaHei nposepxu: 13.06.2023 817.31

NPOBEPUTH

Pacwwupenus Knaccupukatopsl

Obonouxa

YcraHoeneHHbie ycTaHoBneHHbie PaclumMpeHus 1 rotosbie K yctaHoske obHosneHua

. OGHoBNEHUA

Pacwwupenne «OTuérHocte KO» @
Bepcuna: 2.13.4 Nara esinycxa: 24.05.2023

Pacwuperne "OTyeTHocTs KO™ npeanasHaveHo ans QOPMUPOBaHUA OTHETHOCTH KPEANTHEIX OPranu3aunin s
COOTBETCTENM C HOPMATUBHLIMK JOKYMENTAMU U Yra3axsuaMu 4927-Y u 2851-Y Barka Poccuu.

Bepcus dain Data Xaw-cymma
2.13.4 O6HoBneHne «OTuéTHOCTE KO» () 26.05.2023 Mposepena (O Ycraxomnewo Ypanurs dhaitn Readme
. MeTtagaHHbie

Bepcua Dain Lara Xaw-cymma
1.53 MeTapaxHbie ANs pacwmupenrna "OTyeTH 26.05.2023 Mposepera (B Cxavavo Yaanuts Gaitn Readme
1.52 @ MertapaHHbe anA paclumpenus "OTyeTH 15.05.2023 CxauaTh
151 @ Meragasnbie AnA pacwmperns "OTyeTH 24.04.2023 Cxauars
1.50 @ MeragarHbie ana pacwipennsa “OTueTH 14.04.2023 Cxauate

DocTynHble gns ycTaHOBKYU

Pacwupenrus, JOCTyNHbIE ANA YCTaHOBKM Yepes ueHTp obHosnerHuit

Pacwupenue «®OUB»
OuctpubyTus pacwupenns “©OUB”

&3

/. 0O6HoBnNEHMA
Bepcus dainn
0.312 @ OGHoBnerue «®OUB» )

LOara Xaw-cymma

09.06.2023 Cxauars

YCTaHOBKa KOMNOHEHTOB, PaHEe 3arpy’KeHHbiX Ha AUCK

l YcTaHo8Kka KOMNOHEHTOB € AWCKA...

Pucynox 21 — Bxianka «Pacmmpenus»

BKJ'Ia,[[Ka PaCIJ_II/IpeHI/IH npe€aHasHadu€Ha g YCTaHOBKH, O6HOBJ'IeHI/I$I, IIPOBEPKHU

1IEJIOCTHOCTH 3arpy’KeHHOTo (aiina 00HOBIeHus Pacimpenuii 1 MeTagaHHbIx’.

Ha Bruaake «PacimupeHus» B COOTBETCTBUU ¢ PUCYHKOM 21 NMPUCYTCTBYIOT CIEAYIOIIUE
SKpaHHbIe 001aCTH:

a)

PaCIJ_II/IpeHI/IH n I/IH(bOpMaI_II/I}I o HeM. B meHo «OOHOBIEHUS / ((MCTaI[aHHBIC» I KaXJ0T0

«Y CTaHOBIICHHEIC» — B HaHHOﬁ o0Oactu 0T06pa>1<aeTc;I YCTaHOBJICHHOC OOHOBJICHHE

OOHOBJICHHUS PacmnpeHI/m/ MeTaZ[aHHLIX MMPUCYTCTBYCT CJICAYIOIasd I/IH(bOpMaI_[I/IHZ

! VnpasneHue MeTaaHHBEIMU OIUCAHO B 1. 3.7.
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1) o TekylleM ycTaHOBJICHHOM OOHOBJICHUH Paciipenus ¢ ykazaHHeM HOMepa U

natel Bepeun’. ITo 3Haq1<y® B niojie «Daiim» orobpakaercs crpaBoOvYHAs HHPOPMAIUS O
BEpPCUU OOHOBIICHUS,
2) 0 TrOTOBBIX K CKAUMBAaHHIO U YCTAHOBKE OOHOBJICHHSX;

0) «/loctymHbIe VIS YCTAHOBKI» — B JIAHHOM 00JIACTH OTOOPaKAIOTCS, TOCTYITHBIC JIJIS
YCTaHOBKM Paciiupenusi ¢ BO3MOKHOCTSIMU: CKayaTh, yCTAHOBUTb, YIAIUTh.

Ccpuika «YcTaHOBKa KOMIIOHEHTOB C JIMCKay» IMpelHa3HauyeHa Juisd 3arpy3kd OOHOBJIEHMM
C JIOKaJIbHOTO JIUCKA.

Ccpuika «CkauaTb» IpeHa3HadeHa Juld 3arpy3ku apxuBa oOHOBJIEHHMs ¢ pecypca banka

Poccun, orobpaxaerca B ciiyyae Haquuusi OOHOBJIEHMs, MHPOpPMAIUS O KOTOPOM IOJIy4€Ha C

caiita banka Poccuu (B pe3ynbpTaTe oOpareHus Kk web-cepBepy 1Mo KHOTIKE ORI,

Ipumeuanue - npu cKaAuUSAHUU OCYWECMEILEMCS NPOBEPKA YELOCHHOCHU 3A2PYHCEHHO020 daiina
00HOGIEHUsL GbIYUCTEHUEM KOHMPOAbHOU cymmbl no aneopummy MDS umu SHA3-512 u cpasuenue eé ¢ cymmoti,
VKA3auHoUu 6 KoHpueypayuonnom ¢aiine obnosnenus Pacwupenus. Tun ancopumma @ulducieHuss KOHMPOJIbHOU
cymmol (MDS unu SHA3-512) 0nst kadcoou eepcuu cOOepICUMEst 8 ma2ax KOHGUIYypayuoHHozo ¢atina o6Ho61eHUs.
Pacwupenus.

Ccbuika «YCTaHOBUTHY MpeJHAa3HAUYEHA JUIsl YCTAaHOBKHU CKAa4aHHOTO/3arpy>KEHHOIO C
JTUCKA apXuBa OOHOBIICHUS.

Ccputka «YnanuTh Gaim» mpeaHazHadeHa sl YIAICHHS, CKa4YaHHOTO/3arpyKEHHOTO C
JIMCKa apXuBa OOHOBJICHUS.

CCBIJ'IKa «Readme» JJI1 CKaYaHHOTI'O M T'OTOBOI'O K YCTAHOBKE 0OHOBJIEHUS npe€aHasHadycHa

AJIs1 OTKPBITUA 9@ B COOTBETCTBUH C PUCYHKOM

! Jns  ckayaHHBIX/yCTAaHOBJIEHHBIX OOHOBIeHMH Pacmmpenuit/MeTagaHHBIX —OTOOpaXkaeTcs CTaTyc

MPOBEPKU KOHTpOJ'IBHOﬁ CYMMBI, IO 3HAYKY @ B IIOJIC «XSHI'CyMMa» 0T06pa>1<aeTcsl KOHTPOJIbHad CymMMa.
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O6HoBAeHUe «OTYETHOCTL KO». Readme X
Bepcua: 2.17.3 faTa suinycka: 27.07.2023
o MDS: acc2810838d82467f76e1a2f097f2251

SHA3-512: 73470994b46fd43d5c8bc2fb6c138d7f4b8dff54fb92d9ed021aeb97ch2bba7da9c65
9bec1e8a82fe76d89568a124a6f37d737a79423bd06c16f3d2f8db65356

Moaupvkauma pacwupeHnsa "OtyerHocTe KO" MM «ensta» sepcum 2.17
[Aara ebinycka: 27.07.2023

AucTpubyTus ana OC Windows u Linux - cbopka 2.17.3.

YCT3HOBNWBAETCA TONbKO Ha Bepcuw Obonouxks MN «fenbTa» 3.9.Xx u Bblue.
* ONTUMWUZMPOE3HO QOPMUPOBaHUE Xxml-0ai10E OTUeTOoB,
. OHTMMHBMDOBBHO QOpPMUPOE3HUE XlSX'(DBﬁﬂOB neyaTtu.

® lcnipaesieHa ownbKa MMEeHY BLIXOAHOrO ®aiina AnA WabnoHOE € yKa3laHWeM BpeMeHn
GOopMUPOBaHMA.

[letansHoe onucanne 40paboTok NpueeseHo B Gaiine Readme_delta-ko-app-2.17.docx e
apxuee auctpubyTuea.

o

PucyHok 22, na xortopoit oroOpakena MHpOpPMAIMKH O HOMEpE W Jare BEPCHH, XOIII-
CYMMe€ W TUITY aJIrOpUTMa BBIYUCIICHUS.

O6HoBneHue «OTUéTHOCTL KO». Readme X
Bepcua: 2.17.3 [aTa suinycka: 27.07.2023
MDS5: acc2810838d82467f76e1a2f097f2251

SHA3-512: 73470994b46fd43d5c8bc2fb6c138d7f4b8dff54fbo2d9ed021aeb97ch2bba7dad9c65
9bec1e8a82fe76d89568a124a6f37d737a79423bd06c16f3d2f8db65356

Moaugpvkauua pacimpeHua “OtuetHocTe KO" MMM «lenbTa» sepcun 2.17
Aara sbinycka: 27.07.2023

AucTpubyTvs ana OC Windows u Linux - cbopka 2.17.3.

YCTaHOBNMBAETCA TONbKO Ha Bepcuw OBonouxs NN «fenabTa» 3.9.%X 1 Bbwe.
* ONTUMWUZMPOE3HO QOPMUPOBaHUE Xm|-03i10E OTUETOB,
* ONTUMKU3UPOB3IHO QOPMUPOBaHME XIsx-Galtfios neyatu.

e /ICrpasnera ownbKa MMEeHY BLIXOAHOMO Qaiina ANA WabAoHOE C YKa3aHWEM BPEMERU
DOPMUPOBAHMA.

[eTansHoe onucarne JopaboTok npueeseHo B ¢arine Readme_delta-ko-app-2.17.docx e
apxuee auctpudyTuea.

YCTAHOBMUTH OTMEHA

Pucynox 22 — Ilpocmotp «Readme» o6HOBNEHUs Pacimpenus

B D® «O6noBnenue Pacmmpenus «Otuernocts KO». «Readme» B cooTBEeTCTBHHU C
PUCYHKOM
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O6HoBAeHUe «OTYETHOCTL KO». Readme X
Bepcua: 2.17.3 JlaTa sbinycka: 27.07.2023
v MDS: acc2810838d82467f761a2f097f2251

SHA3-512: 73470994b46fd43d5c8bc2fb6c138d7f4b8dff54fb92d9ed021aeb97ch2bba7da9c65
9bec1e8a82fe76d89568a124a6f37d737a79423bd06c16f3d2f8db65356

Moaupvkauma pacwupeHnsa "OtyerHocTe KO" MM «ensta» sepcum 2.17
[Aarta ebinycka: 27.07.2023

OucTpubyTus gna OC Windows u Linux - cbopka 2.17.3.

YCT3HOBNWBAETCA TONbKO Ha Bepcum Obonouxs MN «fenbTa» 3.9.Xx u Bblue.
e ONTUMWUZMPOB3HO QOpMUpOBaHWe xmli-0aiinoe oTUeTos,
e ONTUMKU3MPOB3IHO GOPMUPOEBaHUE XIsx-Qalinos neyatu.

e icripassiera olwnbKa MMEH BLIXOAHOTO Qa3 ANA WaBN0HOE C YKA23HUEM BPEMEHH
DOPMIIPOBaHUA.

LeTansHoe onucaxne 40paboTok NpueeseHo B Galine Readme_delta-ko-app-2.17.docx &
apxuee auctpubyTuea.

VYCTAHOBUTH OTMEHA

YCTAHOBWUTH
Pucynox 22 mpu HakaTUM KHOTIKH OyIer mpousBe/ieHa YCTaHOBKa

Pacmmpenus.

3aBucIIee paclIUpeHHEe MOXKHO MPUHYAUTEIHLHO OCTAaHOBHUTH KHonKoﬁ© , KoTopast

nosBisiercs nocie 10 cekyHa OTCYTCTBUS OTKIMKA PACIIMPEHHS B COOTBETCTBUH C PUCYHKOM 23.

YeTanoaneHHsie

r
\

o= : o] =®

Pacumpesing "OTHaTHOCTE KO™ NPSHASHEVEHD AN SODMADOSAHNE OTHETH T KPEDATHE

WOrEHMIALMEA B COOTSETCTENM C MODMETHEHLIAMI SO YMESMTAMM | YXKASSHRM 492 7.Y 1 2851
Bomxa Pocci
0 PaciuviDerinte OCTANRDNNBESTCR
Oonosnenns
Bepcun D@ain Dare Xsw-cymma
2715 Ofnoanenme «OTyéTHOCTS KOs (B 27.02.2023 NMposepera &) Ycrascanewo YaanuTe dailn Readme

MeTanaMiee

Pucynox 23 — Bxnagka «Pacimypenne) KHOIKa MPUHYAUTENbHOM 0ocTaHOBKH Pacimpenus

HpI/I AdKTHBH3allul KHOIIKH HpHHYHHTeHBHOﬁ OCTAHOBKHU PpaCHINPCHUS @ Ha 3KpaHC

TTOABJIACTCA I/IH(I)OpMaI_[I/IOHHOC COO6IJ_ICHI/IC B COOTBCTCTBUU C PUCYHKOM 24,
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Bbl BENCTBUTENBHO XOTUTE
MPUHYOUTENEHO OCTAHOBUTL
pacwupexue?

Pucynok 24 — MuadopMaiimoHHOe COOOIICHUE O IPUHYIUTEIIBHOW OCTAHOBKE PACIIUPCHHUS

TMopsinok yeranoBku/00HOBIEeHUs Paciupenust:

a)

Ha BKJaake «Pacmmpenus» noiaydants Pacimpenne olHUM U3 ABYX CIIOCOOOB:

MNPOBEPUTb .
1)  HaxaTh HA KHOIKY . B akpanHoit obnactu «JloctynHbie

JUI yCTaHOBKU» | «YCTaHOBJIGHHBIE» B COOTBETCTBHU C pHCyHKamMu 25 u 26
oToOpa3uTCcs OOHOBIIEHWE, NOCTYNMHOE Uil CKauMBaHUs. HaxaTh Ha CCBUIKY
«Ckauatp» HanpoTuB HeoOxomumoro oOHoBienus. [II1 «Jlempra», HaumHas C
Bepcun O6osouku 3.6.1 mepeBenéH Ha HOBBIM cepBuc obnoBienus — [I[3T10.

OOnoBieHust 3arpyxarorcs ¢ azapeca: http://download.cbr.ru. Tlpu stom, ampec

nentpa oobnosnenus B [1I1 «Jlenbray, yka3aHHBIN B pa3jiesie CHCTEMHBIX HACTPOCK B
COOTBETCTBUU ¢ Mm. «H)» M. 3.9.1 He W3MEHWICS, OH OCTAaeTCs TPEKHUM —
https://portal5.cbr.ru/documents/delta/. Cnenyer o6paruts BHHMaHHe, uTO
JUIA 3arpy3Kd apXuBOB OOHOBIEHHM wucnonb3yercs mnporokon HTTP, a s
nosyueHus: uHbopmanuu o Hanuuuu o6HoBieHuid — HTTPS. HeoOxomumo sT0

y4ecTh B HacTpouKax (paiiepBoiia,

ﬂ YcTanosneHsl ce nocnegrne o8HoBNeHuS

4 MPOBEPUTHL
Bpema nocheawed nposepxi 01.08,.2023 0 10.54

Pacwwpesuns KNaccndukaTops
P —

AocTynHele ANA YCTAHOBKM

&3

OOxoanenna

Pacwupexne «OTHETHOCTe KO»

OncTPpUOYTHE DECILMPEHUA "OTUETHOCTE KO*

Bepcur @ain Narva X3u-Cymma

2173 © OOuomanesne sOTUBTHOCTE KOs G 27 023 MNposepena G

2.16.7 @ OGuoanewne «OTYETHOCTE KO» () 07.07.2023 Nposepexa ) R

2154 @ O0wornesns «OTHETHOCTE KO» B 26.06.2023 rpoaspena (B Yers =
21410 @ OOGHoENExHE «OTYETHOCTL KOs (D 16.06.2023 Cx
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Pucynox 25 — Bxnagka «Pacmupenus». YcranoBka ¢ caiita banka Poccun. Dxpannas o6nacts

«/locTymHble yis1 yCTaHOBKUY

fﬂfc  HocTynHel 0BHOBNEHHR SRR
U.-j Bpema nochenrel Nposepxi 05.04.2023 & 11.30

OB0nRoYKa Pacuwmpenus Knaccudu«arops
- -

YcravoaneHHme

Pacwupenne «OTyéTHocTe KO» © ﬁ
v Bepcwr: 2.7.15 Aata penycxn 22.02.2023 ()

Pacginperase "OMETHOCTE KO NPEfAssHaws 0 QAR GOPMIPOSAEHINA OTHETHOCTIH KPEAMTHEIX OpT Sl §

COOTBETCTHI © MODMATIESSIMM JOKYMENTAMM W yxasammrasp 4927-Y u 2851-Y SBanxs Pocous

DOMOBTeEr R

Bepcns Dann Oata Xau-cymma
2970 Obuounenuwe «OTudTHocTy KO» B 27.03.2023 ¥ AMATY
2812 © O6HoaneHue «Orvyérnocts KOs 3 13,03.2023 Nposepesa Of Yotauoasis | Yoanuis dai Raadme
2715 OSvoanenwe «OT4lrHocTs KO» O 27.02.2023 Nposepesa 0 Ycranoanewo Yoanurts dafn Resdi

MeTanorHue

AocTynHee gng yCTaHoBKM

4 El YCTGHOEXNS KOMNONENTDS C [CKD

Pucynok 26 — Bknazaka «Pacmupenus». OOHoBIeHHE ¢ caiita banka Poccnn DkpanHas o06macthb
«Y CTaHOBJICHHBIE»

2)  HaXaTh Ha CCHUIKY «YCTaHOBKA KOMIIOHEHTOB C HCKa». B oTkpbiBIIciics DD
B COOTBETCTBHH C PUCYHKOM 27 BbIOpaTh (hailil, mpeBapuTEIbHO COXPAHEHHBIN Ha
JIOKaJIbHOM JIUCKe, B (popmare «.zip», Hampumep, i Pacmmpenuss «OT4eTHOCTD
KO» o¢aiin umeet popmar «delta—ko—app—<uomep Bepcun>.zip», ¥ HaKaTh KHOTIKY

«OTKpBITHY;

VOTRAORAmI e

Patumpesas s AZantep w N

Pacwnpes «Orelnecrs KOs 0 X a €
v Pt 2709 Liw's Swvcen 1300 2021 (J
' Wesdeos 154 | Sebe b2
e rgrrene T F s 1y K0T VLIt s £/ GrABSRI WS4 oo ) W LR W XY Se0 SR b
r . - - a0
COTTEET TOP £ NECHETIOTOIEs SN0 | RETTIOY N TR Rasswused STV @ 3050 ¥ Rsama P
- .
el ™
Bepoee Oean Lura P POREC [ R
° B ey a0 hsy
2110 A [ P e— | B v
( o o [P
arn Ofuaareere Cradmpacts K 103 2003 Npcsepess sisare e D g 13 ALty
s [ .
e » B oo e V10w
- Mo
Py
[T A
JIC Ty T8 YT Y
(L Te—— & At bosw
+ - W— Rt
s o bt
oy | ——

PI/ICYHOK 27 — Bknanka ((PaCIJ_II/IpCHI/IH». «YCcTaHOBKa KOMIOHEHTOB C JIUCKa
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6) wuHpOpMamUsA O 3arpy)KCHHOM KOMIIOHEHTE (HaMMEHOBAaHME, BEpCUs M JaTa
BBITTyCKa) OyJeT 0ToOpakeHa Ha BKIIake «Pacmupenus» B 3kpaHHoOU 00macT «JlocTymHble st
YCTaHOBKHM» B CIIyyae 3arpy3Kd 4epe3 CChUIKY «YCTaHOBKa KOMIIOHEHTOB C AMCKa» JMOO B
9KpaHHOW o0nacTu «YCTaHOBJIEHHBIE» B Cllydae 3arpy3kud uepe3 LEeHTp oOHoBieHuil. Jlis
3arpy)KEHHOTO KOMIIOHEHTa TOSBUTCS BO3MOKHOCTH YCTAaHOBHTH JHOO ymanuth (aiin. [lns

KOMIIOHEHTOB, 3arpyKCHHBIX dYepe3 LEHTP OOHOBIICHHS, B COOTBETCTBHH C PHUCYHKOM 28

oToOpaxaetcst MHpopmalus o IpoBepke Xd3mi-cyMMbl. [Ipu HaBeaeHHH Ha MUKTOTpaMMy © B

OTKPBIBIIEMCSI OKHE OyJeT 0ToOpakeHa XdII-cyMMa. B ciydae 3arpy3ku KOMIIOHEHTA C JTUCKA B

noJjie «XsmI-cyMMay 0yaeT oToOpakarhbes 3HaueHue «OTCyTCTBYETY;

Bepcusa Qaunn Oarta Xaw-cymMma
2.8.12 @ O6HosneHue «OTudTHOCTL KO» ® 13.03.2023 T[lposepeHa @ YcTaHoBUTL YOanuTte

o

Readme

Pucynox 28 — OGHOBNIEHHE, TOTOBOE K YCTAHOBKE

B) JUIsl YCTAaHOBKM OOHOBJIEHHS HEOOXOAMMO HaxaTb «YCTaHOBUTHY». Pacuimpenue
Oynet ycranoByieHo. [losb30BaTesto OyaeT BbIAaHO HHPOPMAITMOHHOE COOOIICHHE 00 yCIIenTHON
ycTaHOBKe Pacmmpenusi B COOTBETCTBHH C PUCYHKOM 29;

(v) PaclumMpeHue ycneluHo
YCTaHOBNEHO

Pucynoxk 29 — MndopmarnmonHoe coodiieHne 00 ycnenrHon ycraHoBke Pacimpenus

I) B CJydae CeTeBOM BEpCUU U PEIICHUU UCIIONIb30BaTh BHENIHIOW b/ 11 pacuupenus
HE0OX0IMMO JI0 aKTHBAIUM HACTPOUTH coenuHeHue ¢ BHemHed bJI. [[ns aToro Hano mepeiitu B
pasnen «Cucremusie» MeHio «HacTtpoiiku npunoxenusi». B nonpasgene «Hactpoiiku pocryma
pacmupenuii k CYBJl» 3aiatotcs HaCTpONKY NOJKITIOUEHUs B COOTBETCTBHH ¢ pucyHkoM 30. J{s
Ka)KJIOTO PACHIMPEHHUs] B COOTBETCTBUU C PUCYHKOM 31 MokeT ObITh CO3/1aH TOJIBKO OJMH Habop

[1apaMeTpoB;
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HacTponku NpUNoXeHns HacTpoiky KaHAN0s Casan Hacrpoiku Paclumpesnia

Cucremunie

TexXHHNYOCKUe ONOBBLLOHNA NMUYHOro KatuHeTa

AZLPeC TWYHOro xalluHeTa

lorve &

Mapant

HacTtpoixkw gocryne pacwwpelwa ¥ CYB

O74eTHOCTL KO
MNons3osarens: posigres URL: jdbc:postgresql!//locathost:9874 /delta
Tecr cosammesina ¢ BO Lpanaep: org.postgresgl.Driver

O W

Pucynok 30 — Hacrpoiika goctyna k CYBJ] anst pacmupenuii

PepgakTupoBaHue HacTpoek goctyna Kk CYB[]

Paciumperne | OTyéTHocTe KO
MiMA nonsaosarens postgres

[apons | eesssese
URL Bl | jdbc:postgresql://localhost:0874 /delta

Apaieep | org.postgresqgl.Driver

Pucynox 31 — BBox HacTpoek coeaunenus ¢ CYBJI

1) A7 OPOBEPKU MPaBHIBHOCTH HACTPOEK HEOOXOIUMO KIMKHYTh IO ccbuike «Tect
coequHenuss ¢ bJI». B ciayuae KOppekTHBIX HacTpoeKk OyJeT BBIBEICHO COOOIICHUE B
COOTBETCTBUH C PUCYHKOM 32, B MPOTUBHOM CIIyyae Ha 3KpaH OyJeT BBIBEAECHO cooOIIeHne 00

olMOKe B COOTBETCTBUU C PUCYHKOM 33;

@ TectupoBaHue coegnHerns ¢ b
BLIMOAHEHO YCTIRWHO.

Pucynox 32— Coobuienue o0 ycrenrHoi npoBepKke COeMHEHUS
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@ Owwnbra NPK NONLITKE YCTaHOBKK coeanHerus ¢ B:
BAXKHO: pons “postares1il” He cywecTayer (pgjdbce:
autodetected server-encoding to be windows-1251, if the
message is not readable, please check database logs
and/or host, port, dbname, user, password, pg_hba.conf)
MpoBepeTe KOPPEKTHOCTE BLIDPaHHLIX HACTPOEK
coepguHenuns c CYBM v zatem nonipebyite cHosa!l

Pucynox 33 — Coobmienne 00 ommoKe MpOBEpKH COSTMHEHUS

€)  WHULIUAIM3UPOBATh (AKTUBHPOBaTh) Pacuimpenne, IOMEHSB 3HaUOK na W),

JIns neakTUBAallMM YCTAHOBJICHHBIX PAaCHIMPEHUN HCIOJIB3YETCS KHOHKa(). Bun D@

MOCJIe YCTAHOBKY M aKTUBAIMK Pacimmpenus oToOpakaeTcsi B COOTBETCTBHU C PUCYHKOM 34.

L) ® ﬁ

Pacwupenue «Anantep Kk CK3U» O @

Bepcna: 1.5 laras gunycke: 30.08.2022

Pucynok 34 — I'naBnas D@ «Pacmmmpenus» ¢ ycTaHOBJICHHBIMU PacmimpeHusIMu «Aantep K

CK3M» u «OtuetHocts KO»

[IpocmoTp uHpopMalmu 0 3arpy’keHHOM PaciivipeHun B COOTBETCTBHM C PUCYHKOM 35
noctyreH npu ogHokpatHoM kinke JIKM Ha nasBanue Pacmmpenus. Undopmanius BKIrO4aeT B

ce0s: BEPCHIO, aTa BBIITYCKA U OIMMCAHUC.

YeranosneHnHme

Pacwuperne «OTy8THOCTE KO © o ﬁ
v Bepowa: 1.20.4 Nara swnyoxs: 12.10.2022

ETHOCTE KO" ADEAMAIHIYONO ANS DODMNDOBGHNSE OTHETHOCTI KDOQNTHuIX

O0OMOoENTHMR

Merapnormwe

Pucynox 35 — 3@ nmpocmoTpa HHGOpMaILuK ycTaHOBJIEHHOro Pacmupenus

BosmoxHa YCTaHOBKa TaKo ke BEpCHUH, a TAKIKC U HUKC, 3a UCKITFOUCHUCM TOT'O, UTO IIPU
HOBTOpHOfI YCTAaHOBKE BCPCHUU OHA Cpa3y KCE HNOABICTCA B CTATyCC «yCTaHOBJ'IeHO», oe3

BO3MOKHOCTH YCTAHOBKHU B COOTBCTCTBHUU C PUCYHKOM 36.
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Pacuwmpenne «OT4éTHOCTS KOn © C ﬁ
v | Bepcus: 2.7.15 Lata swnycka: 22.02.2023) (.)

Paciwmperete "OTHETHOCTE KO

OTBETCTENM C HOPMETHESLIMM ROKYMENT 5

¢
Bepcua Qain Nara X3w-cyMma

2812 © OOmopnamue «OTuETHOCTH KO ( 1

[2.7.15 OSHozNeHMe «OTHETHOCTE KO () 27.02.2023 Nposepexa O Ycraxosnexo Yaanute @ann R |

Pucynox 36 — MadopmarmonHoe cooOIieHne o paHee ycTaHOBIICHHOH Bepcuu Pacmmpenus

Jlia BoccTaHOBIEHUS (yCTaHOBJIEHMs Ipenplayiel Bepcun) Pacumpenns HeoOXoauMo
MOBTOPHTH 3arpy3Ky M YCTAHOBKY B COOTBETCTBHH C IIYHKTAMH «a)» — «€)», UCIOJIb30BaB CChUIKY
«YcTaHOBKAa KOMITIOHEHTOB C JIUCKa».

Jlia oGecniedyenust GyHKUIMK 3amudpoBaHus U noAmnucanus nakera B popmare TK uepes
CBK neobxogumo ycranoBuTh Tutarul «Amantep Kk CK3Wy». [Mnarun «Amantep k CK3U» He
pacrpocTpaHseTcst uepe3 1eHTp oOHoBienuil. daiin guctpubyruBa «plugin — skzi — <momep
Bepcuu>.ZIP» pacrosioxeH B gupekropuu ycranoBku IIIT «Jlenpran. Ero ciemyer 3arpys3uth
yepe3 CChUIKY «YCTaHOBKAa KOMIIOHEHTOB C JIMCKa» M YCTAaHOBUTH 4epe3 SKpaHHYI 001acTh
«JlocTynHble A1 yCTaHOBKM.

3.6.2 ¥Ynanenue Pacuupenus

s ynanenus Pacimpenus IIT «/{enbray (Hanpumep, Pacmupenune «OtuétHocts KO»)
HEO0OX0IMMO BBITIOJIHUTE CIIEAYIOUIUE NEHCTBUSA:

a)  3anyctuth o0omouky III1 «/lempTa» depes3 spnpik Ha PaGouyem crose wim daiin
delta.exe;

0) BbIOpaTh Ha TAaHENW YOpaBlIeHUS OOOJOYKH BKIAAKYy «YTpaBICHHE» —

«KOMIIOHEHTBI) — «PaCH_II/IpeHI/ISI», 34TCM HaXXaTb HaA KHOIIKY «Y 1anuTh pacuIupCHUC)H )
PACIIOJIOKCHHYHO CIIpaBa OT KHOIIKH aKTI/IBaLII/II/I/ILCaKTI/IBaI_[I/II/I PaCMHpeHHﬁ, B COOTBCTCTBHH

¢ pucyHkom 37;
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O6onouka Pacwuwupenusn

YcraHoBneHHbie

Pacwwupenue «ApanTtep k CK3U» () ﬁ
Bepcus: 1.71 [ara swinycka: 19.01.2023

PacwmnpeHne «OT4yérHoCcTh KO» o @
v Bepcua: 2.5.7 [Narta sbinycka: 20.01.2023

Pucynok 37 — Ynanenune Pacmupenus

B)  MOATBEPAUTH/OTMEHUTH OMEPALUIO yIAAJICHUS OTIEPALIUH YIaICHHUs B COOTBETCTBHU
¢ pucyHkom 38:

1) B ciywae, ecnmu B moje «YIAIUTh BCe JaHHBIC pacUIMpeHUs» ¢uar He

YCTaHOBJIEH B I0JI€ O , B COOTBETCTBHH C PHCYHKOM 38, TO OyJeT yIaJIeHO TOJIBKO
Pacmmpenue, Bce naHHble OyayT JAOCTYIHBI IIOCNI€ TOBTOPHOM YCTaHOBKH
Pacmmpenus u  monb3oBarenio OyneT BBIJAHO YBEJOMIIEHHE B COOTBETCTBUU C

pucynkom 39;

YaoaneHue paclumpeHus

Bbl QENCTEBMTENEHO XOTUTE YOANUTE PaclunpeHme OTUETHOCTE KO?

f-l YoanuTe BCe OaHHbIS PacluMpeHmns

I ¢

: EENERESS :.-_.A,

Pucynox 38 — O® noarsepxaeHus yaainenus Pacmmpenus

@ Pacwwupenue OTUETHOCTE KO yCrewHo yoaneHo.

@ Bce naHHLIe pacWMpeHna CoXpaHeHsl u ByayT
LOCTYNHLI NOCNE NOBTOPHOW YCTAHOEKMW pacllMpeHMa.

Pucynox 39 — Coobuienue o0 ycrenrHoM yaanenuu Pacmmpenus
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2) B caydae, ecid B o€ «YAaJIUTh BCE JAaHHBIC PaCIIMPEHHS» YCTAHOBIICH (iar

8 noste U , TO YIAJISAIOTCS BCE aHHBIE Pacuimpenus B cOoTBETCTBUU ¢ pucyHKOM 40.

YoaneHue paclinpeHns

Bbl ASWCTBUTENBHO XOTUTE YAANUTE paclimperne OTueTHocTs KO?

e HECTPOVKW PaClIMpPEHNA B Npogune

Pucynok 40 — D® noaTBepkacHUS yaaleHus PaciupeHus 1 BceX TaHHBIX

[To 3aBepmieHHIO Omepanuu yaaieHus PacimpeHus u BCeX €ro JaHHBIX MOJB30BATENIO
OyJIeT BBIAHO YBEJOMJICHHE B COOTBETCTBUH C pUCYHKOM 41.

r 1

Pacwwperne OT4éTHOCTE KO W BCE €ro [aHHbIE YCNeLlHo

yOaneHbl.

k 4

Pucynoxk 41 — Coobmienne 00 ycnenHom yaaieHuu Pacimpenus BMecTe ¢ JaHHBIMHU

3.7 Ynpasiaenue MeTagaHHbIMHU
B IIIT «/lenbra», HaunHas ¢ Bepcuu 3.0, yepe3 HeHTp OOHOBIEHUN NOCTYNMHA (PYHKIHS
3arpy3Kkd 1maketoB MeTaJjaHHbIX, HEOOXOAUMBIX JUIsl KOPPEKTHOM pabOThI pacIIMpEeHUH.

I[OCTYH K (bYHKI_II/II/I YIIpaBJICHUA MertanaHabIMU OCYHICCTBJIACTCA IIPU OJHOKPATHOM

3

Hakatuu JIKM Ha mukTorpammy “eMneREeTE MeHio «YmpaBieHHue»—> BKiIagka «PacmmpeHus».
[Ipy Hamumuum nakeToB MeTaJaHHBIX, pa3MeELIeHHbIX Ha pecypce banka Poccunm s
COOTBETCTBYIOLIETO paclIupeHusl, nocie pasaena « OOHOBIEHUS» B COOTBETCTBUH C PUCYHKOM 42

Oyznet otoOpakeH pazaen «MeTaaHHBIEY.
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f? , [ocTynHbl OOHOBNEHUA NPOBEPUTE
K_’ » Bpems nocnenxei nposepxu: 07.04.2023 812.27

O6onouka PaciwmpeHuns KnaccmoukaTtopel
|——————————————————|

YcraHOBNeHHbIe

© ® ﬁ

Pacwuperue "OT4ETHOCTs KO™ NpeaHasHayeHo Ang QOPMUPOBEHIUE OTUETHOCTI KPEAMTHBIX OPrasn3aumni B
COOTBETCTBMM C HOPMATHMBHBIMM QOKYMEHTEMN M yKa3arnamu 4927-Y n 2851-Y Barika Poccuu.

v OBHOBNEHMUA
MeTanaHHsie

Bepcus Dain [ara Xaw-cymma
148 MeTagaHHbie ans pacwmperns ... @ 31.03.2023 MposepeHa @ Ckauawo Ypanuts daitn Readme
1.47 MeTagaHHsie Ang pacwmpenns .., @ 27.03.2023 Crauate
146 MeTagaHHbie ana pacwmpesns “... @ 20.03.2023 Cxauath
145 MeTagaHHbie Ang pacumpesus "... @ 13.03.2023 Cxauare

Pacwupenune «Agantep K CK3U» ﬁ

Bepcus: 1.7.2 Oata evinycxa: 20.02,2023 0

JocTynHbie Ans ycTaHOBKM

4 El YCTaHOBKA KOMMOHEHTOR C AUCKE...

Pucynok 42 — Paznen «Metagannbie» Bkiaaku Pacmmupenne «OtuérHocts KO»

[TonyunTs MeTalaHHbIE B COOTBETCTBHUHU C PUCYHKOM 42, BO3MOXHO ABYMS CIIOCOOaMHU:

NPOBEPUTbL
a) € TIOMOIIbIO KHOIKH (Tpu  HATMYUK  COCTUHEHUS C

UHTEpHETOM OyJeT IpOoBeieHa IpoBepKa Halm4Ks oOHOBIIeHUs Ha caiite banka Poccun);
0)  C IIOMOIIBIO CCBUIKU «YCTaHOBKA KOMIIOHEHTOB C JIUCKa.

JJis 3arpy3Ky makeTa MeTaJaHHbIX ¢ pecypca bP HeO6XO,Z[I/IMO:

NPOBEPWUTb o
a)  Ha BKiIajake «PacummpeHus» HaXXaTh Ha KHOIKY . B okpanHOM

o0mactTu  «YCTaHOBIICHHBIC) BKJIaIKHU «PacmnpeHI/m» B MCHIO ((MeTa)IaHHBIe» 6y,HYT

OTO6pa)KeHBI BEPCHH ITAKETOB METAJIAHHBIX, Pa3MECIICHHBIX Ha PECypCe;
6) HaXaTb Ha CCBUIKY «CkadaTby» HaIIpoOTUB HCO6XOIH4MOﬁ BEpCUHN MCTAaJlaHHbIX.

Ilpumeuanue - npu cKAUUEAHUU OCYWECBISICMCA NPOBEPKA YETOCMHOCIU 3ASPYICEHHO20 (hatina
00HOBIEHUSL GbIMUCTEHUEM KOHMPOAbHOU cymmbl no aneopummy MD5 wmu SHA3-512 u cpasnenue eé ¢ cymmoti,
VKA3aHHOU 6 KOoHpueypayuonnom ¢aiine oonosnenus Pacwupenus. Tun aneopumma @uluucieHus KOHMPOIbHOU
cymmol (MDS unu SHA3-512) ons kasicooul gepcuu co0epiHcumcsi 8 macax KonpueypayuoHuo2o gaiina 0oHosme s
Pacwupenus.
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Daiin nakeTa MeTaTaHHbBIX Oynet 3arpyxeH B HankKy Delta\
backend\download\<naumenoBanwue pacuiupenus>\metadata.

Jnist 3arpy3KM MeETaJaHHBIX B paCIIMpPEHHE HEOOXOIMMO pa3apXUBHpPOBaTh (ailn u
BBIIIOJIHUTh 3arpy3Ky B COOTBETCTBHUM C HOPSAKOM, OIPENEICHHBIM B OSKCILTyaTallMOHHOMN
JOKYMEHTAI[MH COOTBETCTBYIOLIETO PACIIUPEHHUS.

3arpy:xeHHBIN (ailsl makeTa MeTaJaHHbIX MOXHO YAAJIHUTh MO CChUIKE «Y NANUTH (haili.

Kpome TOro, BO3MOXEH MPOCMOTP CONPOBOAUTENBHOM HWH(MOPMALUKU K MaKeTy
MeTaJaHHbIX 1Mo cchuike «Readmey. ITo cepuike «Readmey otkpbeiBactes DD ¢ HOMEPOM, IaTOw

BEPCHUH, ONTUCAHNEM CKaYaHHOTO OOHOBJICHHSI B COOTBETCTBHH C PUCYHKOM 43.

MeTajaHHble AnA pacwmpeHua "OTdeTHocTh KO". Readme
Bepcwa: 1.33 [ata eoinycka: 26.10.2022

Moagndukauma MeTadaHHbIX paclwumpedna “OTtueTHocTe KO MMM «enwTtas» sepcun 1.33
Jarta Bbinycka: 26.10.2022

MHcTannauua (NOAHLIR KOMMNAEKT) MeTaAaHHBIX OTUeTHLIX dopm KO. B cBA3K C M3MEHEHUAMM

e TaL

TpeboBaHWiA gopaboTanbl cieayouMe Gopmel oTuétHocTw: 0403201, 04091086, 0409115, 0409120,
0409157, 0409255, 0409610, 0409703, 0409704,

MNoppotHoe onucadue obazatenbHo NocMmoTpuTe B daine Readme_delta-ko-meta-1.33.docx.

Pucynok 43 — [Ipocmotp «Readme»

ITo 3Haq1<y® B noine «®ailim» oToOpaxkaeTcsi KpaTkas HWH(OpMaIMs O BEPCHU
METaIaHHBIX, B MOJIe «XOII-CyMMay - CTaTyc MPOBEPKH — 3HAUYCHUE KOHTPOJIBHOU CyMMBI.

3.8 Vnpasiaenue Kiaccupuxaropamu

3.8.1 D& «Knaccupuxaropbi»

Z[OCTyrI K (I)YHKI_[I/II/I YIIpaBJICHUA KJ'IaCCI/I(I)I/IKaTOpaMI/I OCYIICCTBJIACTCA IPpU OJJHOKPATHOM

{3

Hakatun JIKM  Ha  nmkrorpammy “OMieRERTE venro  «YmpaBieHHe» > BKIAAKa

«Knaccudukarops» B COOTBETCTBHM € pUCYHKOM 44,
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2 oo eebs et | _nwoschwth
MPOBEPATH
&’ Brieirs nochsinei npcescon 22,08 20238 1,44

Knaccuduxaropul

Pucynok 44 — D@ «Knaccuduxatopbi»

Tabnuma ¢ kraccuuraTopamMu COIEPKHUT CICTYIONINE aTPUOYTHI:

a) «HaumeHoBaHue» — HaMMEHOBaHUE KilacCU(pUKATOPA;

0) «Kmaccudukarop» — HaMMEHOBaHHE (ailia Kiraccupukaropa;

B) «llepuoguuHoCTh» — 3HAYEHHE MOXKET MPUHUMATh cTatyc «PerymispHbliy/
«HeperynsapHblii»;

r) «Bemymien» — 1arta Bblycka Kiaccu(ukaTopa ;

n) «3arpyxeH» — Jata 3arpy3ku KiaccupukaTopa mojib30BaTeiem;

e) «XnII-cyMMa» — CTaTyc MPOBEPKU KOHTPOJIBHON CyMMBI (aiina,;

k) «Craryc» — MOXKeT MpUHUMaTh 3HadeHne «OOHOBUTHY, «OOHOBIEHO», «CKayaThy.
Jlannble B TabnuIile oTUIBTPOBaHbI 10 KoJoHKe «CTaTycy. [lepBhiMU yka3aHbl Ki1accu(UKaTOphI
co cratycoM «OOHOBUTHY, nanee «OOHOBICHO» M MOCIETHUMH cO cTaTycoM «CKadaTh.

[Ipn HaxaTuM HaA CCBUIKY «YIAIHUTh» YHalseTcs TOJbKO COJEPKHMOE, a CTpOoKa C
HauMEHOBaHHEM KIIacCU(PUKATOPa OCTAETCs, HO IEPEXOIUT B cTaTyc «CKauaThy» U IepeMeriaeTcs
BHMU3, MTOCJI€ BCEX 3arpyKEHHBIX KIaCCU(PHUKATOPOB.

B mocnenHed KOJOHKE MO HAXATUIO Ha CCHUIKY « Y AUTh)» MPOUCXOJUT YAaJeHHE BCEX
COXPaHEHHBIX BEpCUH TOTO KiIaccu(UKATOpa, HAIPOTHUB KOTOPOTO HaKaTa KHOMKA «Y IATHUThHY.

[TosiBnsieTCs BCIUIBIBAOIIEE COOOIICHNE, N300paKEHHOE HAa PUCYHKE 45.
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YOanuTe BCE 38MPY¥eHHBIE BEpCHM "TepeueHb NMNaBa0WMX/
NepeMeHHbIX KOMMNOHEHTOE NPOUEHTHEIX CTABOK ONA popMel 0409316."7

Pucynok 45 — BeruipiBaromiee 0OKHO 00 yIaieHnH KilacCU(pUKaTOpa B BEIOPAHHOU CTPOKE

B D® «Knaccuduratopsn» pacnoyioKeHbI CISAYIONNUE KHOTIKH:

a) @ «3arpy3uThb» — OTBEUAET 3a 3arpy3Ky HOBBIX M OOHOBIICHHWE YCTaHOBJIEHHBIX

KJIaCCU(UKATOPOB, BEIOPaHHBIX ¢ TOMOIIIbIO YeKOOKCa,

=+
0) H:J «YCTaHOBUTH C IUCKa» — OTBEYAET 3a 3arpy3Ky (pailioB ¢ 1ucKa;

B) ﬁ «Yanute» — OTBEYaeT 3a YyJalleHue 3arpyKeHHBIX KIacCHU(UKaTOPOB,
BBIOpAaHHBIX ¢ MOMOUIbI0 yekOokca. [Ipu HakaTuM BCIUIBIBaeT cooOIlIeHHe, U300paKeHHOE Ha

pucyHke 46.

[aHHoe OefcTBME NPUBELET K YAAaNEHWIO BCEX 3arpyeHHbIX BEPCHIA
BbIGPaHHBIX KNaCCUEWKATOPOE. BEINONHKUTE YOaneHWe?

Pucynoxk 46 — BemuibiBaroriee OKHO 00 yajieHUHU HECKOJIBKUX BRIOPAHHBIX KJIacCU(PHKATOPOB

N3HavanpHOE COCTOSIHUE — BCE KiIacCU(UKATOPBI CO cTaTycoM «CKavarhy.
3.8.2 Tlopsaok 3arpy3ku/oonoBiaenust Kiaccupukaropon

HOJ'Iy‘II/ITL KJ'IaCCI/I(bI/IKaTOp HCOGXO,I[I/IMO OJIHUM U3 IBYX CIIOCO0O0B:

~+
a) BOCIIOJIb30BATHCA KHOHKOﬁE;l «YCTaHOBUTH C JKCKa», Jajee Ha)xaTb Ha CCBUIKY
«OO0HOBUTBH» M BbIOpaTh Kiaccupukarop ans 3arpy3ku. [locne 3arpy3ku y kiaccudukaropa
ctanetr craryc «OOHOBIIEHO» - eciu Oblila 3arpykeHa mocieaHssi Bepcus kiaccuduxaropa aubdo

cTaryc «OOHOBHUTBY - el ObLIa 3arpy’X€Ha HC caMas NOCJICAHSS BEPCUA KJ'IaCCI/I(l)I/IKaTOpa;

o NMPOBEPHUTDL
6) BOCIIOJIb30BaThCAd KHOIIKOH , 3aTEM HaIIpOTHUB KJ'IaCCI/I(I)I/IKaTOpa

HaXaTb HA CCBUIKY «CkauaTb» UJH ¢ IMOMOIIBIO yekOoKca BBI6paTB HCCKOJIBKO KJ'IaCCI/I(I)I/IKaTOpOB

1 HaXaThb Ha KHOHKy© «3arpy31/ITL», YTOOBI OOHOBHTH MJIM CKAYaTh UX.
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3.9 VYnpasieHue HACTPOHKAMH NMPHIIOKEHUSA
3.9.1 Hacrpoiika cuctreMHbIx napamerpos I1II «/leabTa»

Joctyn k cucremHsM HactpoiikaM [III «Jlempra» ocCymiecTBisieTcss NMpU OJHOKPATHOM

@)
e
Mpodunw

Haxxatun JIKM Ha nukrorpammy MEHIO «YIIpaBieHuey», aainee — Bkiuaaka «Hactpoliku
MIPUJIOKEHUSD B COOTBETCTBUM ¢ pucyHKoM 47. Ha Bkiaake «HacTpoiiku mpuioxeHus» BoIOpaTh

«CHCTEeMHEIEY. I[OCTYH K mnapaMeTrpaM CHUCTCMHBIX HACTPOCK OCYHICCTBIIACTCA C IMOMOLIBIO

BBINIAJar0nIero CrinCkKa

{3

admin L HACTPOMM NPHROMessi
9
‘-
s =
=0t d

Pucynok 47 — Bxinaaka «HacTpoiiku mpHII0KEHHS

B cocTtaB cuCTEMHBIX HAaCTpPOEK B COOTBETCTBUU C PUCYHKOM 48 BXOIAT ClieAyrolue
napameTphl:

a)  «[lapamerpsl NOAKIIOUYEHUS K JINYHOMY KaOUHETY»;

0) «lybonuunsiii cepruduxar Kpunrollpoy;

B) «/loGaBnenue ceprudukaro Kpunrollpoy;

r)  «llramn BpemeHn»;

n)  «Hacrtpoiiku nocryna pacmupenuit kK CYB/»;

e) «ABToMarudeckoe nosydenue IC»;

k) «IlapameTpsl MOAKIIOYEHUS K TIOUYTOBOMY CEPBEPYY;

3)  «Karanoru s npuema u nepeaun JaHHBIX»;

)  «XpaHeHHe JaHHbBIX»,

K)  «O6mue cnpaBounuku ceprudpukatoB CKAJl Curnarypay,

1)  «Hacrtpoiiku TpancnoptHoro kousepra (TK)»;
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M)  «llapamerpsl noakmoueHus K ynaneHHomy aganrepy CK3U,
H)  «lleHTp oOHOBICHMIIY;
n)  «Tekct okHa Opaysepay;

p)  «lBeroBas cxema uHTEpdEiicar.

HacTpoiku npunoxeHus HacTpoiku KaHanos csa3u HacTpoikn PaclunpeHui

-~ CucremMHsle

v MapaMeTpbl NOAKNIOYEHUS K TUYHOMY KabuHeTy

N Ty6nuyHbin ceptudukat Kpuntollpo

v OobGaeneHue ceptuduxkaroe Kpunrtollpo

v WTamMn BpeMeHn

v/ HacTpoiku goctyna pacwupeHuni kK CYBQ

\/ ABTOMaTu4yeckoe nony4yeHue 3C

v [MapaMeTpbl MOQKNIOYEHUSA K MOYTOBOMY CEPBEPY

\/ KaTtanoru pns npueMa v nepepayv gaHHbIX

v/ XpaHeHue faHHbIX

v O6wue cnpaeovHuku ceptudukatos CKAL CurHatypa
\/ HacTpoiku TpaHcrnopTHoro koHsepTa (TK)

v lMapaMeTpbl NOAKNIOYEHURA K yaaneHHoMy agantepy CK3U
\ LleHTp o6HoBNEHUIA

v TekcT okHa Gpaysepa

v LigeToeas cxeMa UHTepdenca
PI/ICYHOI( 48 — CocTaB CUCTEMHBIX HACTPOCK MMPUIIOKCHU A

IIpu oTCyTCTBUHM 3allOJIHEHHBIX HAcTpoeKk B paszzaene «HacTpoliku KaHaioB CBS3M»
(m. 3.11.1) ucnosp3yr0TCS COOTBETCTBYIOIIME HACTPOUKHU U3 pasnena «HacTpoilku npuiosxeHus»

- «CucreMHEIEY.
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«IlapameTpbl NOAKJIYEHHS K JHYHOMY KaOMHeTy» - HAcTpoWKa [UIsl OTIPaBKH
ynaxkoBok 3/ B JIK YHO BII EIIBB, nosnyuenus 9C u rexunueckux onoseuienuit JIK YO BII
EIIBB, nmpumensiercs npu OTCYTCTBUM HAacTpoek B paszzaene «HacTpolku KaHalIOB CBS3W» —
«JInunblit KabuHeT». B cooTBeTCTBUM € pUCyHKOM 49 HE00X0AMMO BBECTH CIIEAYIOIIUE TAHHBIE:

a)  «AIpec TMYHOTO KaOMHETay;

06) «Jloruny;

B)  «Ilaponby;

r)  «Yrtunuara CryptCPy» - myts u umst (aitna npunoxxeHust komangHou crpoku CryptCP
Ha JIOKaJbHOU (paiisIoBOM cucTeMe cepBepa.

Cucremrbie

MapaMeTph NOAKNVYEHUA K NUYHOMY KabuueTy

Pucynoxk 49 - CoctaB HacTpoek nmapameTpoB MOJKIOYSHUS K INYHOMY KaOUHETY

«Ilyoamunblii cepruduxar Kpunrollpo» B coorBercTBUU ¢ pucyHkoM 50 comepxut
nMms (aitta u myth Ha cepBepe I1I1 «/lenpray k mybauuHomy ceprudukary banka Poccun. ITpu
HABEJICHUHM Kypcopa MbIIIM Ha WH(OPMALMOHHYIO MOJACKAa3Ky OTOOpa)KaeTcs BCILIbIBAIOIIAS

nojickaszka «®aisl u myTh K MyOIMYHOMY CepTUDUKATY».

lyBnnunsint cepTudnxat Kpunrollpo

Pucynok 50 — Hactpoiika mybnuunoro ceprudukarta Kpunrollpo

[TyGnuunsiit cepruukar banka Poccum Takxke moimkeH ObITh J0OaBlIeH B XpaHUIIMILE
ceptuduraroB OC. Ilpu noGaBieHnH B cilydae UCIOIb30BAHUS CETEBOI BEPCHM CIEAYET yUeCTb,
YTO OH JIOJKEH OBbITh JOCTYIIEH MOJIb30BATEINI0, 101 KOTOPhIM 3amyckaetcs cepep I1I1 «/lenbTay.

«/lodaBaenune ceprupuxaros Kpunrollpo» - HacTpoiika s 106aBiIeHus/3aMeIIeHUS
noanucanToB. Ha ocHoBanuu 3akoHa 63-03 (11.11.17.2,3) 1oBepeHHOE JTUII0 MOXKET MEePEIOBEPUTD
IIpaBoO MOJIHUCH TpeTbeMy Jniy. KonnuecTBo aul nepenoBepus - HEOrpaHu4eHHo. Jlata Havana

nevicrus O3 - 01.09.2023.
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JlobGaBnenue cepTu(pUKATOB OCYIIECTBISETCS 110 HAKATHIO KHOTIKU + B COOTBETCTBHEM C
pucynkom 51.

LoSaanerine ceprwduraTos Kpunrollpo

4

PyxosoawnTens

@ CepTnOnKaT He HCNONLIYETCA

O Pyxosogurens (nuusiniit ceptnduxar) Nonosa [1.A. 0“ @

Cain ceprwdmkara: 1.cer (1)
MYl otcyTCTRYeT

O Pyxosogurens (niuxui coprudueat) Msanos AA. & ﬁ
Dann ceptnduxarta: 1.cer
MY or

YTCTBY

v nagvuid Byxrantep
O Ceprudnrar e ncnons3yerca

O Fraovit Oyxrantep (nrussit coprrduiaTt) Ogusacoany NN, & @
Qaan ceprdurara: 2.cer (1)
MYfl orcyTeTEYeT

@ Fnasssii Oyxrantep (Nuussiit CEPTUEMKAT) KOHCTRHTHHONONBCKMI K. K, & @
@ain cepTndwkaTa: 2.cer

MY oTcyTCTRYeT

Pucynok 51 — Hacrpoiika mis no6asnenus ceprudukatroB Kpunrollpo

Hanee otkpoercs DO «JlobaBneHune cepTUhUKATa» B COOTBETCTBUU C PUCYHKOM 52.
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IlobaBneHue cepTudukarta
Ponk noanucaHTa
®.1.0. nognucaxTa ®
@ Mcnonb3oBaTte NYTU K dainam ceptudukaTos
NuyHbil ceptudukat @

WUcnonb3oBaTh OTNeYaToK cepTudukaTa

dains v nognucu MY @

+ O

MYl oTcyTCcTBYET

Pucynok 52 - D® «JlobaBnenue cepTuduxaTar

B D@ «JlobaBnenue ceptudukatay B COOTBETCTBHH C PUCYHKOM 52 HEOOXOIUMO

BBIIIOJIHUTH CIICAYIOIINC ,Z[eflCTBPISI:
a) BLI6paTI> «Pomb moamnucanTa ¢ IOMOILBIO KHOIMKHM BBITAJAIOIIET0 CIHUCKA

[TonHelil ciucok poseii ykazaH B Tabmune 1;

Tab6nuna 1 — Ponu nmognucanTos

NeNe pouteid, nuist
KOTOPBIX BO3MOKHO
Ne posin MMoanucy ayonupoBaHue
OHOTr'0 M TOIO 3Ke
ceprudukara
1 PykoBosuTens 458,914
2 I'maBHBIN OyxTanTep 6,8,9,14
3 PykoBoauTenb CIy>KOBI BHYTPEHHETO KOHTPOJIS 8,10,11,15
4 3amMecTuTeNnh PyKOBOTUTEIS 1,5,8,9,10,14
5 PykoBonuTens ronoBHONM OpraHU3alul 1,4,8,9,14
6 ['maBHBIN OyxTanTep rOJIOBHOW OpraHU3aINU 2,8,9,14
7 [IpencenaTens coBera TUPEKTOPOB (HAOIIOATEIIHHOTO COBETA) 8
8 JOIKHOCTHOE JIMLIO, YITOJIHOMOYEHHOE OIUCHIBATh OTYET 1-15
9 CotpyaHuky, noanucu KoTopsix ykazansl B KOITuOIT 1,2,4,5,6,8,13,14
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10 PykoBonuTens noapasieneHus 3,4,8,9,11,14,15
11 PykoBoauTeNb CIY>KOBI BHYTPEHHETO ay/IUTa 3,8,10,15
12 KonTponep 8,12,14
13 [IpencenaTens TUKBUAANMOHHON KOMUCCUY (KOHKYPCHBIH

YIIPaBIISIFOLIHHN, TUKBHIATOP) 8,9,14
14 Cocrasutens otdeta (¢.0409207) 1-15
15 PykoBoauTeINb CITY)KOBI YIIPABICHUS PUCKAMU 3,8,10,11

6) BBectu BpyuHyro «®.M.O.» (mpu oTOOpakeHMHM B MOJpa3fesiax MPOMUCHIBAIOTCS

(bamMuIMs ¥ COKpallleHHble HHUINAIIBI);

B) BBIOpaTh Croco0O /100aBieHHs cepTU(]HKaTa ¢ TMOMOIIBI0 KHOIKH ©® 3arpy3uTh
JIMYHBIH cepTH(HUKAT OJHUM M3 HPEIOKEHHBIX Coco00BL:

1) «Mcnonb30oBaTh MyTH K (aitiam cepTHPUKATOB» - YKa3bIBACTCS MYTh K JTUYHOMY
ceptudukary;
2) «Mcnonp30BaTh OTIEYATOK CepTH(UKATA» - YKA3bIBACTCS 3HAYCHHE OTIICYATKA.
Jy6nupoBaHue cepTU(PHUKATOB BO3MOXHO TOJBKO B OINpeneieHHbIX poJisix. [loyHbit
CIIMCOK POJIei, B KOTOPBIX MOKET AyOIMPOBATHCS OJIUH U TOT XKe cepTU(PUKAT, yKazaH
B Ta0mie 1;

r) 3arpy3uth «@Painel u noanmucu MYJl» ¢ momomipio kHOTKH «JloGaButh MUY/l n

moanuce MUY JI» | . Otkpoercss DD «MammHounuTaeMasi JOBEPEHHOCTh» B COOTBETCTBUU C

pUCYHKOM 53;
MallnHo4YnuTaemMas OOBEepPeHHOCTb
®aitn MYO®

Moonucs MYO ®

Pucynok 53 — D@ «MamuHoynTaeMas JOBEPEHHOCTH

n1) B D@ «MammHouuTaemas J10BepeHHOCTb» 3arpy3uth «®ain MUJ» un «Iloanuce

MI’IZ[» UL XpaHCHUA U TTOCIICAYIOHUICTO UCIIOJIb30BaAHHUA C IIOMOIIBIO KHOTIKN ;

! [Tpn BeIOOpE BapuaHTa «VIcnonp30BaTh MyTH K (ainam cepTH(GUKATOB» TMIHBINA cepTH(HKAT 3arpyxaercs
B B/l O6Gonoukn «Pabouee mecro», a mpu BeiOope «Mcrmomb3oBate oTmedaTok ceprudukara» (ain JTudaHOrO
ceptudukara Oepercs Hampsmylo u3 KouTelHepa Kpumnrollpo ¢ stuM ceprudukarom (oOpamieHHe K HEMY
MPOUCXOIUT ¢ omomipto yTruThl CryptCP) u B moie BBOIA MPONKCHIBAETCS TONBKO MYTh K 9TOMY KOHTEHHEDY.
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e) B OO «MammHOUYMTaeMas JOBEPEHHOCThY HOcie 3arpy3ku (aitna u nmoanucu MY/

AOBABUTL
Ha)kaTh Ha KHOIIKY B COOTBETCTBHUU C PUCYHKOM 54.

MawunHoyMTaeMan JoOBepPeHHOCTb

®apn MYO @ DOVER_CBR_7702255555_20230% & @8 Tb

| BHIEPATL
Moanvcs MUA () ~ DOVER_CBR_7702255555_20230¢
——

Pucynox 54 — D@ «MammHounTaeMast JOBEPEHHOCTHY C 3arpy’KEHHBIMU (aitiaMu 1
noanucsimMu MYJ]
[Ipu BwIOOpE daiina MYJ] oToOpaxaroTcs TOJIBKO Gaiiibl ¢ pacmupeHueM «.xmlby, mpu
BbIOODE aiina moamucu kK MYJI oToOpakaroTcst TOIBKO (ailiibl ¢ paciupeHueM «.Sig»;

xk) B OO «/loGaBnenue ceptrdukaray COOTBETCTBUU C PUCYHKOM 55 HaXKaTh Ha KHOTIKY

CO3AATH

ﬂOGBBﬂeHMe cemepMKaTa
Ponk noanucasita | MasHeh Gyxrantep
@.1.0, noanucanTa (D  VisaHoe U.U.
@ VICNONLI0EATL MYTH K PERNAM CERTHDHRATOS
Maunsif ceprguxat (@ | CACER\Namel.cer

\J WCnons3osars OTNeYaToK CepTHPUKaTH

@afnst  nofnnen MY G
O+ &

(i ®ain M40: DOVER_CBR_7702255555_20230522_1.xml 0 ﬁ
< Noanwvce MMA: DOVER_CBR_7702255555_20230522_1.xm...

() ©aitn MUA: DOVER_CBR_7702255555_20230522_2.xm! & @
) Mopnues MY DOVER_CBR_7702255555_20230522_2.xm...
(™) ®ain MYL: DOVER_CBR_7702255555_20230522_3.xmt 0 ﬁ
—! Moanucs MY DOVER_CBR_7702255555_20230522_3.xm...

Pucynox 55 — D@ «/loGaBnenue ceptudukaray ¢ 3a10JHEHHBIMU TapaMeTpamMu

Ne poJieit, a1t KOTOPBIX
Ne posin Moanucy p da P
BO3MOKHO 1y0/1HMpOBaHHe
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OTHOTO M TOTO Ke
ceprudukara
1 PykoBomuTens 4,5,8,9,14
2 ['maBHBIN Oyxrantep 6,8,9,14
3 PykoBoauTENb CITY)KOBI BHYTPEHHET'0 KOHTPOJIS 8,10,11,15
4 3aMeCTUTENb PYKOBOIUTEIS 1,5,8,9,10,14
5 PykoBonuTenb ro1oBHON OpraHU3aIliul 1,4,8,9,14
6 ['maBHBIN OyXTanTep roJIOBHOW OpraHW3aIMd 2,8,9,14
7 [IpencenaTens coBeTa IUPEKTOPOB (HAOIIIOATEIIFHOTO COBETA) 8
8 JOmKHOCTHOE JIMIIO, YITOJHOMOYEHHOE OITUCHIBATh OTYET 1-15
9 CotpyaHukH, noanucy KoTopsix ykazansl B KOOIl 1,2,4,5,6,8,13,14
10 PykoBoauTeNb oapasaecHus 3,4,8,9,11,14,15
11 PykoBoauTENh CTY>KOBI BHYTPEHHET O ay/INTa 3,8,10,15
12 Kontponep 8,12,14
13 [pencenaTens TUKBUAANMOHHON KOMHCCUH (KOHKYPCHBIH
YIPaBIISIFOLIHUHN, TUKBHIATOD) 8,9,14
14 Cocrasutenb otdeta (¢.0409207) 1-15
15 PykoBomuTens ciryxObl yIpaBJIeHHs PUCKAMU 3,8,10,11

B coorBerctBUM ¢ pHCYHKOM 55 KHOIKa § MO3BOJISIET  OTPENaKTUPOBATh

CYIIECTBYIOIIYIO 3alUCh B CIIy4ae, €CJIM MPUKPEIUICHBI HeBepHBIC (aiinbl. [[ns ynanenus omaHon

OTIpEe/IeNIEHHOM 3aliCH MOKHO BOCIIOJIb30BAThCSA KHOMKON cnpaBaﬁ’.

[Tocne cozmanus cepruduxarta B pasnene «JlodaBmenue ceptudukaroB Kpunrollpo» B
COOTBETCTBUE C PUCYHKOM 51 co3pmaercss mojpaszzien ¢ Ha3BaHUEM TOW POJH, Ui KOTOPOM
noOaBieH cepTu(UKAT. AHAJIOTHYHBIE POJIM TPYNNHUPYIOTCS B OAMH moApasnen. B pasnene
«/lo6aBnenne ceprudukaroB  Kpunrollpo»  aBTOMaTWyeckn  TOSBISIETCS — MOApPA3aAei
«PykoBogutens». B moapaznene «PykoBoauTenb» MOSBISIOTCS cpa3y JBE 3alUCH — IepBas
«CepTu(uKaT He MCHOIb3YeTCsS» U BTOpas - ¢ TeM cepTU(HKATOM, KOTOpbIi nobasnen’. IIpu
no0aBJICHUH JIPYTUX CepTU(DUKATOB ¢ PoJibio «PykoBoauTeNb» B AajbHEHIIEM OHH J100aBIsAIOTCS

B YK€ CO3I[8.HHBII>1 pa3acit B COOTBETCTBUHU C PUCYHKOM 51.

B cootBercTBUM C PUCYHKOM 51 B nmoapasaciax ¢ IOMOIIbIO KHOIIKH @ €CThb

BO3MOKHOCTb IICPCKIIIOYCHHUA MCKAY CepTI/IQ)I/IKaTaMI/I. Ecan HO,HHHCGﬁ HCECKOJIBKO, TO

I/IH(bOpMaI_II/Iﬂ 6epeTc;1 O TOM JIMOEC, KOTOPOC AKTHBHPOBAHO C IMOMOIIbIO KHOIIKH @ Mo>xHO
BLI6paTL OJIHY 3aMCHIAIOIIYHO IIOAINUCH 3a POJIb PYKOBOAUTCIIA, OJHY 3a POJIb TJIABHOTIO

Oyxranrepa u T.1.

Crpoka ¢ KHOIIKOH ® «CepTHu(UKaT HE UCHOJB3YETCS» B COOTBETCTBUU C PUCYHKOM 51
Heo0XxoAuMa Ui TOTo, 4TOOBI ObljIa BO3MOKHOCTb XpPaHUTh CEPTU(HKATHI 03 UX UCIIOIb30BaHHUS,
a Takxke JUId yAaJeHUus nocienHell (eIMHCTBeHHOM) 3anucu ceptudukara. Eciu HeT HM oHOTO

cepTuduUKaTa WK yAaIsSeTCs MOCIeHNUN (€IMHCTBEHHBIH), TO CTPOKA TOXKE UCUE3aeT.

! Ecm JJIA KaKOM-TO poin CGpTI/I(bI/IKaTI)I HC CO3/1aBaJIUCh, TO U MOApa3acyia TAaKOro He 6yﬂeT
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B cootBerctBUM ¢ pucyHKOM 51 1o KHoOmke y IIPOUCXOJUT PENAKTUPOBAHUE YKE

CO3/IaHHOH 3aITUCH O cepTU(UKATE, 10 KHOTIKE ﬁ IIPOUCXOJUT yIAJIIEHUE YK€ CO3/IaHHOM 3aIIucu
o ceprudukare. [Ipu NOMBITKE yaaaeHUs aKTHBHOM 3aITUCH 0TOOPa3UTCst cOOOIICHHE: «Y TalleHne
HeBO3MOKHO! CepTu(uKaT UCTIOIB3YETCsl B IAHHBIA MOMEHT. ).

Hossrit pasmen «/lobGaBnenue ceprudukaroB Kpuntollpo» Bo Bkiamke «Hactpoiiku
MIPUIIOKEHHS» TECHO CBsi3aH ¢ pazzaenoM «Ceprudukarsl Kpunrollpo» Bo Bkianke «Hactpoiikax
KaHaJIOB CBSI3W» (JIMUHBIE HACTPOMKHU Ka)xaoro mnoib3oBaTens). Ecou B pa3nene «CepTudukaTsl
Kpuntollpo» ecTs naHHBIE, TO CUCTEMA IO YMOJIYAHUIO UCTONb3yeT ux. Ecnu B «CepTudukarsl
Kpunrollpo» nanHble OTCYTCTBYIOT, TO cucTeMa OepeT JaHHbIE U3 HOBOTO pasnena «Jlobasienue
ceptudukaroB Kpuntollpo».

Haunnass ¢ Bepcum 3.9 peanuzoBaH (QyHKUIMOHAJI 3aMEIIEHUs MOJINUCAHTOB IHpHU
¢dbopmupoBanuu ynakoku B popmare TA JIK. BapuanTsl (cxembl) noanucanus GopM yka3zaHbl B

Tabnuie 2.

Tabnuma 2 — BapuaaTsl (cxembl) ioanucanust Gopm

Ne Ne posiM OANMCAHTA U3
BAPHAHTA BapuanTsl (cxeMbl) nognucaHusi Gpopm
Ta0aunbI 1
(cxeMblI)

1 PykoBoaurens u ['1aBHbIi Oyxranrep 2ul

2 PykoBoauTens 1

3 JIOIKHOCTHOE JINIO, YIIOJTHOMOYEHHOE IONNCHIBATh OTYET 8

4 PykoBoauTens (3aMecTUTENb PYKOBOIUTES) 1wm 4

5 [IpencenaTens TUKBUAALMOHHON KOMHCCUH (KOHKYPCHBIH 13
YIPaBIISIONIHH, THKBHIATOD)

6 Pykosoautenn u Kontponep” 12ul

7 PykoBonuTens ronoBHOW KpEAUTHON OpraHu3alyy U I maBHbINA 6ub
OyxranTep TOJOBHOIN KPEAUTHOW OpraHU3aINN

8 [pexncenaTens coBeTa AUPEKTOPOB (HAOIIOJATEIILHOTO COBETA) 7 v 8
KPEAUTHOU OpraHn3aluy (HHOE YIOIHOMOYEHHOE COOTBETCTBYIOIIUM
OpraHOM yIpaBJIeHUs KPEIUTHOH OpraHU3aliH JIUIO)

9 JIuno, ocymecTristoniee pyHKIUI eTUHOINIHOTO UCIIOIHUTEIBHOTO 1 vu 4 wm 9
OpraHa WM ero 3aMeCTHTeNb, WM MHBIE COTPYIHUKH, HOIIHCH KOTOPBIX
ykazausl B KOITuOI1

10 PykoBOIUTEH TOJIOBHOM KPEIUTHOMN OpraHu3aiy (KpeaunTHON (2ul) wmm (6 ub)
opranuzanyn) u [ maBHBIN OyXTanTep roJOBHON KPEIUTHOM
opraHu3ayy (KpeIuTHOW OPTaHU3aIIH)

11 PykxoBoaurens u PykoBogurens HO)JpasﬂeneHH;I* 10ul

12 PykoBoauTenb U PykoBOAUTENb C1yKObl BHYTPEHHETO ayIUTa 11ul

13 PykoBoauTesb U PykoBoauTENb CIyKObl BHYTPEHHETO KOHTPOJIS 3ul

14 Cocrasutens ordeta (¢.0409207) 14

15 3amecTUTeNnb MpeaceaaTess MpaBiIeHus (WICH MPaBICHUS, KyPHP yFOIIIA 15u4d
ciryx0y ynpaBieHHs: puckaMn) 1 PyKkoBosuTens CiryObl ynpaBieHHs
pucKaMu”

*[lomyckaercst moamucanue Toiabko YKOIT «PykoBoanTemns».

«ITamn BpEeMEHU» — JII aKTUBalMU MOITaMIla BPEMCHU

«HMcrnoap30BaTh MITAMII BPCMCHU» HAXKATh HA KHOIIKY

HEeoOXOOMMO B II0JIE

(nnst 1eaKTUBUPOBALUU - ‘-J) B
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COOTBETCTBUH C PUCYHKOM 56. 3areM HE0OXOIMMO BBECTH aJpec JJIs MOIKIIOYCHHS K cIyx0e
IITAMIIOB BPEMEHH, 3alOJHUB TOJe «AJpec CIyKObl IITaMIIOB BpeMEHH» B (opmaTe:
<mpoToKoI>://<cepBep>[:mopt][/myTH].
Wramn epemMenn

7] . ITh WTaM DEMEHN

Pucynox 56 — Hacrpoiika mtamma BpeMeH!
Ecimu onnus «Vcnonp30Bate mramMn BpeMEHW» aKTHUBHPOBAHA, a MOJIE «AIPEC CIyKObI

LITAMIIOB BPEMEHM» HE 3aMOJHEHO — 0 YMOJIYaHHWIO MCHOJb3YETCs aJpec CIY:KObl HITaMIIOB
Bpemenu st Kpunrollpo DIIIT Browser Plug-in: http://tspl.ca.cbr.ru:10001/tsp/tsp.srf.

Jst Kpunrollpo DIIT Browser Plug-in B mone «Anpec Ciy>kObl IITaMIIOB BPEMEHU»
HE0OX0IMMO YKa3aTh OJMH U3 aJIpeCOB CIYKObI IITAMIIOB BPEMEHH, ITPE/ICTABICHHBIX HUXKE!

1) http://tspl.ca.cbr.ru:10001/tsp/tsp.srf;

2) http://tsp2.ca.cbr.ru:10002/tsp/tsp.srf.

[Ipn BKJIIOYEHMM ONIMM LITaMIa BPEMEHU TNOAMHCAHHE OYIEeT OCYIIECTBIATHCA CO
IITAaMIIOM BPEMEHU Kak B ruiaruHe, Tak u Ha cepsepe [1I1 «Jlenbra». Jns paboThl co mraMmnoM
BPEMEHH Ha CepBEpE HY)KHO YCTaHOBUTH O0mOMmoTeKky cades s Kpunrollpo (nHade Bo3HHKaET
ommuOKa 3arpy3ku ouonuoreku cades). st paboThl cryptcp ¢ 6mbmmoTekamu cades HE0OOX0AMMO
yctanoButh  Kpunrollpo  OIII  Runtime  (cCchUlIKM ~ JOCTYIHBI ~ Ha  CTpaHHMIIE

http://www.cryptopro.ru/downloads):

a) x32 https://cryptopro.ru/sites/default/files/products/cades/current_release_2_ 0/cades-

win32.msi;

0) x64 https://cryptopro.ru/sites/default/files/products/cades/current_release 2 0/cades-

X64.msi.

Hepen HCIIOJIb30BAHHUECM OIIIUHK HITaMIla BPEMCHU JIA BBIIIOJIHCHHA BCCX H606X0,I[I/IMBIX
HACTPOCK CIICAYCT O3HAKOMUTHCS C JOKYMCHTOM <<I/IHCTPYKI_II/I}I 0 AJOCTYyIY K CE€pBHUCaAaM CJ'Iy>K6BI
MCTOK OOBCPCHHOI'O BPEMCHUN», PA3MCIICHHLIM B JIMYHOM Ka6I/IHeTe yI/IO YAOCTOBCPAIOLICTO

'S

instructions_accessi

ttss.pdf
ueHtpa banka Poccum. ng_tiss.p

«HacTtpoiiku nocryna pacmupenuit Kk CYB/I» — HacTpoiiku napamerpos goctyna K b/1

Pacmmpenuii 3anonHseTcs npu He00XoAMMOCTH 1o KHomke «J{o6aButh HacTpoiiku CYB» | B

COOTBETCTBUH C PUCYHKOM 57,


http://tsp1.ca.cbr.ru:10001/tsp/tsp.srf
http://tsp1.ca.cbr.ru:10001/tsp/tsp.srf
http://tsp2.ca.cbr.ru:10002/tsp/tsp.srf
http://www.cryptopro.ru/downloads
https://cryptopro.ru/sites/default/files/products/cades/current_release_2_0/cades-win32.msi
https://cryptopro.ru/sites/default/files/products/cades/current_release_2_0/cades-win32.msi
https://cryptopro.ru/sites/default/files/products/cades/current_release_2_0/cades-x64.msi
https://cryptopro.ru/sites/default/files/products/cades/current_release_2_0/cades-x64.msi
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HacTpoiku gocTyna pacluMpedHuii K CYBL

_I_

Pucynok 57 — Hacrpoiiku nocryna pacmupenuit k CYB/]

«ABTOMaTHYecKkoe moaydeHue IC» - HEOOXOOUMO OMNPEACIUTh MEPUOJIUYHOCTH
nosrydeHust OC OTAENBHO M0 KaKJOMY KaHAITy CBSI3H B COOTBETCTBHHU C PUCYHKOM 58:

a)  «U3 nuyHOTO KaOMHETaY,

0) «"3 CBK»;

B)  «U3 kartanoray;

ABTOMaTHUYeCKoe nonyyexue 3C
W32 nuuHoro KabuHeta | HuWkorga
W3 CBK | Hukorga
Wz katancra | Hukorga

Pucynok 58 — CoctaB HacTpoek aBToMaTudeckoro moixydeHus: JC 1o KaHajaM CBS3U

«IlapameTpbl NOAK/IIYEHUS] K TOYTOBOMY cepBepy» — HEOOXOIMMO 3aloJHHUTH
ClIeyIolKe TapaMeTpbl B COOTBETCTBUU C PUCYHKOM 59:

a)  «/Mms nomp3oBaTensy,

0) «lIlapomby;

B)  «AJpec OTIpaBUTENNY;

r)  «Cnucok nomyuareneit (pasaenuTens «»h)»;

n)  «llogkmrouenue mo mporokory SSLy;

e) «Anpec SMTP cepsepar;

k) «Iloptr SMTP cepBepar;

n)  «lIpoTokon BXOISIIEH MOYTHI;

K)  «AJpec cepBepa BXOAAIIEH MOUYTHIY;

n)  «llopT cepBepa BXxoAsIIel TOYTHI»;

M) «Ynanenue nucem ¢ IC».

! OTHpaBKa TK Bo3MOXHA Ha HECKOJIBKO IOYTOBBIX aJIpecaToOB C MOMOIIBIO PA3ACIIUTEIIA ;>
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MapaMeTphl MOAKMIYEHHA K NOYTOBOMY CEPEEDY

MMA Nonk308aTEnA

MNapone

Afpec oTNpaEuTENs

CNMCoK NoMyJYaTensi (PasnennTent «s)

NopxnioyeHye no npoTokony SSL | Her

Appec SMTP cepeepa

MNopt SMTP cepeepa

MpOTOKCN EXOOALLEA NOUTEI

Afpec CepEepa EXOOALLEA NOUTE

NopT cepeepa EXOQAWEN NoUTEl

YoaneHuwe nucem c IC (T | He yOanATh

Pucynok 59 — CoctaB HacTpoek mapaMeTpoB MOJKIIOUYEHUS K TIOUTOBOMY CEPBEPY

«KartaJyioru a9 npuemMa M nepeaaqyu AaHHBIX» - HEOOXOAUMO 3aNOJHUTH CJEIYIOIINE
napaMeTpsl B COOTBETCTBUU C pUCYHKOM 60:

a)  «Jlupexropus ormpaBku ICy;

0) «Jdupexropus npuema ICx»;

B) «YnaneHue ¢haijioB KBUTAHIIUH TIOCIIC 3arPY3KH».

KaTanoru ona npuemMa u nepefayn AaHHLIX
AWpeKTopHa oTNpaskK 3C
OvpexTopwna npuema 3C

YaaneHue Hainos KBUTaHLWI Nocne 3arpyskK | He ypansats

PI/ICYHOK 60 — CocraB HACTPOCK KaTaJjiora urd MprueMa U nepeaain JaHHBIX

«XpaHeHne JAHHBIX» — B II0JIC «Z[I/IpeKTOpI/IH XpaHCHHUA 110 YMOJYAHUTO» BBCCTH IIYTh K

JMPEKTOPUH YITAKOBOK M KBUTAHILIUI B COOTBETCTBUU C PUCYHKOM 61.

XPaHeHne [aHHMX

JIMPEXTOPAA XPEHEHMA N0 YMOTTHaH MO CAUsers\ \Jdelta

Pucynox 61 — Hactpoiika TupekTopuu XpaHeHHs! JaHHBIX
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«O0mue cnpaBounnkn ceprupukaroB CKAJl Curnarypa» — HaCTpONKU TUPEKTOPUI
cepruduraroB CKAJl «Curnatypbi» 11 aBTOMaTHUECKOTO IpueMa kBuTanuuii uepes CBK.

Jnist HacTpoiiku moJib3oBaTenb co3faeT npoduis B IIK «CnpaBoyHUK CepTHHHUKATOBY,

Ha)XKaB Ha KHOMIKY «/[00aBUTH» B COOTBETCTBUM C PUCYHKOM 62.

®ann  CnpaBoYHWK cepTudukaToe Hacrpouku Cepeuc [Mpodpuan Bug 7

wae B AT s ©

g Mpodune_1 - » ' @ a
CnpasouHuk cepTudnkaTos |
£V MepconansHeiil cnpaeouHuK cepTudukaTos
»eiu JNokanbHeil CNpaBoYHWK CepTdUKATOB

.4 Ceresble cnpasouHMKy CepTUGNKATOR
CKAZ Curnatypa (x64) - Beibepute npoduns X
& Wma npodmns: | Mpodmns_1 Bt
goﬁasvrrb YaanuTe WsMeHnTb [E OTMeHa

<

loToB0 [ B |['5 vions 2022 1. 08:]
Pucynok 62 — Coznanue npoduis B [IK «CripaBoyHuK cepTr)HUKATOB)»

@ailsibl CipaBOYHUKOB HACTPAUBAIOTCS OJHUM U3 JOCTYIHBIX CIIOCOOOB: (hailioBbIii, Oaza
JAHHBIX, CHCTEMHBIN B COOTBETCTBUU C pUCYHKaMHU 63, 64.

N
B an LR

Jobaenenune npoduna

X
Wma npoduna:
| Npodwns_1|

Katanor npopuns:

[ C:\Users\ AppData\Roaming \MDPRET \scs\rect

Co3aaTb noaxkaTanor ¢ uMexseM npoduna

[ox ][ omee

Pucynox 63 — 9@ «/loGaBnenue npoduisy». Hactpoiika ¢anos cripaBOUYHUKOB
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Jobaenenue npodpunsa X

WMs npodmns:
l Mpodumns_1

Tun cnpasoYHuKa
(® daiinoswit (GDBM) (O baza aaHsix (ODBC) O Cucremnbiit (Windows)
MepcoHanbHbLI CNPaBoOYHMK:
l pse://signed/C:\Users\ AppData\Roaming\MDPREI \scs\rectlipodmns_1Yocal.pse | VsMeHUTD

NoKanbHbI CNPABOYHMK:
[ file://C: \Users\ AppData\Roaming\MDPREI \scs\rect poduns_1Yocal.gdbm ] ey

CeTeBbie CNPaBOYHNKK:

Dobasuts
Yaanuts

VizMenuTs

[ox ][ omea

Pucynok 64 — D® «Jlobasnenue npoduiis». [lepcoHaTbHBINA CLIPABOYHUK

Hanee B I1I1 JlenpTa B COOTBETCTBUU C PUCYHKOM 65 B HACTpOWKaxX OOIIUX CIIPABOYHHKOB
ceprudpukaroB CKAJl Curnarypa ykaspIBaeTcsi TOXE camMoe UM Npoduis, 4To U B
[IK «CripaBoYHHK cepTHOHKATOB» .

IIpn Hactpoiike oOmux copaBounukoB ceptudukaroB CKAJ[ Curnarypa s
ABTOMAaTHYECKOTO IpHUeMa KBHUTAHIMK u oTnpaBku TK B COOTBETCTBMHM C pHUCYHKOM 65
HE0OX0IMMO 3aMOJIHUTh CIECAYIOIIHNE MMOJIS:

a) «Mmsa npoduisa» - ums npoduiis, npeasaputenbHo co3ganHoro B [IK «CnpaBounuk
cepTu(UKaToBy;

0) «CepTHduKaThI MONIy4aTeNe — BEIOOP U3 BHIMAAAIONIETO CIUCKA.

HpOBepKa AOCTYIIHOCTH CepTI/ICpI/IKaTOB OCYHICCTBIIACTCA IIPU AKTUBU3AHUU KHOIIKU

NMPOBEPHUTDL

B COOTBETCTBUM C PUCYHKOM 65.

! [Ipn BbBOBe (yHKIMH mudpoBanus obOpalieHHe K CIPaBOYHHKAM MPOUCXOAMT MO MMEHH NPOQIIIL
(Ipoduis MK «Copasounuk cepruduxarosy. He myrats ¢ npodunem IIIT «/lenbray)
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O6wKre cnpaso4vHKUKK cepTudmnkatoe CKAL CurHatypa

Wma npodwuna | Piter

CepTudukaTtel NonyyaTenen CN=44000000,0U=C0I,0=CBRF,L=PTKPSD,ST=40,C=RU

NPOBEPUTb

Pucynox 65 — Hacrpoiika o6uux ciipaBounnkoB ceptudukaroB CKAJl «Curnatypay
«Hacrtpoiiku TpancnopTHoro kousepra (TK)» — 3anonnHsrorces ciieayromue noJs:

a) «Per. HOMEp oOTHpaBUTENs» — TNPUMEHSETCS W3 HacTpoek mnpodunsa. Eciu B
HAcTpoMKax Mpo¢uisl MoJjie He 3alO0JIHEHO, TO 3allOJIHAEM B CHUCTEMHBIX HacTpoilkax. Eciou B
CUCTEMHBIX HAcTpOIKax MoJjie He 3al0JIHEHO, TO PUMEHSEM per. HoMep OTIpaBuTeNs u3 ¢aitia
OTYeTa;

06) «llomyyarens» — npuMeHsieTcs U3 HacTpoek npoduis. Eciu B HacTpoiikax npoduiis
II0JIE HE 3aIl0JIHEHO, TO 3aIOJIHSIEM B CHUCTEMHBIX HAcCTpOWKax. B CHCTEMHBIX HacTpoHKax
3HAYEHMs JAHHOTO TIOJISI HEJIb3sl yOpaTh, ycTaHaBiuBaeTcs 3HaueHue TY.45 umu HUT.39. [Ipu
nepBom 3amycke [T «/lenpTa» B CHCTEMHBIX HACTPOUMKAX M0 YMOJIYAHHUIO YCTAHOBJICHO 3HAYCHUE

TVY.45. 3nauenue arpubyra «llomyuarens» TK He 3aBucHT oT 3amosHeHus moJisi «Per. Homep

OTIPABUTEIIS;
Hac Tlfl*.'hl;ik'.lr‘l TpaHCNoOpTHOro KoHeepTa (1 K)
Per. HoMep oTnpaeuTena ()
Nonyuartens (&
PaamMep Toma | 15
Pucynok 66 — Hactpoiiku TpancroptHoro konsepta (TK)
B) «Pa3Mep ToMa» — Cc MOMOIIbIO KHOTKH BBITIAJAIONIETO CIHUCKA HE00X0 MO

BBIOpATh TOCTYNHBIN pa3mep ynakoBouHoro ¢opmara TK. JloctynHel 3Hauenus ot 15 no 100 M6.

Jlia apromatudeckoro nonydeHus OC uepes JIK YO BIT EIIBB u CBK ucnons3yrorcs
HacTpoWkH, 06aBIeHHbIE B pa3nene «HacTtpoiiku nmpunosxxeHust — CUCTEMHBIEY.

IIpy 3amonHEHHBIX CHCTEMHBIX HacTpoikax «llapaMeTpbl NMOAKIIOUEHUS K JUYHOMY
KabuHeTy», «[lapamMeTpbl MOJKIIOUEHHS K TOYTOBOMY CEPBEPY» U «ABTOMATUYECKOE MOJTyYeHHE
OC» (yHKIM 3amycKaeTcss Ha cepBepe aBTOMATUYECKH HE3aBUCHMO OT JISHCTBUI MOJIb30BATEIS.

«ITapameTpbl noakjroveHust K yaanenHomy aaantepy CK3M» — Heobxomumo B

COOTBETCTBUH C PUCYHKOM 67 akTuBupoBaTh noiie «Vcnonp3oBare yaaneHusiit anantep CK31»,
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nanee BBectu [P-aapec cepepa, Ha kotopom 3anymieH Axantep CK3U u nopt, KOTOphIil OH

3aHUMAcT.

MapaMeTpsl NOAKNIOYEHWA K yaaneHHoMy aganTtepy CK3U

Mcrnonb3oBaTs yaanesHwi agantep CK3U @

D))

IP agpec(2)

Nopr®
NMPOBEPUTbH

Pucynok 67 —ITapamerps! oakimoueHue K yaaneHaomy aganrepy CK3U

«HeHTp OOHOBJICHMIT» — 3aITOJIHIETCS TI0JIE «A,upec OCHTpa oOHOBIIEHUID) - aapec i
IMPOBCPKU HAJTUYIUSA OOHOBJIEHUHA B COOTBETCTBUU C PUCYHKOM 68
LleHTp obHoBNEHWIA

Appec LeHTpa obHoBReHWA | https://portalS.cbrru/documents/delta/

Pucynoxk 68 — [Tapametp «llenTp 0OHOBIECHUIN
«Teker okHa Gpay3epa» — 1oJie Uil BBOAA NMPOU3BOJILHOTO HAUMEHOBAHUS 3aroJIOBKa

OKHa Opay3epa B COOTBETCTBUHU C PUCYHKOM 69;

TekcT okHa Bpaysepa

* HammeHoBaHue | [ensTa

Pucynok 69 — [Tapamerp «Tekct okHa Opay3epa

«IIBeToBasi cxema wuHTepdeiicam» — mone g BeIOOpa 1BeTa uHTEpdeiica B
cooTBeTcTBUU ¢ pucyHkoM /0. «[IpombliiieHHas Bepcus» — cTaHIapTHas [IBETOBAs MAIUTPa MO

ymomuanuto IIIT «Jlenptay, «TectoBas Bepcusi» — uHTEpdeic, Iie CTpoKa MEHI0, MaHelb
WHCTPYMEHTOB U CTPOKA COCTOSHUS OKPAIICHBI B CEPHIii 1IBET.

LiseToBas cxeMa uHTepdenca
@ MpoMbllineHHas Bepcus
O TecToBan Bepcua

Pucynox 70 — ITapamerp «LIBeToBas cxema nunrtepdeiica»
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3.9.2 O6ume HacTpoOHKH
Hoctyn x ob6mum Hactpoiikam III1 «JlenbTa» oOCymIeCTBIAETCS NpPU OJHOKPATHOM

0
=

Mpoduni

Haxxatuu JIKM Ha nukrorpammy MEHIO «YIIpaBieHuey, nanee — Bkiuaaka «Hactpoliku
MIPUJIOKEHUSD B COOTBETCTBUHM ¢ pucyHKoM /1. Ha Bkiaake «HacTpoiiku mpuioxeHus» BoIOpaTh

«O6mmey. JlocTyn k mapameTrpaM 0OINX HACTPOEK OCYIIECTBISETCS ¢ TOMOIIBIO BBINAIAIOIIETO

CIIMCKa
adm|n \V HacTpofiku nprnoxesnn HACTPORKK waKanos consn HacTpoitkn Pacunpenns
® CHCTEMHEE
e~
O0wme
.(E_VU
- @ cows 3
"
E]
+. ——
-0t 3

Pucynok 71 — CoctaB 00X HACTPOEK MPUITOKEHUS

B cocraB O6I_HI/IX HAaCcTpOCK B COOTBETCTBHHM C PHCYHKOM 71 BXOIAT CJIICAYIOINHNEC

napamMeTphbl:

a) «CoxpaHSTh II0JIb30BATEIILCKUE (QHIBTPB» — COXPaHCHHE MOJIb30BATEIBCKUX
(bUIBTPOB;

0) «CoxpaHsTh TOJIb30BATEIBCKUE pPAa3MEPbl JIIEMEHTOB TaONHI» — COXpaHEHUE

IIOJIb30BATCIIbCKUX PA3SMCPOB 3JICMCHTOB Ta6J'II/II_I.

HaCTpOﬁKa mapaMeTpoB OCYHICCTBIIACTCA HYTGM U3MCHCHHSA KHOIIKM aKTHUBallUK /
(@] JIeaKTUBaIHU.
3.10 Ynpasienue npodpuiamu
I[OCTYH K (byHKI.[PIPI YIIpaBJICHUA HpO(l)I/IJ'IHMI/I OCYIICCTBJIACTCA IIpU OJHOKPATHOM
On
(=

Mpodunu o
HaXaTuunu .HKM Ha ITHUKTOT paMMy MCHIO «anaBnem/Ie». OTKpOCTCH B(I) HaCTpOI/IKI/I

HpO(bI/IJBI MOJIb30BAaTCJIsI B COOTBECTCTBHUU C PUCYHKOM 72.
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Pucynox 72 — D@ HacTpoWKu PO QHIIs TIOTH30BATEIS
B neBoit wactu D pacnosiokeHO TEKCTOBOE 3HAYEHHE HAUMEHOBAHUS MpOQWIIs, Moja
MUKTOTpaMMy v

KOTOPBIM TMpOou3BOAUTCS Tekymuii ceanc pabotsl ¢ Il «/lempran. Ilpu Hakatmu JIKM Ha
0TOOpa3uTCS BBIMAIAIOIINA  CIHCOK,

JIOCTYITHBIX TOJIE30BATEN0, THO0 COOOIeHne 00 OTCYTCTBUM IPYTUX JTOCTYITHBIX MPOduIIei.
Huxe pacnosioskeH psii TUKTOrpaMM:

@
a) -—

coJiep KAl MMeHa TPOoQUIIeH,

5 @I

ABTOMATHYCCKU IIPU CETEBOM PEXKHUME pa60T1>11;

- i1 BBOAA HMMCEHU II0JIb30BaTCIIsA. 3anoHseTcs
ABTOMATHYCCKU IIPU CETEBOM PEXKHUME pa6OTI>IZ;

I AJI1 BBOJA ajapeca 3H€KTpOHHOﬁ MOYTHI. 3aIT0JIHACTCS

- JJIs1 BBOJA 3HAUYCHUA Teﬂe(bOHa;
1)

- 1JIs1 BBOJAA 3HAYCHMUA Cpaxca;

- 1JIs1 BBOJdA JOJIXKHOCTH I1OJIB30BAaTCIIA,

- AJI1 BBOJIa KPATKOT'O OIMMCAHUSA HpO(I)I/IJ'ISI.
[[anee pacnoyiararoTCsa NMKTOrpaMMbl YIIPABJICHUA HpO(bI/IJIeMI
+0
[
a)

il

6)

- «Co3naTh HOBBIH IPOQPHUIIBY;

o - «Y 1anuTh TeKyIUd npoQuib»;

! [Ipu nepBr4HOM co31aHKUU PO U JaHHBINA aTpUOYT Niepeaaercs u3 ceppuca ayreHdukaunn OAuth 2.0.

[pu nepBr4HOM co31aHKUU PO U JaHHBINA aTpUOYT Niepeaaercs u3 ceppuca ayreHdukaunn OAuth 2.0.
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B) - «MMIOpPT B TEKyIUH IPOQHIIL;
r) ' - «OKcHnopT TeKymero npohuis»;
1) - COXpaHCHHE U3MCHCHHIA,
e) e - OTMEHA U3MEHEHU.

+0
iy
[To naxaruto JIKM no nukrorpamme «Co3aaTts npoduiny» MPOUCXOJUT BbI30B DD

«Co3zmanne npoduis HaCTPOEK» B COOTBETCTBUU C PUCYHKOM 73.

Co3paHue npodunsa HacTpoek

ViMs npoduna

BeOWTe Ha3saHue Npoduns

=11 3 U

om

(] CronuposaTs Texyume gaHHble B HOBLIN NPOGUnE

[ | UMnopTupoBRaTE AaHHLIE U3 ApYroro npoduns

Pucynok 73 — D@ «Co3nanue mpoduist HaCTPOSK»

' Y
VA npoguna |

|
B none \ / HEOOXOIUMO BBECTHU

HauMEHOBaHHE HOBOTO MPOQUIIS.
Jlyis KOmupoBaHUS TAaHHBIX TEKyIlero npoduis B co3gaBaeMblii MpoQuiib HEOOXOAUMO

CKONWPOBaTh TEKyLUWE JaHHbIE B HOBLIA NpodMnb
aKTUBUPOBATH (bnar P e A pocunt

Jlis ummopra JaHHBIX JApyroro mnpoduias B co3AaBaeMblii Mpoduib HEOOXOAMMO

IMNOPTHPOBaTE AaHHLIE W3 OPYTOre NpogunA

aKTHUBUPOBATh (uiar B otkpeiBuIeiics D@ BbiOopa

daitna™ HE00X0/IMMO yKa3aTh MyTh K (hailny paHee
BBITPY>KEHHOT'O U COXPaHEHHOTO MPO(UIISL.
Ilocne 3amojHeHHss HEOOXOAUMBIX TMOJEH KHOHKa CTaHOBUTCSA

aktuBHOU. [lpu Haxatuum Ha He€ JIKM BwimomHsercs cozgaHue mnpoduias ¢ yud&€rom
BbICTaBIeHHOTO (mara («CkomupoBaTh TEKyIIHMEe JaHHBIE B HOBBIM TpoQWIbY» WU

«ImnoptupoBath JgaHHble U3 Jpyroro mnpoduis»). I[lpu nHaxatum JIKM Ha KHONKY
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| omeema npoucxomut 3akpeitue DD «Co3manue mnpodwmis HacTpoek». OTMEHHUTH
co3naHue mnpoduiIst BO3MOXKHO C TIOMOLIbIO KiIaBUIIM [ESC WiIM WKOHKM  3aKpbITHA

B [IpaBOM BepxHeM yriy OO.

=]

[Io naxaruro JIKM mno nmkrorpamme IPOUCXOAUT BBI3OB P «YganeHue

po(uIIsH» B COOTBETCTBUU C PUCYHKOM 74.

YoaneHue npodpuna Tect 1

CMEeHUTb Ha

o
o
n
I
Y
o
T
L
‘)
(7]
"
T

Pucynok 74 — D® «Y nanenue npopuis»

ITepen yaajeHueM BBIOPAHHOTO npoduist HE00X0IMMO B oJie

CMEHHUTL Ha |" \‘|
\ IpY TOMOINY KHOIKM BBINAJAOLIErO

CIHCKa BBIOpaTh UMS MPOGUIIsl, KOTOPBHIM CTaHET aKTUBHBIM IOCJE YIAJICHHs TEKYIIEro.
[Tocne BeIOOpa mpodus KHOHKam craHoBUTCA akTUBHOU. [Ipu Haxartuu JIKM

Ha KHOHKym IMPOUCXOOUT YIAAJICHHUE TCEKYLICTO HpO(i)I/IJ'IH n 3aMC€Ha €ro Ha

npobuiab, BBIOpaHHBIM W3 BbIMajaromero crmucka. Ilpw Haxarmm JIKM Ha KHOmNKY

| omeema npoucxouT 3akpbitie DD «VYnanenue npodwuis» (0e3 ynaneHus TEKYIIEro
npoduiis). OTMEHUTH yAaneHue NpouiIsi BO3MOXKHO € MOMOIIbIO KIaBUIIKW ESC MM MKOHKH

3aKpBITHS B IPAaBOM BepxHeM yriy DD.

¥

[To naxxaruro JIKM no nukrorpamme «IMOopt B TeKyIuii mpohuib» MIPOUCXOTUT

BbI130B D@ 15151 BBIOOpa nMNopTHpyeMoro (aitia npoduis B COOTBETCTBUU C PUCYHKOM /9.
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Pucynok 75 — Bei6op ¢aiina nis umnopra

[Tociie BeIOOpa (aiiyia B COOTBETCTBHU C PHCYHKOM /6 OyIeT BBIBEJCHO COOOIIEHHUE O

3aMeHe JaHHBIX TEeKYIIEero Mpo¢uiis Ha JaHHbIe MPoQuiIs U3 BbIOpaHHOTO (aiina.

ByoeT npouseeféH MMNopT Npoduna. Bece OaHHbIe TeKyLWero npoduns
TecT 1 GyayT 3aMeHeHbl Ha OaHHbIe Npoduna: Tect 2.
MpoponxuTe?

Pucynok 76 — D® noarBepkaeHHUsI UMIIOPTa JaHHBIX Mpoduiist u3 daiiia

[To naxatuto kHomku OK mpoucxomuT mpoBepka BblOpaHHOro ¢aitna mpoduns Ha

KOPPEKTHOCTh CTPYKTYpbl. Eciiu mpoBepka He mpoiineHa, OyaeT BbIBeACHO MH(GOPMAIMOHHOE

COO00IIIeHrEe B COOTBETCTBUH C PUCYHKOM 7/

)
) Ownbka MMnNopTa npodgune

Pucynox 77 — IHdopMaimoHHOE COOOIIeHNE O He MTPOX0XKAESHUH TPOBEPKH CTPYKTYPHI

B ciyuae ycnenrHo npoiiieHHON NpoBepKH Ha KOPPEKTHOCTD:

a) TNPOM3BOOUTCA 3aMEHa  HACTPOEK  TeKyllero mnpoQuwissMd  HAacTpOHKaMu
UMIOPTHPYEMOTO poduiis (KpoMe UMEHH PO uIIs);

6) mnpousBoauTcs Bo3Bpar B DD «IIpoduisy;

B)  BBIBOAMTCA HH(pOpPMAIMOHHOE COOOIIeHHe 00 YCIEHNIHOM HMIopTe Mnpoduis B

COOTBETCTBUU C PUCYHKOM /8.



71
HbP®.62.0.39710.PA

@ Mpoduns YCrelwHo MMNoPTUPOESH

Pucynok 78 — MudopmanimorHoe cooOieHne 00 yCrmenrHoM UMITOpTe poGuis

[Tpu naxxatuu B D@ B COOTBETCTBUU C PUCYHKOM 76 KHOMKH «OTMEHa» MPOU3BOIUTCS

Bo3Bpar B P «IIpoduib» 0e3 npoBeaeHNsI IMIIOPTA HACTPOEK.

[To naxatuto JIKM no nukrorpamMmme «KCHOPT Npopuiis» ' MPOUCXOTUT BBITPY3Ka
npoduis HacTpoek B (aiin. daiin coxpaHseTcsl B ITUPEKTOPHIO, BHIOPAHHYIO B HACTpOMKax
Opay3epa /i 3arpy3ku (aiaoB O YMOYAHHUIO.

3.11 Ynpasiaenue HacTpoiikamu Pacuumpennii

I[Ipn  BrIIOYEHMM  TOJb30BaTeNd € poiblo  AamunHucTpatop  O060104YKH
(Delta_Shell_Admin) B rpynmy moabs3oBatencii PacmupeHus ¢ pojibio  AJMHHHACTPATOP
Pacmmpenns (Delta.<umst pacmmpenus™>. Admin) Oyaer MAOCTYIMHO 3aroJHEHHE HACTPOEK
COOTBETCTBYIOLIEr0 Pacmmpenus.

Hoctyn k HacTpoiikam Pacmupenuii ocymiecTBisieTcs npu ogHokpaTHoM Haxxkatuu JIKM

0
=

Mpodunu o
Ha IHUKTOIpaMMy MCHIO «praB.]'IeHI/Ie», BKJIaJJKa «HpO(l)I/IJ'II/I» — ((HaCTpOI/IKI/I

Pacmupenuiiy. Otkpoercs D@ «lIpodunu. Hactpolika pacmupeHuil» B COOTBETCTBHH C

pucyHkom 79.
TecT Vv SCTPOAKM NPMICRE WS IBCTPORKK KBHAN0S CaR3N Hac1po»‘mul»’acum.peuuﬁ

OTweTrHocTe KO

Pucynox 79 — 3@ «IIpodunu. Ynpasienue HacTpoiikamu Pactmmpennii»

Bknanka «PaCI_HI/IpeHI/ISI» COACPKUT NCPCUCHD JIOTOTUIIOB YCTAHOBJICHHBIX PaCIJ_II/IpCHI/Iﬁ n

AOCTYITHBIX JJIs1 YCTAHOBKHU.
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[Tpu Ha>kaTUX Ha JOTOTHII MPOUCXOANT MEPEX0]] K HACTPOIKaM BeIOpaHHOTO Pacmmpenus.
CocraB nmapamMeTpoB HaCTpOEK 3aBUCUT OT Pacimpenus. [ljig noctyna Kk HacTpolKaM paclIupeHuit
HeoO0xoauMBbI ipaBa AamuHKcTpaTopa Pacmmpenus. [lopsnok HacTpoiiku Pacmmpenus onucan B
JKCILTyaTalMOHHOM NoKymMeHTauuu Pacmmpenus.

3.11.1 Hacrpoiika cnpaBounukoB cepTuuraroB CKAJl «Curnarypa»

s xoppekTHOU paboThl pacmupenus «Axanrtep k CK3W» HeoOX0auMO BBIIOIHHUTH
HacTpoiiky ceptudukaToB CKA/l «Curnarypay.

Hoctyn k Hactpoiikam ceptudukaroB CKAJ[ «Curnarypa» OCYIIECTBIISIETCS TMpHU

o
=

Mpodunu

onHoKpatHOM Haxatun JIKM Ha nukrorpammy MEHIO «YIIpaBJI€HUE», BKIIAJKa
«[Ipodunn» — «Hacrpoiika kaHanoB cBs3u — «llonp3oBarenbckue CIpaBOYHUKN CEPTHU(HUKATOB

CKAJ] Curnarypa» B cootBeTcTBHH ¢ pucyHkoMm 80.

o

be
a
»
.

Pucynoxk 80 — ITonp3oBarensckue cripaBouyHuku ceptudurkatoB CKAJL «Curnarypay
B cootBerctBum ¢ pucynkom 80 pasnen «Ilonp3oBarenbckre CIpaBOYHUKY CEPTU(UKATOB

CKA/Jl Curnatypa» COEpKUT CIEAYIOLIUE JIEMEHTbI YIIPABICHUS:

a)  ¢nar «BbeiOpath Bce 3amucu»/«CHSTH BBIJEIEHUE CO BCEX 3aIHCeiD» / —
BBIZIETICHUE BCEX 3aMUCEH, 17151 KOTOPBIX HEOOXOIMMO BBITIOJIHUTH OJTHOTUITHYIO OTEPaIHio, TH00

CHSITHE BBIJICIICHUS CO BCEX 3aIHCEH;

06) mnukrorpamma «Jlo6aBUTH HOBBII KJ'IIOLI»+ ;

B) IUKTOpaMMa «Y nanuTh BLI6paHHLIe KJ'IIOLII/I»ﬁ.

IIpu HaxaTuu JIKM 1o HHKTOFpaMMe+ otkpsiBaercs DD «Jlob6aBeHre HOBOTO KITFOYa»

B COOTBETCTBUU C PUCYHKOM 81.
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[lobaBneHWe HOBOIo K4a

MMa kmoda
PacwwnpeHue

Mma npoduna

CepTUdUKaTh -
nonyuartenen NMPOBEPUTH

Pucynox 81— D@ «JlobaBneHre HOBOTO KITFOYa»

B D® «JlobaBiieHne HOBOTO KIIOYa» B COOTBETCTBHH C pHCYHKOM 81 HeoOXommmo
3aITOJIHUTH CIETYIOINE OIS

a)  «Mwms ximoyay — HaMMEHOBaHKE KITF0Ya BBOJIUTCS BPYUHYIO;

0) «Pacmupenue» — 3amoJIHIETCS TIPU MMOMOIIM BHIOOpA M3 BBIMAJAIONIETO CIUCKA C

HanMeHOBaHUAMM Pacmimpennii, yctanoBieHHbIX B [T «/lenpTa» u 1id KOTOphIX eii€ He 3aaHbl

KIItoud. PacmmpeHne MOXKHO BbIOpaTh, YCTaHOBHB (iar B uekOOKce B COOTBETCTBHH C
pucyHkoMm 82;

B)  «Mwms npoduisy — umMs mpoduis, npeaBaputensHo coznanaoro B [1K «CrnpaBounuk
cepTH(UKATOBY;

r) «Ceprudukarsl mnonydareneitn! — 3amonHseTcs NpU NOMONIM BHIGOpA U3

BBIIIAJar0IICro Crimcka. BBIHa,Z[aIOH_[I/Iﬁ CITMCOK (bOpMI/IpyeTCH TOJIBKO IIPH 3alI0OJJTHCHHOM 3HAaUYCHUHN

B niosie «Mms npoduisi». Ceprudukar MOKHO BBIOpaTh, YCTAaHOBUB (hiar B COOTBETCTBUHM C
pucyHkom 83;
MPOBCPATL
n)  kHomka «IIpoBeputhb» JUIS TIPOBEPKU HAIUYUS CepTU(]UKATOB
MOJIy4aTeIIeH.

! Wndopmanns o ceprudmkaTax noaydaTeneid CoaepKUTCs B (aiiie JIOKaIbHOrO CIIPaBOYHHKA
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[lobaBneHue HOBOIro K4a

UmMa knoya |

Paclmperue | ®OUB x /\]

®ouB

. ®OVIB
D OTuéTHOCTL KO
CepTudukatsl

nonyuatened () NNag

msa npoduns

OTMEHA

Pucynox 82 — D@ «/loGaBnenne HoBOTO Kitouay. Beibop Pacmmpenus

[JobaBneHue HOBOro KJto4a

Ums knioua | foiv

PacwwvpeHune I OOUB v\jl

MMsa npoduns I Piter |

-

Cepruduxats | /\\] MNPOBEPUTH
nonyydyarenen

O CN=44000000,0U=C0OI,0=CBRF,L=PTKPSD,5T=40,C=RU

Pucynox 83 — D@ «/lobasnenue kiroya». Beioop ceprudukaToB mnosryqyarenei

o o NOBABHUTH
Ilocne 3amojHeHUsS BceX MOJIEH CTaHET AKTHMBHOM KHOIKA , IO HaXXaTHIO

KOTOPOH B CIIUCOK I0JIb30BaTenbckuX cnpaBouyHnkoB CKA/Jl Curnatypa 6yaer no6aBiieHa HOBast
3aIlUCh B COOTBETCTBUU C PUCYHKOM 84.

~~ Tonb3oBaTenkCKKe crnpaBoYHUKU cepTUpUukaToe CKAL CurHaTypa

O +
E foiv

Mcnonsayetcq s: DOWB

Mma npogmna: Piter § ﬁ

CepTudukaTel nonyJyaTensn:
CN=44000000,0U=COI,0=CBRF,L=PTKPSD,5T=40,C=RU

Pucynox 84 — D@ «IIpodunm». JJoGaBiena 3anuck HacTpoeK
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JUis penakTHpOBaHUsS paHEE BBEACHHOTO KIIIOYa HEOOXOJMMO BBLICTUTH TPeOyeMyrO

3aIluch, IPOCTaBUB (uiar B COOTBETCTBYIOIIEM dekOokce M Haxarh JIKM Ha HI/IKTorpaMMyf-’?
«PemaktupoBars mou». B coorBercTBUM ¢ pucyHkoM 85 otkpoercs DD «PenaktupoBaHue

KJIro4a».

PepakTupoBaHUe KJo4a

Mma kKnoda
Pacwwupenue | ®OMB x

WMMa npogpuna | Piter

CepTuduKaTsl CN=44000000,0U=C0I,0=CBRF,L=PTKPSD,ST=40,C=RU MPOBEPUTH
nonyJyaTteneim

Pucynok 85 — D® «PenaktupoBaHue Kiro4ay

Tlocne BHECEHU M3MEHEHNN CTAaHET aKTUBHOU KHonKam .
Nms ximroya HE pelakTHpyeTCs.
Jlnst ynaneHus: BBEICHHOW 3almiCH HEOOXOIMMO BBIJICIIUTHh TPEOYEeMYIO 3allUCh B CITHCKE

MOJIb30BaTENbCKUX crpaBouyHukoB ceptudukatoB CKAJl Curnarypa, mpoctaBuB ¢diar B

COOTBETCTBYyIOIIEM uYekOokce, HaxaTh JIKM HI/IKTOFpaMMyﬁ «YaanuTh KIOY» U B

OTKpLIBHICﬁCSI B COOTBCTCTBUHU C PUCYHKOM 86 DD MOATBCPAUTD UJIK OTMCHUTD YIAJICHHUC KIIKOYa.

Bbl 0ENCTBUTENEHO XOTUTE YOENUTL
Knoy?

m /4 :

Pucynox 86 — O® noarBepkaeHus yAajleHue Kiroda

Z[J'ISI yYAaJICHUs BCEX 3anucen HeO6XOI[I/IMO BBIACIINTL BCC 3allUMCU B CIIMCKC

MOJIb30BATEIbCKUX CIpaBOYHUKOB cepTudukatoB CKAJ[ Curnarypa, npocraBuB ¢iar B

yekOoKce «Bprienuts Bce», Haxats JIKM HI/IKTOI‘paMMyﬁ «Y 1anuTh BEIOpAHHBIEC KITIOYM
U B OTKpBIBLICHCA B COTBETCTBUM C pUCYHKOM 87 D@ MOATBEpAUTH WU OTMEHUTH yAaJeHHE

KJIIOUEN.
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Bbl OENCTBUTENBHO XOTUTE YOaNUTh
Knwo4(n)?

Pucynox 87 — D@ nmoarBepkaeHUs yAaIeHUS KIIOYen

[To 3aBepmieHWIO BBOJA WJIM PEJAKTUPOBAHUS KIIOYCH WHOOPMAIMIO HEOOXOIUMO

COXPAHUTDb
COXPaHUTH C TOMONIBIO0 KHOITKH .

3.12 KypHuaiusbi

st monutopunra ¢yuakuuonupoBanus I «/lenpray Aamunuctparopy I «/lempTa»
HE00X0IMMO aHaIM3UpoBaTh JKypHal onepanuii, KOTOPbIM COAEPKUT COOBITHS, MPOU3OLIEIIINE
B mporiecce Bcero xu3HeHHoro nukia [ «/lenpray n Pacmmpenuii.

Anmunuctpatopy I1I1 «/lenpTa» poctynHa Best nHGopMalus 000 BCeX MOJIb30BATENAX, a
nosb3oBarensiMm ¢ poiisiMu  «Omnepatop» U «llonp3oBaTenb 00OJIOUKH C OTrpaHUYEHHBIMU
MTOJTHOMOYUSIMI» JTOCTYIIHBI TOJIBKO UX 3aIIUCH.

Joctyn x dyHkumnn «XypHambDy OCYHIECTBISETCS MPU OgHOKpaTHOM Haxkatuu JIKM Ha
nukTorpaMmy ¥ memnto «Ynpasienus» - «KommonenTs». D® «KypHaibs» npeacTapiser

co00¥ )KypHaJI COOBITHI TIOJIb30BaTENICH B COOTBETCTBHH C pUCYHKOM 88.

Pucynok 88 — D@ «XKypuane» (O0muii Bum)

[Tanens nacTpymeHToB DD «KypHanmbl» COAEP)KUT MUKTOTPAMMBI:
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X

a) — cOpoCcUTh (PUIBTPHI K COPTUPOBKH;

il

— aBTOMATHUYCCKOC apXWBUPOBAHUC U YAAJICHUC JAHHBIX;

B) @ — pyYHOE apXHBHPOBAHUE U YIAJICHHUC TaHHBIX;
Ve

r) =/ OGHOBIEHME TAHHBIX;

) ~ — OKCHOPT JAaHHBIX XypHaiIa COOOIICHHII;

e) : — HACTPOWTH BUJ| TAOJHIIBI.

Hwxe nukrorpamm pacnojaraercss Tabnuua c mnepedyHeM Bcex coObituil. TaGnuia
COJIEP’KUT Tpadbl:

a) «Unentuduxarop» — ID cooTBeTcTBYIOIIEH 3amHCH;

06) «McrouyHuk» — HaMMEHOBAaHWE MCTOYHHMKA BO3HUKHOBEHHS coObITHA. (ObOos0uKa,
<HAaMMCHOBAHHE YCTAaHOBJICHHOTO Pacimpenus™>);

B) «HaumeHoBaHMe U onrcaHue) — HAUMEHOBAHUE U OMUCAHUE COOBITHUS;

r)  «Twum» — onucaHue THIIOB COOBITHS;

n)  «Jlara u Bpems» — aTa ¥ BpeMsi BO3HUKHOBEHUS COOBITUS UM OIIUOKH;

e) «Craryc» — cTaryc cOOBITHS C MHAUKAIIMEH [[BETOM;

%) «JloruH» — cronbern; CONEpKUT HaMMEHOBaHUE NPOGMIS MOJNb30BATENS —
WHUIMATOPa COOBITHS,

u) «IP-agpec» — nndopmaiys o BHyTpeHHEM Ip-aJipece KOMIbIOTepa MOJIb30BaTEs.

[Ipu Haxkatuu Ha nukTorpammy «COpOCUTH (QPUIBTPHI U COPTUPOBKH»  *

IMPOUCXOJUT
C6pOC (bHJ'IBTpaI_[I/II/I 110 3HAYCHUAM, a4 TaAK)XKC COPTHUPOBKH, U BO3BPAT B OTO6pa)KeHI/IC JaHHBIX I1O
YMOJYaHUIO (B COOTBCTCTBUU C PACIIOJIOKCHUCM 3aImceil B Ta6J'II/II_[e).

HpI/I HaXaTUH HA IUKTOT'paMMy «ABTOMAaTHYECKOE APXUBUPOBAHUC U YAAIICHUC JAHHBIX»

& Ooyner otkpeita O® «Hactpolika mapamMeTpoB aBTOMAaTHYECKOTO apXUBHUPOBAHUS U

YAAJICHUSA JaHHBIX» B COOTBETCTBHUU C pPUCYHKOM 89.
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"1.]-:2'!4\13"}-’1-\ napamMmeTpos agroMmammyeckorno
APXMBUPOBAHUA W YAANEHUA RaHHbIX

Pucynox 89 — D@ «Hactpoiika mapamMeTpoB aBTOMaTHYECKOTO apXUBUPOBAHUS U yIAICHUS

JTAHHBIX

B D@ «Hactpoiika mapameTpoB aBTOMaTHYECKOTO apXUBUPOBAHUS U YIAJICHUS JAHHBIX)»

HEO0OXOIUMO:

a)  TIpH TIOMOIIM DJIEMEHTa =~ THUIIA «BBITIAJAIONTNN CIICOK) 3aII0THUTh HANMEHOBAHHE
MPOBOJIUMOM OTepanuu — «ApXUBUPOBAHUE U TOCIEAYIONIEe yAaIeHHe» Tu0o «YaaneHue Oe3

aApXUBHPOBAHUAY;

6) IIpH IIOMOIIIHX 3JIEMCHTA THIIA ((BLIHa)IaIOH_[I/Iﬁ CITMCOK» BI)I6paTI) THUII ICpUOJa, 3a

KOTOPBI MPOUCXOTUT apXUBUPOBAHUE U YIATICHUE TaHHBIX.

HaCTpOﬁKa napaMeTpoeB aBToMaTn4yeckKoro
apxXxuBupoeaHa U yoaneHua aHHbIX

Tur
i

onepauni | ApXUBMPOBEHWE U NOCMERYIOWES yAENe. .

MepnopgnusocTs | ExXeHenensHo

Pucynok 90 - D® «HacTpoiika mapameTpoB aBTOMaTHYE€CKOTO apXUBUPOBAHUSI U yATICHUS

JaHHBIX» C 3aIIOJIHCHHBIMU IIapaMETpaMu

Ilocne 3amonHeHMs Tpe6yeMBIX mojen KHOHKa“ CTaHOBUTCA

aktuBHO#. [lpm Haxkaruum JIKM [OpOMCXOOMT apXHUBHPOBAHUE AUPEKTOPUH XPaHCHHS
aBroMaTnieckux apxuBoB (mupekropus Delta\backend\log\autologs) u ynanenuwe paHHBIX C

Y4ETOM 3aJaHHBIX TaPAMETPOB.

Ilo naxaruro JIKM Ha KHOIKY OTMEHA IIPOUCXOJUT 3aKPBITHE
O® «Hacrpolika napaMeTpoB aBTOMaTHYECKOTO ApXUBUPOBAHUS U YAAJIEHUS TaHHBIX» U BO3BpPaT

Ha D® XypHan coObITHIA.
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IIpn Haxkatuu Ha nUKTOrpamMMmy «PydHOE apXMBHpPOBAHHE U YAAJICHUE JIAHHBIX» @
Oyner otkppeita D@ «PyyHOe apxXMBHpOBaHHME M YyJaJCHHE MAHHBIX» B COOTBETCTBUU C

pucynkom 91.

quHoe apxmsmposaHue un ygarneHume daHHbIX

Tun onepauui

@ J10 ykazaHHOM Aatbl
O 38 NPOU3BONLHLIA Neprnoa

no

ma panna UnKI_16042021011207 .zip

Pucynok 91 — D® «PydHoe apXuBUpOBaHHUE U YAAICHHUE TaHHBIX)

B D® «PyuyHoe apxuBHpOBaHUE U yIaJICHUE JAHHBIX» HEOOXOIUMO:

a)  TIpH IOMOIIM DJIEMEHTA =~ THUIIA «BBITIAAIONTNN CIICOK) 3aIl0OJTHUTh HAMMEHOBAHHE
MPOBOIUMOM OTepaIuu — «ApXUBUPOBAHUE U TOCIEAYIONIEe yAaICHHe» 00 «YaaneHue Oe3
ApXUBHPOBAHU,

0) TmTpu TOMOIIM DJEMEHTAa «PAJUOKHOINKA» BBIOpaTh JaTy WIM IEepUOja JarT,

3a KOTOPBIi OyJIeT MPOU3BOJUTHCS PYYHOE apXUBUPOBAHUE WU YAaJICHUE TaHHBIX;

Wma daiina: | | o
B)  3allOJHUTH IOJIE \ / (mo ymom4aHuwo  Qailny

npucauBaetcs HauMmeHoBanue «UnKl <JIJIMMITITYUMMCC>.zip»).

Ilocne 3amonHeHus Tpe6yeMBIX ToJIeH KHOHK&“ CTaHOBUTCA

aktuBHOU. [Ipu Haxkatum JIKM mo Hell MpoUCXOOUT pydyHOE apXUBUPOBAHHE WM YAaJCHHE
JAHHBIX ¢ YYETOM 3a/IaHHBIX TAPaMeTpPOB.

Ilo naxaruro JIKM Ha KHOIKY OTMEHA MIPOUCXOJUT 3aKPBITHE

OO0 «Hactpoiika mapaMeTpoB PYYHOTO APXMBUPOBAHMS W YAAJICHHUS IAHHBIX» HPOUCXOJIUT

Bo3Bpat Ha D@ XKypHan coObITHH.

s
IIpy Haxkatu Ha TUKTOrpamMMmy «OOHOBIEHHE JaHHBIX» r/ MPOUCXOUT OOHOBIICHHE

JaHHBIX.
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1

[Ipu HaxkaTMM Ha THKTOTpamMMy «DKCHOPT KypHana COOBITHI» == oTkpoercs DD

«DKCIIOPT )KypHAJIa COOBITHI B COOTBETCTBHH C PUCYHKOM 92.

SKCNOPT XYypHana cobbiTUn

Bbibepute ¢popmaT 3KcnopTa

®) 3kcnopT B gopmaTe XIsx

() 3kcnoprt 8 popmaTe Csv

Uma daina: | UnKL_26112021032159.xlsx

Pucynok 92 — D® «DKcnopT )KypHAIA COOBITHIN

B DO «OkcnopT xypHaia COOBITHIN HEOOXOAMMO:
a)  BBIOpaTh Gopmar skcrmopra (XISX mimu CsV). [t 3TOro mpeaycMoTpeH 3JEMEHT THTIA
«PaJIMOKHOITKa» ¢ BO3MOXXHOCTBIO BEIOOpa (hopMara BEITPY3KH JTaHHBIX;

0) BO3MOXHO  W3MEHUTh  HAUMEHOBAHUE daitma  BBITPY3KM B TIOJIe

Mmsa danna: ( ‘ o
® . ) (mo ymomuanuio (¢aily NpuUCBauBaeTCs HAMMEHOBAaHUE

«UnKl <JJIMMITITTYUYMMCC> xlsx/ csv»).

K ! CTAHOBUTCS aKTHBHOM.

[Tocne 3anonHenust TpedyeMbIX MOJEi KHOKA
[Tpu naxkatum JIKM 1o He¥l mpou3BOAUTCS SKCIOPT JAHHBIX C YYETOM 33JaHHBIX MapaMeTpoB

HACTPONKU (PUIBTPOB.

[To naxxatuto JIKM nHa KHonKyE"'IL MIPOUCXOIUT 3aKpbITHE DD «IKCIOPT
KypHasia coObITHI» U Bo3Bpat Ha DD «KypHamy.

IIpocMoTp meraau3anuu COOBITHS

Ecau CTpOKa B Ta6J'II/II_[e UMECT JACTaJIu3alliuio, TO OHa 6yz[eT COJACpKaThb CJICBa

UKOHKY IIpu Ha)xaTUM MPOU30HUIET OTOOpakeHUE BIOXKEHHOM MH(pOpMaluu, Hampumep, B

BUJe TOMUMHEHHON Talbnuupl. CBEpHYTh JETaNbHYIO HH(DOPMALMIO MOKHO NpPU IMOMOILU

IMHUKTOrpaMMBbI B COOTBCTCTBHU C PUCYHKOM 96.



81
[IBP®.62.0.39710.PA
3.13 YnpaBieHue oTo0pakeHHEeM JaHHBIX B Ta0JIMIle )KYPHAJIa COOBITHI
3.13.1 CopTupoBKa cTOJ0LOB TAGJIMIbI
[Ipu 0THOKpaTHOM Ha)KaTHUH 3HAYEHUS 110 BEIOPAHHOMY CTOJIOIY COPTHPOBKA IIPOBOUTCS
B TIOpsiIKe Bo3pacTaHus/yObiBaHus. Ilpu moBTOpHOM HaxkaTmu — 1o yObiBaHuio. CHATHE
COPTHPOBKH CTOJIOI[A BO3MOXKHO 4Yepe3 KOHTEKCTHOE MEHIO, MyHKT «COpOCHTH COPTHUPOBKYY,

JOCTYITHOTO TIPU HAXKATUU MPABOM KHOMKOW MBIIIK IO 3arojOBKY CTOJOIAa B COOTBETCTBUH C

pucynkom 93.

HauMeHORAHMA 1 4 Oat
ONNC 27 CopTUDOB3TE NO BO3DACTAHNI Bpe

z 2
21 CopTvpoeath no yObIB3HWIKD 3 23.11.
10:2:

C6pocuTs COPTUPOBK

B apxuBe naki P P y 3 23.11.
BanupHsIA @ann meta_info.xml MEeTaOaHHbIX 10:4(
B apxuee naka oOHapyXeH He lMpoBepKa nakeTa 23,11,

- -

Pucynok 93 — KoHTeKCTHOE MEHIO COPTUPOBKH IO CTOIOIIAM

3.13.2 ®uabTpanus 3anuceii B TadauIe

. Y
Jnst punbrpanum 3anuceir Heooxoaumo JIKM BeIOpaTh MUKTOrpaMmy B 3aroJIOBKe
cToslIa B COOTBETCTBUH ¢ pucyHKOM 94. ByzneT OTKpHITO MEHIO Ui BIOOpA 3HAUCHHH ITyTeM
npocTaBiieHust piara B yek — Ookce. [y mpuMEeHEHUs QHIBTPOB HEOOXOIMMO IOATBEPIUTH

BbIOOD, HaxaB Ha KHOMIKY «OK». Jlns oTka3a ot npuMeHeHus GuiabTpoB — KHOMKY «OTMEHa.

HaumeHoBaHue 1 74
onucaHue
S b Mony
: = l St M
J;i BoibpaTthb BCE Mpo
i
| | (NMycTtoe) M

| | B apxuee naxa obHapyX...

KO - 3a
|_] Bwinonnsetca sanyck pa...

3anyck o00oNouKkyu ycneiy...

| | HCW 'CnpaBoyHuK NS (N... Pi

! () Ovcytcteyet Java API gn... Mpo
— M

3 Mony
b

g YCTaHOBNEHO. P

Pucynok 94 — YcranoBka puinsTpoB
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3.13.3 Hacrpoiika Buaa TadIuIbI

IIpn Haxkatum Ha KHOHKy{:} «Hactpoutp BuA TabiauubD» B NPaBOM BEPXHEM YTy

pucynka 88 BeBoguTcs D@ «HacTpoiika Buga Tabiauub» B COOTBETCTBHH C PUCYHKOM 95, B

KOTOPOIl MOXKHO YIIPaBJISITh 0TOOPaKEHUEM COOTBETCTBYIOLIUX KOJIOHOK.

HacTtpoika suaa tabnuubl

UpnenTndukarop

MCTOMHUK

HawMeHoBaHWe U onucaHne
Tvn

Hata u epemMs

CraTtyc

Noruu

0606060606686

IP-agpec

Pucynok 95 — Hacrpoiika Buia TaGiuipt

,Z[J'Iﬂ OTKJIIOYUCHU A HGO6XOI[I/IMO B HpaBOfI YaCTH CTPOKHU ICTYKOM MBIIIHU IIOMEHATH 3HAYOK
© ..

HJ'ISI IIPUMCHCHHA HACTPOCK HCO6XO,I[I/IMO IMOATBCPAUTD BLI60p, HaXXaB Ha KHOIIKY «OK».

YroObl BEpHYTbCS K TEKYLIEMY BUAY TaOIUIBI — KHOIIKY «OTMEHa».
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Hasenopas e 1 Raran

AROHTHMKA VcTOuMIX Twn Craryc
% OnMCaHIG apeMsa Torus

Pucynok 96 - D® «Kypnans». [lomunaennas tadnuia

[Togunnénnas Tabnuia CoepKUT:

a)  croxber «Coo0ImeHne» — CoAepKUT HHHOPMAITUIO O BBITIOJTHEHUH OTICpPaAIINH;

0) cromben «/lata u BpeMs» — mara U BpeMs BO3HMKHOBEHHUS COOBITHS B dopmare
«DD.MM.YYYY HH:MM:SSy;

B) croinben «Craryc» — ONHMCaHHe cTaTyca oOIepaluu: TekcToBoe moisie Ommulka
(xpacubiii 1Bet), Ipenynpexneaue (kentoiii nBet), BoimoaHenne ((«CTaTychl: BBIMOJHEHO -
3€JICHBI [BET M BBIMOJHSIETCS — O€3 1[BETa).

3.13.4 TIpocMoTp AeTATIN3ANMU COOBITHSA

Ecmu CTpOKa B Ta6J'II/II_[C HMCCT ACTaJIM3allu0, TO OHa 6y,[[eT COACPIKATL CJICBA

UKOHKY ~ . Ilpu HaxkaTum mpousoNJeT 0TOOpaKeHHE BIOKEHHOM HMH(pOpPMAIUH, HApuMep, B

BUJe TOMUMHEHHON TalOmuupl. CBEpHYTh JETaNbHYIO HMH(OPMAIMI0O MOXKHO TNPU TOMOLIH

MUKTOTPaMMBI B COOTBETCTBUU C pUCYHKOM 96.
3.14 Hacrtpoiiku npu noaroroske u ornpaBske TK uyepe3 CBK
s moaroroBku TK u ux ornpasku no kanany CBK AaMunuctpatopy Heo0X01uMO:
a)  ycranoBurts I1I1 «/lensray 1 CK3U CKA]J] «Curnarypa — 6» Ha ogun cepBep/APM

c IIIT «/lenpTay;
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6) ycranoButh IIIIM CKAJl «Curnarypa - 6» g tuiardpopmsl Java (Ha oIuH
cepsep/APM ¢ TIIIT «/lenbra») https://www.cbr.ru/development/mcirabis/itest/prikladnye-
programmnye-interfeysy-skzi/;

B)  ycranoBuTh B [1I1 «/lenbray pacumpenne «Anantep k CK3M» (11.3.11.1);

r) 3anyctuTb pacmupenue «Apantep k CK3W» wu  3arpy3uth crnpaBOYHUKH
(ceptudukatsl) B pazmene «YupasieHue» -> «l[lpodpumm» -> «Hactpoiiku pacumpeHuin» ->
«Anmantep k CK3U» (m. 3.11.1);

7)  BBINOJIHUTS telnet aBTOpU3alMi0 CTOPOHHUMHU CPEACTBAMU

1)  IP-ampec BupTyambHOTO cepBepa telnet 192.168.19.20;
2)  BBECTH PETHCTPAIIMOHHOE MM,
3)  BBeCTH MapoJb.

3.15 Ucnoab3oBanue npokcu-cepsepa npu padore c I «/leabTa»

[To ymomuanuro I1I1 «/lenpTa» nmpeanongaraet HaIU4IKUe IPSIMOTO COETMHEHNUS C CEPBUCAMU
banka Poccun (CBK, JIK YOU BII EIIBB). OnHako cymecTByeT BO3MOXHOCTh pabOThl U Uepe3
IIPOKCU-CEPBEP OPraHU3aLIH.

Jlnst mactpoiiku pabotel [T «JlempTa» uepe3 mpoKcu-cepBep MOTPeOyeTcsl AOTOTHUTh B
daitne kondpurypanuu «delta.config» mapamerpsr Java «delta.jvm-options» coorBercTByIommuMu
3HAa4YEeHUsIMH, COIJIaCHO opuIMaTBLHON JOKYMEHTAIUH, pa3sMeleHHON Ha

https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/net/doc-files/net-

properties.html.

HactpauBath noaxiitoueHue K MpOKCU-CEPBEPY PEKOMEHIYeTCs B OJJHOIIOJIb30BATEIbCKOM
pexume.

[TonkmroueHue nNpoKcu-cepBepa MoKeT ObITh BBIIIOJIHEHO JIByMs CIIOCOOaMu:

a)  C UCHOJb30BAHHWEM CHCTEMHBIX HACTPOEK IIPOKCU-CEPBEPA;

0)  C IIOMOIIBIO BHOTO yKa3aHMs [apaMeTpOB MOAKIIOYEHUS K IPOKCH-CEPBEDY.

JUis MCTONIb30BaHUSl CUCTEMHBIX HACTPOEK INPOKCU-CEpBEepa HEOOXOAUMO YCTAaHOBMTH
napameTp «java.net.useSystemProxies = true.

[Tpumep HacTpoek B ¢aiine «delta.config»:

delta.jvm-options=-Djava.net.useSystemProxies=true

I[Tpu ycraHOBIEHHOM mapameTpe «java.net.useSystemProxies = true» B ceTeBoOM pexume
HE00X0AUMO M03a00TUTHCS, YTOOBI CITY>KEOHBIM TpauK MeXay cepBEepoM ayTeHTHU(HKAIUU U
cepBepoM IIIT «/lenbra» He GokupoBasics nmpokcu-cepsepoM. Hanpumep, B Windows 10 storo
MOJKHO JTIOOMTHCS, UCKJIIOYMB B COOTBETCTBUHU C PUCYHKOM 97 HCHOJIBb30BaHHE MPOKCH-CEpBEpa

JUIS JIOKAJIBHBIX aAPCCOB.
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Napasserpu

@ A MNpokcu-cepsep

HacTpoiika npoxcu BpyuHyIo

Cern v Marrepmer
VACHOMJ0BMMME NPOKICH COPOPd AN NOREM0ees it & | thernet s
Corm WHEL D10 n0passe e e npvaserenO 1o Ann VIN 00400t
@ Cocromme
VA IOAMIORAT, (PORON < Opeep
Wi H
2 Fthernet Aspec Nopt
192.16805% 1144
= Habop Homepa
He ICNOAMIONATH NPOKCH COPBOP AAR AADOCOB, KOTOPME HIMIBANOTCA
w VPN YHANS L pousn 2NCedl. AN DAOAGAOHAR JANMCeN NCNOMIYATE TOMKY
¢ enmtod ()
P Pemia «n comonetos
W Mobumanail xot-<not
He WCNOMICBATE NPOKCH - COPBODH AR AOKANIR (Do) TP e T et
@ Nposcu-cepoep MPION
——————
Coxpanaen

Pucynok 97 — VckiroueHrne UCTIOb30BaHUS IPOKCH-CEPBEPa IS JTOKATBHBIX aJIPECOB

B cnywsae BbeIOOpa cmoco0a, TMpennojaralomiero sSBHOE YKa3aHHWE IapaMeTpoB
MOJIKITIOYEHUS K TPOKCH-CEPBEPY, HEOOXOANMO yKa3aTh €ro XOCT U HOPT.

Xoctr 3amaercs B mapamerpe  «http.proxyHosty (wmm  «https.proxyHosty  mpu
ucrnoap3oBanuu SSL).

Ioprt 3amaercs B mapametpe «http.proxyPorty» (uau «https.proxyPort» mpu ucmois30BaHHN
SSL).

[Tpu sxcruryarammu I1I1 «/lenpTa» B ceTeBOM pexume moTpedyeTcsi UCKIIUUTh CepBeEp
ayTeHTH(UKAIMU U3 PECypcoB, COCIUHEHHE C KOTOPBHIMH IMPOMCXOJUT uYepe3 IPOKCH-CepBeD,
ycraHoBHB mapaMetp «http.nonProxyHosts».

ITpumep HacTpoek B (aiine «delta.configy:

delta.jvm-options=-Dhttp.proxyHost=192.168.0.5 -Dhttp.proxyPort=3344 -
Dhttp.nonProxyHosts=\" localhost|127.*[192.168.0.104\”

3.16 YcranoBka u 3anyck III «/leabTa» B peskume ciay:x0b1 Windows

Bepcus 111 «/lenpray 2.9.4 BrimodaeT B ce0st HEOOXOMMbIE KOMIIOHEHTHI JUIS 3aIyCKa B
pexume ciryx6s1 Windows:

a)  ycranoBka I1IIT «/lenpray B Buae ciay:x0br WIindows Biimodaer B ce0st CIeayIONIIe
IIary:

1)  mepeiitn B manky </lempra>\backend\ m oTkpoliTe B TEKCTOBOM pemakTope
¢aiin delta-service.xml;
2) B paszgene <executable> ykaxure MOJIHBIH MyTh O HCHIOJMHAEMOTO (aiina java,

Bxosmiero B cocrtaB JDK ITIT «/lenbran: <Jleapta>\backend\jdk\bin\java;
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3) B paszgene <argumentS>, coaepiKaiieM CTPOKY 3aIlycKa, YKa)KHUTE 3HAUYCHHE
napameTpa --Server.port (mopt oGosiouku), Takoe ke, kak u B delta.config. Ilo
yMOJTYaHUIO HcToJib3yercs mopt 8080;

<service>
<id>delta-service</id>
<name>Delta Service</name>
<description>Cepsep MNN "flenbta”</description>
<executable>C:\Delta-2.0.2\backend\jdk\bin\java</executable>
<arguments>-Djava.net.useSystemProxies=true -cp "%BASE%\delta.jar" -
Dloader.path="%BASE%\1ib" org.springframework.boot.loader.PropertiesLauncher --
server,port=8080</arguments>
<logmode>rotate</logmode>|
</service>

Pucynok 98 — ®aiin delta-service.xml B TekcToBoM penakrope
4)  coxpaHuTh U3MeHeHHs B daiine delta-service.xml;
5)  YCTaHOBUTH CIIy)Oy, BBITOJIHUB B KOMaHAHOW cTpoke: delta-service.exe
install.
B cnydae ycnenrHoro BBIIOJHEHUS KOMaH/BI B CIHCKE CITY)KO TOSBHUTCSI HOBas CiIyxk0a

Delta Service.

E =

& CredentialEnrolimentManagerUserSvc_51.. [lucnetuep peructpauum yHerH.. BpyuHyto JNlokansHas cucT..

. Delta Service Cepeep MM "fensbta” BpyuHyo NokansHas cucT..
&} DeviceAssociationBrokerSve_51b9¢ Enables apps to pair devices BpyuHyto JlokansHas cucT...
& DevicePickerUserSve_51b9c 3ta nonk3oeatensckan cayxba .. Bpyuryto JNlokaneHan cucT..

Pucynox 99 — Ciyxx6a cepepa I1I1 «/leapTa» B okHe «Coayx0b1» Windows

PexomentyeTcs nepe3arpy3uTh KOMIIBIOTED MOCIIE YCTAaHOBKH;

06) 3amyck cinyx0sl cepBepa 111 «Jlenbray.

Cnyx0a 3amyckaercsi IITaTHO 4Yepe3 I0JIb30BaTEeIbCKUIl HMHTepdelc chucka ciyxo
Windows wiun B komanmHO#M ctpoke: delta-service.exe start. IlorpeOGyercsi OKOJO MHHYTHI
BpemeHnH, utoOsl I1I1 «/lenbra» crana nocrynHa. ABTOMaTHUECKOTO 3alycka Opayszepa B pexXuMe
CIIy’KObI He TPOU30MIET. 3HaYOK B 00JIACTH YBEIOMJICHHUH HE MOSBUTCS,

B)  ocraHoBKa ciyx0bl cepBepa I1IT «ZlenbTar.

Ilepen ocTtaHOBKOW CHyXObl pPEKOMEHIyeTCs IITaTHO 3aBepIIUTh paldoTy Bcex
pacupenuil. OcTaHOBKa BBIMOJIHAETCS IITATHO 4Yepe3 IMOJIb30BaTeNIbCKUM MHTEpdenc crnucka
cnyx6 Windows wiu B komanaHoM cTpoke: delta-service.exe stop;

r)  jaeuHcTauAnus ciryxobl cepsepa I1I1 «/lenbTay.

JlenHCTaIUIALMS BBITOJIHAETCS MOCIe KOPPEKTHON OCTaHOBKHU CITYOBI (11.B)) KOMaHJOM:
delta-service.exe uninstall;

n)  oOunosnenue I1I1 «/lenbra» B pesxume cayxObl.
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Oo6nosnenue III1 «/lenpTay MOMHKHO MPOUCXOIUTH TOJBKO B PEKUME MPUIIOKEHUS (He
cityk0b1). Tlocne 3arpy3ku OOHOBIIEHUS! M TIOJIYYEHHUS! COOOLICHHSI O TOTOBHOCTH K YCTaHOBKE,
cayx0a HOoKHa OBITh KOPPEKTHO OCTAHOBIICHA, a IOCIEIYIOIIMH 3allyCK JIOJDKEH OBITH
MPOM3BEJICH B PEXKUME IIPUIIOKECHUS, T.€. BhINOJIHeHHeM Start_delta.bat. ITocne ycnemnoro crapra
U WU3MEHEHMs] BepcUM Ha HOBYIO B crarycHoM crtpoke, [III «Jlembra» MokeT ObITH CHOBa
Mepe3aryIieH B PeKUME CITY>KOBI.

3.17 YcranoBka u 3anyck III «/lenrbTa» B peskume cepBuca Linux

[T «/lenbTa» conep UT Bce HEOOXO0IMMbIE KOMIIOHEHTHI JUIsl 3aIlyCKa B PEKUME CepBHCa
(nemona) Linux, HaunHas ¢ Bepcuu 2.9.4.

Ycranoska I1IT «/lenbray B Buje cepBrca LiNUX BKiItoYaeT B ceOs CIICAYIOIINE IIIary:

a) mepeiitu B manky </lenpra>/backend/ u OTKpBITH B TEKCTOBOM pelakTope Qaiin

delta.service;

Mome/delta/projects/delta-linux-res-2.0/backend/delta pervics

Dasn Tpama  Aaanpoesd  NoAeTea CMTanoess  TIoMOouL
BE®A XBO >c RO

lunit]

Description=Delta

1

2

3| After=sysloqg.target

4

5| [Service]

6 User=delta

7| Restart=always

8| RestartSec=60s

9| WorkingDirectory=/home/delta/projects/delta-linux-x64-2.0/backend

@ | ExecStart=/home/delta/projects/delta-linux-x64-2. 0/backend/jdk/bin/java -Djava.net. useSystemProxies=true

[Install)
WantedBy=multi-user.target

et
& WN -

Pucynox 100 — ITapametpsl cepBuca B daiie delta.service

0) B pasnmene [Service]:
1) B mapamerpe User yka3aTh HMs IOJIb30BaTeNis, IOJ KOTOPHIM OyaeT

3aITyCKaTbCs CEPBUC.

Ilpumep: User=delta;
2) B mapamerpe WorkingDirectory yka3aTh moJiHbli myTh g0 manku backend TTIT

«JlenbTay.

IIpamep: WorkingDirectory=/home/delta/projects/delta-linux-x64-2.0/backend;

3) B mapamerpe ExecStart ykaszare cTpoky 3amycka Java-npunoxenus I1I1
«JlenbTay.

IIpumep: ExecStart=/home/delta/projects/delta-linux-x64-2.0/backend/jdk/bin/java -
Djava.net.useSystemProxies=true -Djava.awt.headless=true - cp delta.jar -Dloader.path=lib
org.springframework.boot.loader.PropertiesLauncher --server.port=8080 SuccessExitStatus=143.

ITapameTpsl CTPOKH 3aIlyCKa CIEAYIOIINE!
/home/delta/projects/delta-linux-x64-2.0/backend/jdk/bin/java - monHeld TYyTH 10

ucrojHseMoro (Qaiina Java.
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Djava.net.useSystemProxies=true — mnpu3HAK HCIIOJIL30BAHUS CHCTEMHBIX HACTPOCK
IIPOKCHU-CEPBEPA, ECIIU IPOKCU-CEPBEP OTCYTCTBYET, TO ATOT IAPAMETP MOKET ObITh UCKIIFOUEH;

Djava.awt.headless=true — oOs3arenbHBINA MapaMeTp JUIs 3allycKa B PEKUME CEepBHUCA,
MPU3HAK OTKIIOYCHHUSI 3JIEMEHTOB TPapHUUEcCKOro OKPYKEHHs (3acTaBKa, 3HAYOK B 00JacTu
YBEJIOMJICHHH);

cp delta.jar - 3amyckaemsrii daiin Java-mpuaoKeHuUs;

Dloader.path=lib org.springframework.boot.loader.PropertiesLauncher — o0s3arebHbIi
CITy’KeOHBIN Mapamerp;

server.port=8080 — 3maueHue mopTa 00OJIOYKH, Takoe ke, kak W B delta.config, mo
YMOJTYaHUIO UcToib3yeTcs nopT 8080;

SuccessExitStatus=143 — o0si3aTeNnbHbIN CIYKEOHBIH TapameTp.

B) COXpaHUTh U3MeHeHus B ¢aiine delta.service.
3ammyck cepBHca OCYLIECTBIISIETCS BBIIIOJHEHUEM KOMAaH bl ONEPallHOHHOM CUCTEMBI:

sudo systemctl start delta.service
OcTaHoBKa cepBHCa OCYIIECTBIISIETCS BBIITOJIHEHUEM KOMaH/bI ONEPAllMOHHON CHCTEMBI:

sudo systemctl stop delta.service
Ilepesamyck cepBuca OCYIIECTBIISETCS BBIIIOJHEHUEM KOMaH/bI ONIEPAllMOHHON CHCTEMBI:

sudo systemctl restart delta.service

Ilepen ocTaHOBKOW WM IEPE3allyCKOM CEpPBUCA PEKOMEHAYETCA IUTAaTHO 3aBEpUIATh
paloTy Bcex pacIIupeHui.

Oo6nosnenue IIIT «/lenpTay NOMHKHO MPOUCXOIUTH TOJBKO B PEKUME MPUIIOKEHUS (HeE
cepBuca). [locne 3arpy3ku OOHOBJIEHHS M MOJIYy4EHUS] COOOLIEHHS O TOTOBHOCTU K YCTAHOBKE,
CEpPBUC JOJDKEH ObITh KOPPEKTHO OCTAHOBJICH, a MOCIEAYIOINH 3aIlyCK JOKEH ObITh IPOU3BEIEH
B peXXHMeE MPHUJIOKEHUS, T.¢. BhinoHeHueM Start_delta.sh. ITocne ycnenHoro crapta u u3MEeHEHUsI
BEPCUU Ha HOBYIO B cTaTtycHOM cTpoke, I1I1 «/lenbpTra» MokeT ObITh CHOBA IIEpE3allyIleH B peKUMe
cepBHca.

3.18 Ilepeson IIII «eabTa» Ha padoty no nporokoay HTTPS

Pa6ora IIIT "JlenpTa" B ceTeBOM peXHME BO3MOXHA IO 3aLIUIIEHHOMY MPOTOKOIY
HTTPS. [Ina nepeBoaa I1I1 Ha 3amuiieHHbIH TPOTOKOI HOTpeOyeTCs TOMOTHUTENbHAS HACTPOHKa
napaMeTpoB CETEBOIO IIIJIK03a U cepBepa ayTeHTH(PHUKAIHH.

[Tapametper nporokona HTTPS nng nutro3a ycTaHaBIMBAIOTCS B KOH(HUIYypalMOHHOM
daiine:

<Jlenpra>\backend\gateway\config\application.yml
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ITo ymomuanuto napamerpsl HTTPS yxxe umetorcs B aitne application.yml, Ho momeueHbl
kak koMmMeHTapuu. Kpome toro, B mamnke nuto3a </lenpra>\backend\gateway naxoaurcs daiin ¢
JEMOHCTPAIIMOHHBIM XpaHUIHUIIEM cepTudukaToB keystore.pl2, BKIrOUaromuii B ceOst TECTOBBIN
ceprudurar ¢ ncepgoHMMOM tomcat. HeoOxommmo yOpaTh CHUMBOJBI KOMMEHTapus W3
CIIEYIOIUX CTPOK:
ssl:
enabled: true
key-alias: tomcat
key-store-password: 1gaz@WSX
key-store: file:keystore.p12
key-store-type: PKCS12
Haznauenue mapameTtpoB paboTsl o 3amuieHHomy npotokoiny HTTPS npuseneno B

Tadaure 3.

Tabmuma 3 - [TapameTpsl HacTpoiku paboTHI o poTokoay HTTPS

IMapamerp Hasnauenue

enabled [pusHak WHCHONB30BaHMS 3ammineHHoro mporokoma B [T «Jlempray, true —

ucnons3yercst, false — He ucnons3yercst

key-alias Wmst iceBoHMMa cepTUdUKaTa B XPaHHIIHIIE CCPTUPUKATOB
key-store-password [Mapoins oT XpaHWwHina cepTudGUKaToB

key-store CcpUtKa Ha XpaHUIHIIE CePTH(HHUKATOB

key-store-type dopmar xpanunuia cepTuduKaTos, o ymondanuro - PKCS12

W3meHeHust, BHECEHHbIE B KOH(UIypalMOHHBIN (ailyl 1uito3a, BCTYNAT B CHIIy IOCIE
nepesanycka cepsepa IIII «/lenbra». IIpuiiokeHne cTaHeT NOCTYIHO TOJIBKO IO IPOTOKOJIY
HTTPS, nostomMy He00X0AMMO MEPEHACTPOUTH U CEpBEp ayTeHTU(UKALIY, YKa3aB HOBbIH ajipec
U1 nepeHanpanieHus (redirect) Ha cepBuc 1UI03a. B anpece cepsuca nporokod http posken
ObITh 3ameHeH Ha https. nsa cepsepa ayrentuduxanuu Cloud Foundry UAA stoT mapamerp
Ha3bIBaeTcs redirect-uri, 1 ycTaHaBIMBaeTcs B ¢ailne koHpurypamuu vaa.yml.

IIpumep: redirect-uri: https://192.168.0.104:8181/1ogin/oauth2/code/gateway

JlelicTBUSL 1O TEpEeBOAY pa3HBIX CepBepoB ayTreHTHU¢HKauuu Ha mnpoTtokos HTTPS
CYIIECTBEHHO  omIMYaroTcs.  JleMOHCTpauuMoHHBIM  cepBep  ayreHTHdukauuun  UAA,
oImyOMKOBaHHBIN Ha caiite banka Poccun, pasBepHyT B KOHTeliHepe cepBieroB Apache Tomcat
9, mns mepeBosaa ero Ha mpotokosl HTTPS pexkomenmyercst BOoCHoib30BaThesi OQUIMATBHON

nokyMmeHraruei: https://tomcat.apache.org/tomcat-9.0-doc/ssl-howto.html.
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3.19 YcraHoBka BpeMeHU 0e3/1elicTBUS MOJIB30BATE/S B CETEBOM pPeKUMe
MakcumanbHoe BpeMA 663HCﬁCTBHﬂ MOJIb30BAaTCJIA YCTAHABJIUBACTCA B KOH(bI/IpraI_[I/IOHHOM
daiine nutroza  (<Jleapta>\backend\gateway\config\application.yml) B napameTpe
server.session.idletime.
Ilpumep: server:

session:

idletime: 180

Bpemsi 6e3aeiicTBUs 3a0aeTCsl B MUHYTaX LETBIM YHUCIOM, TI0O YMOJYaHUIO YCTAaHOBJIIEHO
120 MuHyT.

Ecimu B Teuenue YCTAaHOBJICHHOI'O BpPCMCHU 663I[€ﬁCTBPI$I OTCYTCTBOBaJia aKTUBHOCTH
noJsis3oBarens B 111 «/lenbra», TO MpOM30MIET aBTOMATHYECKOE 3aBEPIICHUE CECCUU, a IS
JTATBHEHIIETO TIPOI0JDKEHUS pab0ThI MOTpedyeTcss 0OOHOBUTH CTPAHUILY Opay3epa.

3.20 IIpocmoTtp u BeIrpy3ka poJieii (9@ «Iloab3oBaTenu U poJin»)

O® «Ilosb30BaTENIN U POIU» NOCTYIIHA TOJIBKO B MHOTOMOJIL30BATEIBCKOM PEKUME.

AJMUHHUCTPATOpP MMEET IMOJIHOMOYHUS JJIsl MPOCMOTPa M BBITPY3KH POJIEBOIO COCTaBa

i
yueTHbIX 3amucedd B D@ «llomp3oBarenu W poyim» (MHKTOTpaMma 7o ) MEHIO

«YTmpaBiieHrue» B COOTBETCTBUHU ¢ pucyHkoM 101.

)

)
¥

Pucynox 101 — ITpocmotp DP «Ilonp3oBarenu u poan»

ITanens HHCTPYMCHTOB O® «Ilomp3oBaTenu u POoJin» COACPKUT NUKTOTPAMMBI:

2 5

a) —— — BBIPY3Ka B 3JIEKTPOHHYIO TaOIHILY;

0) ® @ — CBEPHYTb, pa3BEPHYTh BCE POJIN;

x
B) — cOpocuTh (PUIBTPHI U COPTUPOBKH;
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e
r) =/ OGHOBUTH JAHHbIC
|

a1 B9 -— —0r00pa3uTh CBOIHBINA PEKUM/OTOOPA3UTH MOIHBIH PEXKUM;

e){:}

3.21 Mpocmotp BBeaenHoii nunpopmanun («[logroroBka I/1»)

— HAaCTPOUTH BU]J Ta6JII/IIII)I.

[Tonp30BaTens ¢ posIbI0 AJIMHHUACTPATOP B cCOOTBETCTBUU ¢ pucyHkamu 102 u 103 umeer
JOCTYI K TPOCMOTPY HH(POpPMAIIUH, BBEJCHHOU mosib3oBaTeneM B DD «lloarotoska 3/1» MeH0

«YrpaBiaeHHE.

&

Pucynok 102 — ITpocmotp DD «Iloaroroska 3/». Ucxoasmue

K¢

Pucynox 103 — IIpocmotp P «Ilonroroska 3/1». Bxoasmiue

Ha D@ «Iloaroroka 3/1» pacnoioxkeHbl JBE BKIAJIKH:

McxopAwme

a) ;

BrogAwme
0)
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McxopAwme
Bxnanka 30 «Iloxroroska 3/1» oToOpaxaer UCXOAAIIUE YIAKOBKH

I

BxogAawmne
Bxnanka D0 «IloaroroBka D/]» oToOpaxaeT BXOIAIINE KBUTAHLIUU B

dopmarax Tkeut, UDC1, UDC2, UDCpl, UDCp2, UDC3, nonyyernsix oT banka Poccun B oTBET
Ha paHee NepelaHHbIe yIakoBKu ¢ D/1.

3.22 MoOHUTOp aKTHBHBIX N0JIb30BaTeJIei

MOHHMTOp aKTUBHBIX MOJB30BATEIEH MPETHAZHAYECH IS :

a) oToOpakeHHs CIUCKa moJib3oBaTenei, padoraromux c¢ [T «/lempra» B cereBom
pexuMe. AKTUBHBIM CUUTAETCS MOJB30BaTElNb, y KOTOporo B Opaysepe otkpsiTa [1I1 «Jlenbray;

0) PpPAacCBHUIKA KOPOTKUX TEKCTOBBIX COOOIIEHN aKTUBHBIM TTOJIH30BATEIISIM.

Crycok axkTHBHBIX I10JIb30BaTelde OOHOBISIETCS TO COOBITHIO TOJIH30BATENHCKOIO
uHTepdeiica, HanpuMmep, Ipu OTKPbITHH DD MOHUTOPA, WIIK MPU HAKATUU HA COOTBETCTBYIOILYIO

KHOTIKY.

MOHHMTOp aKTHUBHBIX MOJB30BAaTENEH IOCTYIEH MNpH oJHOKpaTHOM Haxatuu JIKM Ha

o)
a8
MMAKTOTpaMMy * =< MEHIO «YTIPaBJICHHE», B COOTBETCTBUU ¢ pucyHkoM 104.
=

[RIETT

FRCianparee CAQ8TTe0 & IHAM.

PRI ¢ T A Tiote Th KD

Pucynox 104 — I'naBHast D@, nukrorpaMMa «AKTUBHOCTB
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Pucynox 105 — IIpocmoTp DD «AKTHBHOCTH
[Tanens mHCTpYMEHTOB DD «AKTHBHOCTH)» B COOTBETCTBHHU C pucyHKkoMm 105 comepxwut

IMUKTOrpaMMBI:

a) l_“x — «COpocuth GUIABTPHI U COPTUPOBKW» - KHOMKA OYHUCTKH TaOJHIBI OT
HaJIOXKEHHBIX Ha Hee (UIbTPOB ((PMIbTpaIUs BO3MOXKHA JUISI KaXJOro OTAEIbHOro CToJjOla,
aHaJlornyHO ¢uibTpanuu B Tabnune Bkiaaaku «KypHane». Bo3moxkHO BeIOpaTh TpeOyembie

napameTpsl PrIIbTpa MyTeM MPOCTABICHUSI OTMETKH B YEKOOKCE);

0) K./ — «O6HOBIEHNE TaHHBIXY,

B) {}' — «HactpouTs BUI TaOIUIIBI».

B Tabnune B coorBercTBHM ¢ pucyHkoM 105 otoOpakaercs mHbopmamus o000 Bcex
MoJIb30BaTeNsX, Y KOTOpbiX oTKPHIT [1I1 «/lenbray B Opay3epe Ha MOMEHT mpocMoTpa. Tabmura
COJICPXKUT B ce0€ CIICTYIOIINE CTOJIOIBI:

a) «Poxbp» — poib aKTHBHOTO TOJb30BaTeNs. B JaHHOM CTOJIOIE B COOTBETCTBUU C
pucynkoM 106 conepKuTcst OUH U3 IBYX JIEMEHTOB:

— Ha)KaTHe Ha KHOTIKY OTKPBIBAET HEPAPXUUYCCKYIO TaOJIHILY;

— HaXXKaTHUE€ Ha KHOIIKY CKPBIBACT HEPAPXUICCKYIO Ta6n1/1uy.
Ponb Noruws Npogune ®WO nonb3osaTenn
Ivanovll lvanovl Meanos Mean Ueanosnuv

Zolotarey rool nnu

OryérnocTe KO AAMUHKUCTPETOP
Kuznetsoy Kuznetsoviz Kyaneyoe Meax Vipanoewy

Pucynox 106 - Uepapxuueckas tabmuia
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Nepapxuueckas TabIuIia CoIEP>KUT CTOIOIIBL:

1) KOMITOHEHT — COACPIKHUT MepeueHb KOMIIOHEHTOB, KOTOPhIC UMEIOTCS Y
MOJIb30BATEIIS:

— «/lempra O60MOUKAY;

— «OtuérHocth KO» u B nanmpHeleM apyrue Oyaynme KOMIOHEHTHI.
2) Ponb - conepkuT HHGOPMAIMIO O POJIU MOJIL30BATENS B KOMIIOHEHTE. [lepeueHb

JOTTYCTUMBIX POJIEH:

Omnepatop;

AnmuHucTpaTOop HHGOPMAITMOHHOM 0€3011acHOCTH;

AMUHUCTpATOP;

Cyrneprosib30BaTelib;

Omneparop ¢ orpaHHYESHHBIMHA ITPAaBaMH JIOCTYTIA;

0) «JloruH» — JTOrMH aKTUBHOTO MOJIH30BATEIIS;

B) «lIpoduiby — umst poduIIsi aKTUBHOTO TI0JIH30BATENIS,

r) «®UO nonp3oBatens» — GaMuiIvs, UMs, OTYECTBO aKTHBHOTO TOJIb30BATENS;

n) «Tenedon» — TenedoH aKTUBHOTO TIOJIb30BATEIIS,;

e) «Bpewms Hawama ceanca pabOTh» - MHGOPMAIUS O BPEMEHH, KOTJIa TMOJIb30BaTEh
otkpeut [T «/lempTay B Opayzepe. Dopmar oToOpakeHHE ITaHHBIX: YHCIIO/MECSI/TO,
yac/MUHYyTa/MC.

Jliia uckioueHus: AyOIUpOBaHUs JAaHHBIX B TaOJIMIIEe BBIMIOJIHSAETCS KOHTPOJb MO MOJISM
«JTorun» n «IIpoduiby.

VYnpasiienue oToOpakeHHEM JTaHHBIX B TaOJIHIlE — COPTUPOBKA CTOJOLOB, (pUIbTpaLus
3amuceil U HaCTpoKa BUAA TaOIHIIBI BRITOTHAOTCS aHaoruyHo 1m.3.13.1, 3.13.2 u 3.13.3.

Paccrinka KOPOTKHX COOGHleHI/II;'I MOJIB30BAaTCIISIM OCYILHCCTBJIAICTCA € IMOMOIIBIO KHOITKH

a4 .
«OTnpaBUTh cooneHI/Ie»-, pacroiokeHHO! B TabauIle B COOTBETCTBUU ¢ pucyHkom 107.

Ovgeets COODLEv

Pucynox 107 — 9@ «AKTUBHOCTB», KHOIIKA «OTIPAaBUTH COOOIIEHUE)
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[To HaxaTHIO JaHHOW KHOTIKH B COOTBETCTBHHU ¢ pucyHKoM 108 otkpoercs DD mis BBoaa
coobuiennsa. YexOokc «OTmpaBUTh BCEM» YCTAHABIMBAETCS TPU OTIPABKE BCEM AKTHBHBIM

IIOJIL30BATECIAM, 110 YMOJYAaHHUIO — CHAT. Ilocne BBOIA COO6HICHI/I$[ CJICAYCT Ha)KaTb Ha KHOIIKY

OTTIPABATL
«OTnpaBUTH» -, JUI1 OTMEHBI BBoJIa — «OTMEHa»

CoobuweHue ans delta_operator_1

Pucynok 108 — D@ «CooOrmieHne it <JIIOTHH TOJIH30BATEIS>)

[Tonws3oBarens monydaer coodmenne B DD «CoobmieHue st <JIOTHH OTIPABUTEIS>) B
COOTBETCTBUU ¢ prcyHKoM 108.

3.23 ¥YcraHoBKka U HacTpoiika «Anantepa k CK31N»

Hauunas c Bepcun 1.6.0 «Angantepa k CK3W» (nanee — agantep) nosiBUIACh BO3MOYKHOCTh
ycranoButh I1I1 «/lenbra» u ananTep Ha pa3HBIX cepBEpax.

[Ipeanonaraercsi, uro BeiHeceHHBIH «Amantep k CK3W» Oyaer ycTtaHOBIEH Ha OJHOM
cepBepe ¢ CKAJl «Curnarypay.

JuctpubyTuB ajganTepa HE HMMEET CHEIUMAIBHOTO YCTAaHOBIIMKA, MOSTOMY Tpedyercs
pazapxuBHpoBaTh makeT «plugin-skzi-X.X.X.zip» B TUPEKTOPUIO YCTAHOBKH.

Jlanee HeoOxoauMo HAcCTpouTh cBs3b Mexay [1I1 «/lenbTa» UM BRIHECEHHBIM aJalTePOM.
Jlnst 3TOr0 HEOOXOIUMO BBINIOJHUTH HACTPOHKY B pasziene «HacTpoWku NpuIoKeHUs» =
«Cucremubie» = «I[lapamerpbl noakIoueHus K ynaienHomy agantepy CK3M» B cooTBeTcTBUM
cn.3.9.1.

Jlnst 3amycka ajantepa MOKHO BOCIIOJIb30BaThCs MCIOMHsIEMbIMHU (haitmamu: «run.baty —
anst OC Windows, «run.sh» — amst OC Linux.

[Tepen 3amyckoM HEOOXOAMMO MPOMHUCATh B UCIIONHsAEMOM aiine TpedyeMbrii mopT. [1o
yMOJTYaHHIO ucnojib3yetcst 8082.

3.23.1 YcranoBka u 3anmyck «Anantepa k CK3W» B pexkume ciy:x061 Windows

Bepcus «Anantepa k CK3M» 1.6.0 BrirodaeT B cebst HEOOXOAUMBIE KOMIIOHEHTHI IS

3arycka B pexxume ciayx0e1 Windows.
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3.23.1.1 V¥YcranoBka «Anantepa k CK3W» B Buje ciay:x0b1 Windows

s ycranoBku «Amantepa k CK3W» B Buze ciyx0b1 WiNndoOws HeoOX0AMMO BBIIOJHUTH
CIICAYIOIINE IIary:

a) BOWTM B mamky, rjae pacnaxoBaH «Apantep Kk CK3M» u OTKpBITH B TEKCTOBOM
penaktope daiin «skzi-service.xmly;

0) B paszgenc <executable> yka3aTh MOJIHBIA MyTh 10 HMCIOJHSAEMOro (aiiia «javay,
Bxosiero B coctaB «JDK 11». Hanpumep, «C:\jdk-11\bin\javay;

B) B pazmene <argumentS>, cojaep)kamieM CTpPOKY 3alycKa, yKa3aTh 3HaueHHe
napamerpa «--server.porty. I[lo ymonganuto ucnosszyercs nopt 8082;

I)  COXpaHUTh U3MEHEeHUs B Qailne «skzi-service.xmly;

1)  YCTAaHOBUTH CIY)KOY, BBITIOJIHMB B KOMaHIHOW CTpOKEe KOMaHIy «skzi-Service.exe
install».

[Mpumep 3anonHenus Qaiina «Skzi-service.xmly npencrasien Ha pucyrke 109.

<?xml version="1.8" encoding="UTF-8"?>
<service>
<id>skzi-service</id>
<name>SKZI Adapter Service</name>
<description>Cepeuc Apantep k CK3W CKAL CurHatypa</description>
<executable>C:\jdk-11\bin\java</executable>
<arguments>-Djava.net.useSystemProxies=true -jar "%BASE%\plugin-skzi.jar" --
server.port=8882</arguments>
<logmode>rotate</logmode>
</service>

Pucynok 109 — YcraHoBka nmapamMeTpoB CITy»KOBI.

B citydae ycremHoro BEIOHEHUS] KOMAHIBI B cIicke ciryx6 Windows B cooTBeTCTBUHM C
pucyakom 110 mosiBuTcst HOBas ciryx6a — SKZI Adapter Service.

-E) Quality Windows Audic ...  Quality Windows Audic Video Experience (... Bpyunyte  Jlokanenan cnyxGa
n..‘:,'g‘; Shared PC Account Man... Manages profiles and accounts on a Shared... Ovinroye..  JlokaneHas cucTema

1SKCZI Adapter Service Cepenc Agantep k CK3M CKAJ] Curnatypa Boinonnaetca  Astomar..  \450chilAZ
-E) SMP gnckoesr npocTpa..  CayxBa y3na gna nocTaeLLmMKa yNpasneHna.., Bpyunyto  Cetesan cnywiBa

Pucynok 110 — Cnyx6a «Anantepa k CK31» B okne «Ciyx0b1» Windows

Ecnu cnpaBouHuKM HacTpoeHbl yepe3 mporpammy «CrpaBoyHuk CepTu(uKaToB» U B
Hactpoiikax IIIT «/lenbray ykazaHo ums npodunst CUrHaTypel, TO B CBOWCTBaxX CIIyKObI
HEOO0X0JMMO TMpOMKCaTh BXOJA TOJ IMOJIb30BAaTeIeM, MOJ KOTOpPbIM CO3[JaH MHpo¢duib B

COOTBETCTBUH ¢ pucyHkom 111.
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Cooicroa: SKZI Adapter Service (flokansrbiil komnsroTep) =

O6ume  BXoa D cUCTEMy  BocoraHoBeHne  3eBncamoc v

Bxon B cucramy

() C cneTamHon yie tHoN $aceo

(@) C yHBTHON FANUCHIO \-.Aex).:l.n:u' ] D630
naponb: ‘.......'......' ‘

Monmepwasiue:  [sesssssssssssns |

Pucynox 111 — CpoiicTBa ciry:x0b1. Bxox B cucremy

[locne ycranoBku «Apantepa k CK3U» B Buze ciayxObl Windows pexomeHayercs
nepe3arpy3uTb KOMIIBIOTED.

3.23.1.2 3amyck «Anantep k CK3U» B Buae cay:xon1 Windows

Cnyx0a 3amyckaeTcsl IITAaTHO 4Yepe3 IO0Jb30BaTeNIbCKUM HHTep(deic chucka ciyxo
Windows uiu myTeM BBITIOJTHEHHS] KOMaH 16l B KOMaHIHOM cTpoke «SKzi-service.exe start». [Tocie

3aIlycKa 3Ha40K B 00JaCTH YBEJOMIJIEHUI HE MOSBISAETCA.

3.23.1.3  OcranoBka «Axantep k CK3U» B Buae ciay:xon1 Windows
OcTaHOBKa BBIMOJHSAETCS ITATHO 4Yepe3 IOJIb30BATEIIbCKUN MHTEpP(dENC crmcKa CITy:x0

Windows witi myTeM BBITIOJTHEHHST KOMaH bl B KOMaHIHOM cTpoke «SKzi-service.exe stopy.

3.23.1.4  Memncramasuusa «Agantep k CK3U» B Buae cay:xon1 Windows
JlenHCTa/UIAIMS BBITIOJTHASTCS TIOCIe KOPPEKTHOM OCTaHOBKHU CITykObI (11. 3.23.1.3) myTem

BBITIOJTHEHUST KOMaH bl B KOMaHIHOM cTpoke «Skzi-service.exe uninstally.

3.23.1.5 Oonosienue «Agantep k CK3U» B Buae cay:xkon1 Windows
Jnst obHoBnenus ciyx0nl «Anantep k CK3W» HeoOxoaumMo cHavalia yaaiuTh, 3aTeM

YCTAHOBUTH HOBYIO BECPCHUIO.

3.23.2 YcranoBka u 3anmyck «Anantepa k CK3W» B peskume ciyx0b1 Linux

Bepcus «Anantepa k CK31» 1.6.0 Bxiirouaer B ce0st HEOOX0IUMbIE KOMIIOHEHTBI TSI
3aIycKa B peyxuMe CiyxO0bl (emona) Linux.

3.23.21 Hacrtpoiika napamerpoB aas 3amycka «Agantepa k CK3HW» B BHIe
cary:k0b1 Linux

Jli1st 3amycka B pexuMe Ciry)O0bI (1emoHa) Linux Heo6xoaumo:

a)  IepewTHu B mamky, rae pacnakoBaH «Ananrep kK CK3W» u OTKpBITH B TEKCTOBOM

penakrope Qaiin «SKzi.Service» B COOTBETCTBUHM C puCyHKOM 112;
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1 |fonit]
2 Description=SkziRAdapter
3 Lfter=syslog.target

[Service]

User=delta

Restart=always

RestartSec=60s

WorkingDirectory=/home/plugin-skzi

10 ExecStart=/home/jdk-11/bin/java -Djava.net.useSystemProxies=true
-Djava.awt.headless=true -jar plugin-skzi.jar --server.port=8082 SuccessExitStatus=143

12 [Install]
13 WantedBy=multi-user.target

Pucynok 112 — ITapameTpsi cepBrca B aiiie «skzi.servicey

0) B paszzaene [Service| 3aMOIHUTH CIEIYIONINE TTApaAMETPHI:
1) B mapamerpe «USer» ykasaTb HMMs TOJB30BaTeNs, MOJ KOTOPHIM OymeT
3aImycKaThCs cepBuc, Harpumep, User=delta;
2) B mapamerpe «WorkingDirectory» yka3zaTh MOJIHBIH MyTh 0 KOPHEBO# MaIKH
«Anantepa k CK3W», nanpumep, WorkingDirectory=/home/plugin-skzi;
3) B mapamerpe «EXxecStarty ykazarb CTpoOKy 3amycka Java-mpHiIoKeHHsI
«Amanrepa  k  CK3W», wampumep, ExecStart=/home/jdk-11/bin/java -
Djava.net.useSystemProxies=true -Djava.awt.headless=true -jar plugin-skzi.jar --
server.port=8082 SuccessExitStatus=143, rue:
— «/home/jdk-11/bin/java» — moHbI#i MyTh 10 KCIOJIHSAEMOro (aiiia Java;
— «-Djava.net.useSystemProxies=true» ~ —  TOpU3HAK  KCIIOJHL30BAHHS
CHCTEMHBIX HACTPOEK MPOKCU-CEPBEPA, €CIIN MPOKCU-CEPBEP OTCYTCTBYET, TO
3TOT IMapaMeTp MOKET ObITh UCKIIIOYCH;
— «-Djava.awt.headless=true» — o0s3aTenbHBbI Mapamerp s 3amycka B
peKUME  CcepBHCA, MPHU3HAK OTKIIOYCHUS 3JIEMEHTOB TIpadUuecKoro
OKpYXXeHHs (3aCTaBKa, 3HAYOK B 00JIaCTH YBEIOMIICHHH );
— «jar plugin-skzi.jar» — 3amyckaemblii ¢aiin Java-npHIoKeHuUs;
— «--server.port=8082» — 3HaueHWe NOPTa, MO YMOJIYAHUIO HCHOJB3YeTCs
nopt 8082;
— «SuccessExitStatus=143» — o0si3aTenbHbIN CIyKEOHBIH TapameTp;
B)  COXpaHHTh U3MEHEHHs B paiie «SKzi.servicey.
3.23.2.2 3amyck «Axpantep k CK31U» B Buae caayx0b1 Linux
3amyck cepBUCa OCYIIECTBISETCS BBITOJHEHUEM KOMaH/ bl ONIEPAIIHOHHON cUCTEeMBI «SUdo

systemctl start skzi.servicey.
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3.23.2.3 OcranoBka «Agantep k CK31U» B Buae cayxo0b1 Linux

OcTtaHoBKa cepBUCa OCYIIECTBISIETCS BBITIOJTHEHUEM KOMaHbI ONEPAMOHHONW CHUCTEMBI
«sudo systemctl stop skzi.servicey.

3.23.2.4 Tlepe3amyck «Anantep k CK3U» B Buae cay:xob1 Linux

[epesamyck cepBrca OCYIIECTBIISCTCS BHIMIOJHEHHEM KOMAHIbl OTIEPAIIHOHHON CUCTEMBI
«sudo systemctl restart skzi.servicey.

3.23.25 Oonosaenue «Anantep k CK3U» B Buae cay:xon1 Linux

Jlia oOHoBieHus ciyx0bl «Anantep k CK3M» HeoOXxonuMo cHavana yJIaiuTh TEKYLIYIO

BEPCUIO MMPUIJIOKCHHS, a4 3aTEM YCTAHOBHUTH HOBYIO BEPCHUIO.

3.24 Hacrpoiika IIII «/leabTa» 115 nepegavyu JOKYMEHTOB € HCI0JIb30BaAHHEM
TeXHoJIorum ornpasku yepe3 IBM ASPERA

B cnyuae mepemaun B JIK BII EIIBB ¢aiinoB pasmepom 0Gosnee 2I'6 HeoOxommmo
WCII0JIb30BaTh TEXHOJIOTHIO oTipaBku depe3 IBM ASPERA. J11s 3Toro HE0OX0IMMO BBIITOJTHATH

clleyroniee:

a)  3arpy3uTbh YTWIMTY KOMaHIHOM CTpoKH aspera cli oqaum u3 cieayrommx crnocooos:

1)  https://portal5test.cbr.ru/Documents/operden.zip;

2)  ckagatb ¢ https://downloads.asperasoft.com/en/downloads/62;

3) ckauath ¢ odHIHAIBHOrO cepBepa paspaborumka developer.asperasoft.com
SDK;

0)  pa3MecTUTh 3arpyKeHHYI YTHIMTY B jaupekropun «Yomaupekropus Delta%)\
backend\aspera\bin» (B3sTh aupekTOpHiO Din), mpu HEOOXOAMMOCTH CKOMHMPOBATH B OTY
IMpEKTOpHIO (aiia «aspera-licensex;

B)  HACTPOUTH B COOTBETCTBUU C Tabnuiei A.l cienyromniye napameTpsl MoAKIIOUEHUS
k IBM ASPERA B delta.config:

1)  Delta.lk.aspera.use;
2)  Delta.lk.aspera.host;
3) Delta.lk.aspera.sshport;
4)  Delta.lk.aspera.faspport;
5) Delta.lk.aspera.ascp.

Jla npoBepku coequHenus ¢ IBM ASPERA HacToATENBHO pEKOMEHAYETCS YCTAHOBUTD U

HacTpouts rpadpuueckuii ket IBM ASPERA B cooTBeTcTBHE C MHCTPYKIMEH, pa3MeIieHHON

o ccwuike https://portalStest.cbr.ru/Documents/operden.zip. B ciryuae mpoGiiem ¢ moAKIroueHHEM

npock6a obpararees B ciyx0y noaaepxxku JIK BIT ETIBB.


https://portal5test.cbr.ru/Documents/operden.zip.
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3.25 Ionyyenue cnpaBo4YHOM HHpOpPMALIUH

Joctym K cripaBOYHON MHGOPMAIIUU OCYIISCTBIISICTCS MPU OJHOKpaTHOM Haxatnu JIKM

Ha IUKTOIpaMMy o MEHIO «YTIpaBJICHHE». Byler OTKPBITO MEHIO B COOTBETCTBHUU C
pucynkom 113 mis BeIOOpa pa3zjgena, CIpaBOYHYHO WH(GOPMAIHIO O KOTOPOM HEOOXOIUMO

O0TOOpAa3HTE.
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CnpaBka X

O nporpaMMHOM npoaykTe «iensta»
YnpaereHue paclumpeHmaMm
Ynpaenexsue o0HOBNEHUAMMU
Ynpaenexnue Knaccupukatopamm
HacTpoiku npoduna

HacTponku npunoXxeHus

HacTpoWKu KaHanoe CBA3u
HacTpoiku paclumpeHuin
YnpaerneHue MeTagaHHbIMU
XpaHeHue peecTpa AOKYMEHTOB

MoagroToeka 3[4 — Ucxogsawme (ynakoeka u
oTnpaska)

MogroTtoeka 31 — Bxoasuwme (obpaTHbie
KBUATaHLUMUM)

KeuTupoBaHue
XXypHansl

MpOCMOTP Y BbIrPY3Ka pornemn

@ M Mm@ m @ @ @ E E EEEE E @

MOHUTOP aKTUBHbIX MONb30BaTENen

@

Onucaxsue sepcuin

NoKyMeHTauua

(@

e 1N «densta»: Bepcua 3.13.0 o1 18.09.2023
TEXHUYECKaA NMOAAEPXKKaE: espp@cbr.ru

Pucynox 113 — 9® mento «CnpaBkay. OriaBieHue pas3ieioB CpaBOYHON HHPOPMALIUU
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Jlanee crnemyer BBIOpaTh MHTEpecyrommii pasnen, HaxkaB JIKM Ha COOTBETCTBYIOIIYIO
CTPOKY B OIJaBlieHWHU. bymer oTtoOpakeHa Kparkas crpaBoyHas WH(OpMAaNUs 1O paslieny B

COOTBETCTBUU C pucyHkoM 114.

CnpaBka

O MNMporpaMMHOM NpoayKTe
«deneta»

nn «densTa» NpenHasHaqYeH onAa
WHCTPYMEHTaNEHOW NOOAEPKKMA OEATENEHOCTH
YYECTHWKOB (GMHAHCOBOMO pbIHKa B Mpolecce
NOArOTOBKKM W HanpaeneHMa B BaHk Poccum
3NEKTPOHHBLIX AOKYMEHTOB.

MNn «fdencTa» obecne4yMeaeT NoNb3oBaTENto
®YHKUMOHaNbHbIE BO3MOXHOCTH,
pEanu3oBaHHble B paMKax MNOAKMIoHaeMbIX W
OUHAMWYECKW 38rpy>KaeMblX KOMMOHEHTOB —
PacwwvpeHwniA.

MM [OensTa no3BONSeT  YHUOWUWMPOBETH
TEXHONOMMK ANA 06ecneYeHna:

* MOArOTOBKM W NpensapuTENsHOro
KOHTPONA 3NEKTPOHHLIX QOKYMEHTOE;

* OTNPaBKkK B BaHK POCCMKM 3MEKTPOHHLIX
OOKYMEHTOE MW MNONy4eHWA OTBETHbIX
KBMTaHLMWIA;

* B33MMOOEHCTEMA C JIMYHBIM KaGUHETOM
YYECTHWKE MHOOPMEUWOHHOIO 00MEHE W
CACTEMOM 3NEKTPOHHOW NoYTel BaHka
POCCHMM.

B pamkax MM «Oensta» paspadoTaHa
COBOKYMHOCTE TMOOXOO0B W YHWBEPCANbHLINA
WHCTPYMEHTaPMWIA, NoO3BONA0WME
NPENOCTABNATE MOML30BATENAM PACLUIMPAEMbINA
HaGop OYHKUMOHaNbHbIX BO3MOXHOCTEN MO
SBTOMATW3aUMK NPOLIECCOE B33WMOLENCTEWA
NOAHEA30PHLIX OPraHM3aunil ¢ BaHKoM Poccuu.

MNn «[densTa» peanq3oBaH B EBWOe Be6-

MPUNOXEHNS, gocTyn K KOTOpOMY
OCYLLECTBNAETCH Jyepes Gpay3ep oc
nonL308aTens.

E MM «0ensra»: Bepcua 3.9.13 ot 13.07.2023

TexHW4eckas Noanep»Ka: espp@cbr.ru

Pucynox 114 — 9® mento «CrpaBkay. OTKpBIT pa3jien i IpocMOTpa HHPOpMaLIUU

I[JISI NnepeMCeICHrud KypCopa IO CTpPaHUIC cnpaBquoﬁ HH(bOpMaHHH CIICayeT

BOCIOJIB30BATHCS MOJIOCOH IMPOKPYTKU B npaBoﬁ YaCTU CTpaHUIbI. I[J'IH BO3BparTa K OI'JIaBJICHUIO

HE00X0AMMO HCTIONIB30BaTh KHOMKY — B BepxHel yactu DD «CnpaBka». UToOb! 3akpbiTh DD



103
HbP®.62.0.39710.PA

«CnpaBka», cieayeT BOCIOJIb30BAThCSl KHONKOM * . BHu3y nannout O® ykazaH ajapec

TEXHUYECKOU MOIep KKK eSpp@chr.ru.
JUig ckauuBaHUs JAOKYMEHTALlMU HEOOXOJUMO B COOTBETCTBMM ¢ pucyHkom 114 JIKM
BbIOpaTh paznmen «Jloxymentanus», 3arem JIKM HakaTh Ha CCBUIKY JOKYMEHTa M3 CIIHCKa B

COOTBETCTBUU C pucyHkoMm 115.

CnpaBKa =

OokyMeHTauuna

Bepcua 3.3.7

PyKoBOOCTBO afMWUHWUCTRaTORa

PYKOBOACTBO aAMWHWUCTRATORAa
MH(OpMaUWoHHOW GE30NacHOCTH

PyKOBOOCTEBO NONb30OBATENSA

Pucynok 115 — Ccbutku Ha JOKYMEHTHI [T CKAUMBAHUS

3.26 JloxymenTanus k Open API

JoxymenTtarust k Open API OGonouku J0CTymHA B OJTHOTIONIB30BATEIIBCKOM PEXKUME 10
anpecy: http://localhost:8080/swagger-ui/.

3.27 Hoakmouenue I «/leabTa» k cepBepy Syslog

IIIT «/lenbTay mo3BOJSET AYyOIMPOBATH KypHAJ olepaluii Ha cepBep Syslog.

Hactpoiika mnonxmouenuss III1 «Jlenpta» k cepBepy Syslog mnpousBogutcs B
koH(purypanronHom daiine delta.config. [lapamerpsl noakIOUeHUs ONKCaHbI B Ta0nuIe 1.

Tabnuma 1. [TapameTps! noaxiroueHus K cepsepy Syslog

ITapamertp Hasnauenue
delta.syslog [pu3HaK BKIFOUEHHUSI/ BHIKIFOYEHHS TPAHCIAIA
KypHaia Ha cepsep SYysl0g: ON — TpaHCIsAIMs KypHaia
Biouena, Off — Berkimouena. Ilo ymomuanwmio — oOff.

delta.syslog.rfc ®dopmart coobrernit Syslog (RFC). omycTrmbie
snadenus: 3164, 5424, 5424. Tlo ymonuanuio — 3164.

delta.syslog.application Nwmst sxzemuistpa O6omouku I1IT «Jlenbray, o
ymonganmio — Delta.

delta.syslog.protocol CereBoii mporokoi paboTe ¢ cepsepom Syslog: udp —

pabora o nporokorry UDP, tcp — pabora mo
nporokoiy TCP/IP. TTo ymonganuto - udp.
delta.syslog.host CereBoit anpec cepsepa Syslog. ITo ymomganwmto —
localhost.

delta.syslog.port Iopr cepsepa Syslog. [To ymomuanuro — 514,



mailto:espp@cbr.ru
http://localhost:8080/swagger-ui/
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delta.syslog.ssl [pu3sHak Kcnoabp30BaHus MPOTOKONa SSL: yes —
UCIIOJIB3YETCsI, NO — HE MCIONb3yercs. [1o yMomr4anuso
-Nno

Kak npaBuio, auctpubytussl, Hacneayemblie oT Debian Linux (Ubuntu, Mint), y)xe numerot
cepBep Syslog B cBoéM cocTase.

Uto0s! 3anmycTuTh Syslog-cepBep, HEOOXOAUMO HACTPOUTH €r0 B KOH(UTYPAIMOHHOM
daiine /etc/rsyslog.conf. Hanpumep, st pabotsr o nporokoxy UDP Ha mopty 514 Heobxommumo
n00aBUTH CIENyIOLINE CTPOKH B rsyslog.conf:

# provides UDP syslog reception

module(load="imudp")

input(type="imudp" port="514")

[Tocne vero nepe3anyctuTh cepBuc rsyslog:

sudo service rsyslog restart

UtoOb1 HAOMONATh 32 paboTOM cepBrca Syslog, TOCTATOYHO BBITIOJHUTH KOMAaHIY:

tail -f /var/log/syslog

(s RedHat: tail -f /var/log/messages)

U TOTJa B KOHCOJIU OYAYT 0TOOpaxaThCsi TPAHCIUPYEMBIE 3aIHCH.
Jiis poBepku paboThI CEPBHCA MOKHO BBIIIOJIHUTH KOMaHY:
echo “<14>Test Syslog” >>/dev/udp/IP-anpec cepepaSyslog/mopT cepepa Syslog
puMep:

echo “<14>Test Syslog” >>/dev/udp/192.168.194.84/514
YTO MpHU yCHEIHON paboTe mpuBeaeT K BbIBOAY TekcTa Test Syslog B KOHCOJIb TpaHCIHPYEMBbIX

3aI1icen.
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4  JleiicTBUSI B aBapUHHBIX CHTYalMAX

4.1 JleiicTBHA B cjIy4yae 0TKa3a TEXHMYECKHUX U NMPOTrPAMMHBIX CPeJCTB

B mponecce paboTs! I1I1 «JlenpTa» MOTYT IPOUCXOUTh aBaPHITHBIC CUTYAIUU, WA COOU
KaK TeXHUYECKOTO I1aHa (Beixoa u3 crpos [IOBM unu ee nepudepun, oOTKIIOUEHUE MUTAHUS U
T.I1.), TaK U POTPAMMHOTO TuTaHa (cOOM U3 — 32 HEXBATKH onepaTuBHOM namsitu [I9BM, ckpbIThie
OIIMOKH MPOTPAMMHUCTOB U T.I1.).

[Ipn BO3HMKHOBEHHMM aBapUMHON cuUTyauuu TpedyeTcss 3adUKCHpPOBaTH MOMEHT €€
BO3HHMKHOBEHHUS, €CIM 3TO IporpaMMHas ommOKa - pacmedaraTh Ha mpuHTepe 3kpad. [locne
Ha3BaHHBIX JeiicTBU HeoOxoaumo nepe3arpy3uts [1I1 «/lenbra». Ecnu BT U3 TporpaMMbl He
yaaeTcs, ClIeIyeT CHIATh 3aauy, HaxaB coueranue kiaBuit CTRL+ALT+DEL.

4.2 JlelicTBUsI B cjy4ae OIIMOOK, BBI3BAHHBIX HEBEPHBIMHU /eliCTBUSIMHU
IKCILUIYATAIMOHHOI 0 IePCOoHAIA

[Ipn o00paboTke aBapuHHBIX COOBITHIL, BBI3BAHHBIX HEKOPPEKTHBIMU JIEHCTBUAMU
MoJIb30BaTeseil, HeBEpHbIM (POpPMATOM MM HEAONYCTUMBIMU 3HAUEHUSMHU BXOJHBIX JIaHHBIX,
IIIT «/lenbTa» MOJKHO BBIBOAWTH HA DJKpaH MOHUTOpA IOJIB30BATENs COOTBETCTBYIOLIEE
npegynpexaaronee CcooOlleHre, I0cie 4Yero BO3BpallaThcsi B pabouee  COCTOSHHE,
IIPEJIIECTBOBABIIEE HEBEPHOH (HEIOMyCTUMOI) KOMAaH e NIM HEKOPPEKTHOMY BBOJY JAHHBIX.

4.3 leiicTBUsl NpU O0HAPY:KEHUH HECAHKLIMOHUPOBAHHOI0 BMeENIATeIbCTBA
B JaHHbIE

Ilopsinok pneiictBuil npu OOHAPYKEHUHM HECAHKLMOHMPOBAHHOIO BMEUIATEIbCTBA B
JAHHbIE PETJIaMEHTUPYETCS BHYTPEHHUM pAacloOpsSAKOM M BHYTPEHHUMH HOPMATHBHBIMHU
JNOKYMEHTaMU opraHusanuu, sxkcruryatupytomei I «Zlenbray.

4.4 JledicTBHS NPH MOTepe TAHHBIX

IIpu 0TKa3ax TEXHUUECKUX CPEACTB (B TOM YHUCIIE — IOTEPE MUTAHUS) IOIyCKAeTCs oTeps
uHGOpMaLUU B paMKaX TEKYIIEro ceaHca padoThl HOJIb30BATENS.

4.5 JlelicTBHA NPH HEOOXOAUMOCTH OOPALLIEHUS B CIY:KOY MOAIEPKKHU

OOpamenust B cinyxOy TEXHHYECKON MOJJIEPKKU CIeNyeT HaIlpaBlsATh Ha ajpec:
espp@cbr.ru. Jlist yckopeHuUs pelieH sl BOIIPOCOB K 00PAICHUIO KeTaTeIbHO MPHUKIABIBATH JIOT
(backend/log/app.log), a Takke CKPHHIIOTHI, WILTIOCTPUPYIOIIHME IEHCTBHE, KOTOPOE MPUBEIO K
olInoke.

Omnmus delta.config ans akTuBanuu pexxuMa otnaaku app.log:

delta.jvm-options= -Dlogging.level.ru.cbr.uc.uccontainer=DEBUG.


mailto:espp@cbr.ru
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IIpunoxenue A

Hacrtpoiika mapaMeTpoB 3amycka

Tabmuna A.1 coxmepxut HacTpoiiku mnapamerpoB 3amycka IIIT «/lempray B aiine

«delta.configy.

Ta6muua A.1 — I[Tapamerpsl daiina «delta.config»

HaumenoBanue
3HayeHus napamerTpa Ha3znauenne napamerpa
napaMerpa
delta.db.url Crpoxka coenunenus jdbc npu

noakmouernn kK CYB]] (nanpumep,
jdbc:h2:file:${user.dir}/db
/h2;AUTO_SERVER=TRUE —
nonkimoueHue k erpoennoit CYBJI h2).

delta.db.username

Nmsa MOJIB30BATEIIA MPU MOAKITIOYECHUUN K
CVYB/L.

delta.db.password

[Tapons npu nogkitodennn kK CYB/]

delta.db.driver

org.postgresql.Driver

oracle.jdbc.driver
.OracleDriver

com.microsoft.sglserver.jdbc

Wwmst knacca apaiisepa jdbe ms
noaktoueHus k CYB/I.

.SQLServerDriver
delta.db.startpostgresql yes/no 3amyckaTh WM HET TPH 3aIycKe
npuiokeHus nocrapisieMbiii CYB/]
Postgresql.
delta.oauth2.url [Mpumep: AJipec TTIaBHO# CTpaHHMIIBI CepBepa

http://192.168.0.101:8090/auth

ayTeHTU(UKALUY, YKa3bIBaeTCs U1
HIepeHaInpaBIICHUS MT0JIb30BATENSI HA CepBeEp
ayTeHTU(UKALUK IPH BEIXOJE U3
aBTropu3oBaHHoOU ceccu 111 «Zlenpray.
Heo0si3aTenbHbIH.

delta.tray.icon=yes yes/no OtoOpaxath B CTPOKE COCTOSIHUSI
OIEPALMOHHOM CHCTEMBI UKOHKY
TIPUJIOKEHUA.

delta.browser.start yes/no 3amyckaTh WM HET Opaysep M0 yMOTYaHHIO

OC u noKa3bIBaTh HAYAIBHYIO CTPAHUILY
TPHIOKEHHUSI IPH 3aIyCKe PHIIOKEHHSI.

delta.lk.timeoutconnect

TaiimayT coequnenus ¢ JIK.

delta.lk.timeoutread

TaliMayT oXuIaHus pe3ysbTaTta 3amnpoca B
JIK.

delta.jwk.url

Anpec cyxObI IpeoCTaBICHHS
KpUnTorpaduuecKux KIrode Ui TOKCHOB
JWT.

delta.gateway.config

Anpec daiina KOHPHUTypanuy MITI03a
TIIT «/lenbTay.

delta.lk.chanksize

Pazmep uanka qig nepenaun B JIK.

delta.lk.usechanks

Wcnonp3oBath yaHku i nepenaun B JIK.

delta.lk.timeoutreceips:5

Iepuon (muei) nmpuema kButanimii JIK n
TpaHcopta ¢ MoMeHTa ornpasku DC.

delta.lk.timeouties:30

Mepuon (mueit) mpuema NIC ¢ MmoMeHTa
ornpasku DC.

delta.jvm-options

Omnnuw 3arycKa java-ManiinHbl 000T0YKH.

gateway.jvm-options

OHIII/II/I 3aITyCKa jaVa'MaHII/IHBI IJIrR03a
CeTeBOI BEpCUU 000I0UKH.

plugin. {rms
pacimpenus }.jvm-options

Onnuuw 3aIycKa java-MaliinHbl pacIIMPEHHS.



http://192.168.0.101:8090/auth
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HaumeHnoBanue
napamMmerpa

3HavyeHHs MapaMeTpa

Ha3znauenne mapamertpa

server.port

ITopt O60IOUKH

Delta.lk.aspera.use

«NO» - 3HaYeHHE [0 YMOTYAHHUIO
«Yes» - rnepenayda BCEX
MapuIpyroB(3anay) uepe3 Acrepa.

Unu  3anpath
yepes 3arsTyro:
a) Zadacha 155 -
OpraHM3aIs;

6) Zadacha 157 -
XOJIJTUHT;

B) Zadacha 104 -
MJIATEKHOW CUCTEMBbI,
r) Zadacha_113 -
0409310,

Hanpumep,
Delta.lk.aspera.use=Zadacha_113,
Zadacha 155 - ormpaBka 4yepes
Acnepa dpopmsl 310 u oryero KO

MapHIpyThi(3a1a9n)
Kpeautnas
bankoBckuii
Oneparop

dopma

Hcnonp3oBanne cepBepa  Aspera
nepenaun oruera B JIK BIT ETIBB

ISt

Delta.lk.aspera.host

JJ14 30HBI TECTUPOBAHUA

212.40.192.75

Anpec cepepa Aspera

Delta.lk.aspera.sshport

JJ14 30HBI TECTUPOBAHUA

35100

ssh-mopt cepsepa Aspera

Delta.lk.aspera.faspport

JUISl 30HBI TECTUPOBAHUSI
35100(3HaveHune 10 YMOIYaHUIO)

fasp-miopt cepsepa Aspera

Delta.lk.aspera.ascp

Ilo ymomuanumo «%lupekropus
Delta%\Aspera\Bin\ascp.exe».

I[Iyrb k yTuiIure KOMAaHIHOU
3ajaercss B ClIydae, ecid
pasMmelieHa B Iamke,
«% dupexropust Delta%\Aspera\Biny

CTpPOKH,
yTHIINTA
OTJIUYHOM

oT
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Ccbli10YHbIE JOKYMEHTbI

1 «IIporpammusiii npoaykT «lenptay. Pacmmpenne «OtuetHocts KO». PykoBoacTBo

nosb3oBaress» (LIBP®.62.0.39722.PII).



